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 1. Background
Existing approaches

 2. Key Idea - Property-Order Graph

• Detecting vulnerable JavaScript libraries in web 
applications is essential for security.


• Bundlers (i.e., Webpack) modify and compress JS code, 
which complicates library detection.
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user code
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• LDC (Library Detector for Chrome)

- Manually collected property patterns 

and check them at runtime


• PTDetector (ASE’23)

- Automatic extraction of property patterns


• Limitation 
- Prior work may miss libraries not revealed to window object

- Prior work does NOT utilize bundled code to detect libraries

- Why? It is difficult to check code equivalence correctly, precisely, and quickly

// loadsh v4.17.21 
(function() { 
... 
loadsh.chain = function () { 
  ... 
} 
... 
window._ = loadsh; 
... 
}.call(this);

typeof (_ = window._) == "function") 
typeof (chain = _ && _.chain) == "function"

• Observation - What is preserved after code transpilation through bundlers?


• Property-Order Graph (POG) is a directed graph that represents 1) which property operations 
on 2) which property names are executed in 3) which order in a function body

transpile

"remove" function in Lodash.js v4.17.21

function remove(array, predicate) { 
  var result = []; 
  if (!(array && array.length)) { return result; } 
  var index = -1, indexes = [], length = array.length; 
  predicate = getIteratee(predicate, 3); 
  while (++index < length) { 
    var value = array[index]; 
    if (predicate(value, index, array)) { 
      result.push(value); 
      indexes.push(index); 
    } 
  } 
  basePullAt(array, indexes); 
  return result; 
}
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Transpiled code

function f(e,r){var t=[]; 
 
if(!e||!e.length) return t; 
 
var n=-1,u=[],a=e.length; 
 
for(r=an(r,3);++n<a;){ 

var h=e[n]; 

r(h,n,e)&&(t.push(h),u.push(n))} 
 
return bf(e,u),t}
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array['len' + 'gth'] 
// == array.length

obj = { 
  get p() { console.log(1); } 
  set q() { console.log(2); } 
}

obj.p; 
// print 1 
obj.q = 42; 
// print 2

obj.q = 42; 
// print 2 
obj.p; 
// print 1

≠

1.Property names are preserved 
to support JavaScript's 
dynamic property access

2.Execution order between 
property reads/writes is preserved 
for correct side effects
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fingerprint: 
0x3FA345B1

fingerprint: 
0x3FA345B1=

POG of original code POG of transpiled code

 5. Evaluation
RQ1. Library DetectionTABLE I: Library detection scores when ω = 20%.

Metric LDC PTDETECTOR DEBUN

TP 111 82 195
FP 3 9 7
FN 112 141 28

Precision 97.37% 90.11% 96.53%
Recall 49.78% 36.77% 87.44%
F1-score 65.88% 52.23% 91.76%

(a) Precision (%) (b) Recall (%) (c) F1-score (%)

Fig. 9: Library detection scores with different thresholds ω.

label a library if the code includes library-specific identifiers or
at least five distinct functions, each longer than ten lines. While
distinguishing between libraries was relatively easy, under-
standing and separating all 8,256 library versions was far more
difficult. Thus, we assign version information only when it
appears explicitly in the code (e.g., _.version = "4.17.21"),
license texts, or comments. Based on this process, we construct
a ground truth dataset11 with 223 libraries, of which 105 have
version annotations.

B. RQ1. Library Detection

For comparison with library detection tools, we first collect
the fingerprints using fingerprint collector (§IV). The library
database occupies 31.97MB of memory and was constructed
in 30 minutes. DEBUN detects libraries and their versions
for each website in 1,009 ms on average, and the function
collector consumes the most time due to the massive number
of functions in the websites:

We compare the effectiveness of DEBUN with state-of-
the-art library detection tools, LDC and PTDETECTOR. We
set PTDETECTOR with its default setting, score threshold of
0.5 and depth limit of 3. We determine the optimal score
threshold for DEBUN by varying it from 0% to 30% in 1%
increments. Figure 9 shows the effectiveness by each ω with
true positive (TP), false positive (FP), and false negative (FN)
counts. Note that we omit the true negative (TN) count and
accuracy as they are far exceeded by TP, FP, and FN counts.

11https://zenodo.org/record/15550954

TABLE II: Comparison of the number of detected libraries.
Library LDC ! DEBUN ! PTDETECTOR Ground

React 13 +22 35 +34 1 35
core-js 33 -11 22 -8 30 35
Lodash.js 9 +17 26 +18 8 33
jQuery 27 +3 30 +8 22 30
Preact 3 +7 10 +10 0 10
Zepto 0 +10 10 +10 0 10

Total 111 +84 195 +113 82 223

(a) DEBUN and LDC (b) DEBUN and PTDETECTOR

Fig. 10: Venn Diagram of the number of detected libraries.

The best score is obtained at ω = 20% with the F1-score
of 91.76%, which is 1.39x and 1.76x higher than LDC and
PTDETECTOR, respectively. Table I compares the scores of
all tools at this threshold. DEBUN achieves higher precision
than PTDETECTOR, though slightly lower than LDC, which
is manually tuned. In terms of recall and F1-score, DEBUN
outperforms all tools.

Recall: Table II shows the number of detected li-
braries by each tool, and Figure 10 shows its Venn diagram.
DEBUN detects 84 and 113 more libraries than LDC and
PTDETECTOR because they cannot detect libraries whose top-
level properties are obfuscated (e.g., React) or not exported
to the global object (e.g., Lodash.js). For example, DEBUN
detected both React and Lodash.js in pinterest.com, a design
resource website, but LDC and PTDETECTOR failed to detect
them. On the other hand, LDC and PTDETECTOR are good
at detecting libraries partially imported into the global object
(e.g., core-js and jQuery). For example, DEBUN fails to detect
core-js on several websites where it is partially imported.

Precision: LDC demonstrates the highest precision
due to the inclusion of various manual ad-hoc calculations.
PTDETECTOR exhibits the lowest precision. PTDETECTOR
struggles to distinguish libraries with overlapping property pat-
terns. For example, Lodash.js and Underscore.js share a similar
property pattern, _. Thus, the precision drops to 30% when
evaluated only with Underscore.js. This suggests that property
patterns are not distinguishable enough. While we mitigate the
overlapping function issue by applying a code segmentation
(§IV-B), DEBUN still faces seven false positives. Among them,
five are caused by shared polyfill patterns, and two are caused
by partially imported libraries (e.g., jquery-tools copies several
functions from jQuery).

C. RQ2. Library Version Detection

We evaluate library version detection using two metrics:
exact match and inclusion match. While different libraries
have distinct fingerprints, versions of the same library often
differ only slightly. Tree shaking may remove version-specific

Debun PTDetectorLDC

15 96 99 1270125

LDC vs. Debun Debun vs. PTDetector

12 33 52

DebunLDC

TABLE III: Library version detection scores when ω = 20%.
Metric LDC DEBUN

TP 45 85
FP 0 16
FN 60 20

Precision 100.00% 84.16%
Recall 42.86% 80.95%
F1 score 60.00% 82.52%

(a) Exact match (b) Inclusion match

Fig. 11: Venn Diagram of the number of detected versions.

functions, making distinction harder. Moreover, libraries may
not follow strict semantic versioning. For example, Lodash.js
v4.17.14 and v4.17.15 differ only in version labels without
any code changes. Thus, we consider a detection correct if it
either exactly matches (exact match) or includes (inclusion
match) the ground truth version. We compare the version
detection effectiveness of DEBUN only with LDC because
PTDETECTOR does not support version detection.

Table III shows the comparison of the version detection
effectiveness of LDC and DEBUN. With the exact match,
LDC and DEBUN correctly detect 44 and 43 versions, re-
spectively. LDC detects library versions only if the version
label exists in the code. However, it struggles with libraries
that do not have explicit version labels or have inconsistent
version labels across versions. For example, version label for
core-js is core.version before v0.9.12, but it was changed to
__core-js-shared__.version in v0.9.12. It results in many
false negatives in LDC both in exact and inclusion match.

On the other hand, DEBUN detects 85 versions (1.98x more
than LDC) with the inclusion match, achieving a recall of
80.95% (1.89x higher than LDC). This demonstrates that POG
provides high accuracy for version-unique or library-unique
fingerprints in real-world, enabling accurate version identifica-
tion without explicit version labels. However, challenges such
as tree shaking and duplicated functions still hinder precise
library version detection. Thus, leveraging both tools together,
when possible, can lead to more accurate results.

D. RQ3. Ablation Study

We evaluate the effectiveness of the POG-based function
fingerprints by comparing different fingerprinting models:

• Count – Count per each property operation without order.
• POG – POGs via basic construction algorithm (§III-A).
• POG+F – POG with branch flipping.
• POG+FB – POG+F with branch bypassing.
• POG+FBC – POG+FB with path cloning.

TABLE IV: Scores for each model when LOC → 6.

Metric Count POG POG+F POG+FB POG+FBC

# Consistent 47,385 35,370 43,358 45,404 45,522
# Functions 54,368 54,368 54,368 54,368 54,368

Consistency 87.16% 65.06% 79.75% 83.51% 83.73%

# Functions 55,518 55,518 55,518 55,518 55,518
# Duplicated 1,715,034 274,252 273,252 273,678 273,684

Accuracy 3.28% 20.24% 20.32% 20.29% 20.29%

(a) Consistency (b) Accuracy

Fig. 12: Scores for each fingerprinting models with LOC → x.

For each fingerprinting model, we compute two metrics:
consistency, the proportion of functions whose fingerprints
remain unchanged both before and after transpilation, and
accuracy, the ratio of distinct functions to the number of dis-
tinct fingerprints, indicating how well fingerprints differentiate
between different functions.

Consistency =
# Consistent
# Functions

and Accuracy =
# Functions
# Duplicated

We collect 256,884 function hashes from the latest versions
of the target libraries. To reduce potential bias, we remove
functions with identical syntax. This preprocessing yields a
final dataset of 91,898 functions. We then transpile them using
Terser and SWC with the most aggressive minify options
except for unsafe options. Figure 12 compares model scores
across different line-of-code (LOC) thresholds x. Table IV
presents the details for LOC → 6 as we collect fingerprints
with LOC → 6 to reduce noise from small functions (§IV-B).

Consistency: The Count model is most consistent, as it
simply counts the number of property operations. In contrast,
the baseline POG model exhibits the lowest consistency due to
the inconsistency of the control flow explained in §II-B. The
consistency continues to improve as control-flow refinement
techniques are progressively applied, and the branch flipping
has the greatest impact.

Accuracy: All POG-based models achieve significantly
higher accuracy than Count, while showing similar effec-
tiveness among themselves. This indicates that preserving
the execution order of property operations, as in POG-based
models, is effective in distinguishing functions after transpi-
lation. In contrast, Count performs the worst, highlighting the
importance of order information.

From the evaluation results, we show that the POG-based
function fingerprints are effective in representing the function
with high consistency and accuracy. Each CFG refinement
steps improve consistency while preserving accuracy.
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RQ3. Ablation Study - Analysis-based Refinement

 4. Overall Structure

F: Branch Flipping / B: Branch Bypassing / C: Path Cloning
Count: count property names w/o execution order

 3. Path-Sensitive Truthy Analysis

Track truthiness of variables along execution paths! 

(Path = Control flow from each branch)

Library 
Functions CFG Path-Sensitive 

Truthy Analysis

POGRefined 
CFG

fingerprint 
(hash)

Graphs G ::= {l:i} (lentry, lexit, lexc)
Instructions i ::= if (e) l else l

| x = e; l | x = e.p; l | e.p = e; l
| x = e[e]; l | e[e] = e; l

Expressions e ::= c | x | !e | {} | e(e) | e == e | e === e
| e < e | e > e | e→ e | ↑e | . . .

Constants c ::= b | n | z | s | undefined | null
Variables x ↓ X Properties p ↓ P
Labels l ↓ L Booleans b ↓ B = {#t,#f}
Numbers n ↓ N BigInts z ↓ Z
Strings s ↓ S

Fig. 3: Control-flow graphs of JavaScript functions.

III. CONSTRUCTION OF PROPERTY-ORDER GRAPHS

This section first introduces a basic construction algorithm
of POGs (§III-A). To resolve the inconsistency in the ba-
sic algorithm, we introduce a path-sensitive truthy analysis

(§III-B) and a three-step refinement of control flows in CFGs
for consistent construction of POGs (§III-C).

A. Basic Construction Algorithm

A basic construction algorithm of POGs has two steps: 1)
construct control-flow graphs (CFGs) of given functions, and
2) filter only property operations from CFGs.

1) CFG Construction: We use a standard algorithm to
construct CFGs defined in Figure 3 where A denotes a
sequence of A. All instructions in a CFG are labeled with L,
and three special labels lentry, lexit, and lexc represent the entry,
exit, and exceptional exit points of the function, respectively.
An instruction i is either:

• A conditional instruction with two labels for branches.
• A normal instruction with its next label.

Each JavaScript loop statement (i.e., while/for) is converted
into a conditional instruction whose true branch label points
to its loop body, and the false branch label points to the
instruction following the loop. Additionally, as explained in
§II-B, short-circuit expressions are used as branches. Thus, we
convert the following expressions into conditional instructions
with temporary variables to mimic their evaluation semantics:

%0=e1; if(%0) { %0=e2; } else { } // e1 && e2

%0=e1; if(%0) { } else { %0=e2; } // e1 || e2

%0=e1; if(%0) { %0=e2; } else { %0=e3; } // e1?e2:e3

A normal instruction is either: 1) an assignment instruction,
2) a property read/write operation, or 3) a computed prop-
erty read/write operation. A return or a throw statement is
converted into an assignment instruction to a special variable
%ret or %exc, respectively, and its next label is the exit label
or the enclosing catch block if it exists, or the exceptional
exit label otherwise. Since we construct CFGs to construct
POGs, we convert all property read/write operations into
normal instructions with temporary variables (e.g., %0, %1,
. . . ) to explicitly capture the execution order of property
operations. For example, x.p + y.q is converted into two
instructions %0 = x.p; %1 = y.q; and an expression %0 + %1

to represent that x.p is executed before executing y.q. The

Path-Sensitive Results ω̂ ↓ !̂ = (L↔ ”̂) ↗ #̂
Abstract Paths ε̂ ↓ ”̂ = (L↔ B) ↘ {≃}
Abstract States ϑ̂ ↓ #̂ = X ↗ V̂
Abstract Values v̂ ↓ V̂ = {≃, , , N, F ,⇐}

Fig. 4: Abstract domains for path-sensitive truthy analysis.

omitted inequality/comparison operations are converted into
equality/comparison operations with negation operators (e.g.,
x != y to !(x == y)). A constant is a boolean b → B, number
n → N, bigint z → Z, string s → S, undefined, or null.

2) Property Operation Filtering: To construct POGs from
CFGs, we filter only four kinds of property operations and
conditional instructions. We retain only the property names
for property read/write operations; x = e.p and e1.p = e2 are
converted into .p and .p = , respectively. For computed
property operations, we remain only whether they are read
or write operations: x = e1[e2] and e1[e2] = e3 into [ ] and
[ ] = , respectively. When the computed properties names

are constant strings, we treat them as property names: x =
e["name"] into .name. For conditional instructions, we keep
only their labels; if (e) l1 else l2 into if ( ) l1 else l2.
Figures 2a and 2c depicts CFGs of the original and bundled
code in Figure 1, and Figures 2b and 2d depicts POGs derived
from the CFGs.

B. Path-Sensitive Truthy Analysis

We introduce a path-sensitive truthy analysis based on
abstract interpretation [14, 15] to refine control-flows in CFGs
for constructing consistent POGs. It analyzes the truthiness of
each variable along each execution path partitioned by the
latest conditional instruction.

1) Abstract Domains: Figure 4 shows the abstract domains
for path-sensitive truthy analysis. A path-sensitive result ω̂ → !̂
is a mapping from pairs of labels and abstract paths to abstract
states. An abstract path ε̂ → ”̂ is either 1) a pair of a label and
a boolean value (l, b) that represents the true or false branch
of the latest conditional instruction labeled by l or 2) ↑ for no
conditional instruction along the execution path. An abstract
state ϑ̂ → #̂ is a mapping from variables to abstract values.

↓
F N

↑

An abstract value v̂ → V̂ denotes 1) its
truthiness ( or ) or 2) whether it is flipped by
negation operators (F or N ). Its partial order
(↔) and join (↗) operations are defined with the

lattice in the left Hasse diagram. All JavaScript values are
either truthy or falsy according to the ToBoolean algorithm
in the language semantics5; false, undefined, null, +0,
-0, NaN, 0n, and "" are falsy values, and all other primitive
values and objects are truthy values. The abstract values and

means that only truthy and falsy values are possible, respec-
tively. On the other hand, the abstract values F and N denote
whether the truthiness is flipped or not, respectively, through
a sequence of variable assignments without any conditional
branches or side effects.

5https://tc39.es/ecma262/2024/#sec-toboolean
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1. Branch Flipping - consistently flip branches

2. Branch Bypassing - bypath always truthy/falsy branch conditions

while(x.p) if(!x.q) break; for(;x.p&&x.q;);

3. Path Cloning - clone merged paths

while(x.p) if(!x.q) break; for(;x.p&&x.q;);
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