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Abstract

The same JavaScript code can enter different asymptotic complex-
ity classes in different engines, a phenomenon we call cross-engine
asymptotic complexity divergence. Across V8, SpiderMonkey, and
Quick]JS, entering a for..in that breaks immediately is O(1) in
Quick]S and O(N) in V8 and SpiderMonkey; a build-and-inspect
string loop is linear in SpiderMonkey but quadratic in V8 and
Quick]S. We propose automatic detection over parameterized pro-
grams P(N): vary input size parameters and rank candidates by the
spread of their estimated per-engine growth rates. Our goal is to find
divergence cases and their triggering conditions. Engine-internal
root-cause analysis and an empirical assessment of Algorithmic
DoS exploitability are subsequent studies.
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« Software and its engineering — Software testing and debug-
ging.
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1 Introduction

The same JavaScript runs on V8 (Node.js, Chrome), SpiderMonkey
(Firefox), and Quick]JS (embedded and edge runtimes). On our 12-
program calibration suite, their geometric-mean ratio is V8 1.00X :
SpiderMonkey 1.35X : Quick]S 10.70X.

Developers may take such ratios as stable and apply the same
general optimisation strategies across engines. The gaps, however,
do not always hold. A small source-level change can instead put
the same program in different complexity classes, creating an un-
bounded size-dependent gap: cross-engine asymptotic complexity
divergence.

Automated performance testing usually considers one imple-
mentation, and cross-engine testing typically targets conformance
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rather than time (Section 2). We examine two patterns (Section 3) to
motivate a size-varying search using comparative timing feedback
from engines (Section 4). Our broader goal is to identify potential
Algorithmic DoS vulnerabilities by detecting and characterising
cross-engine asymptotic complexity divergences.

2 Background and Related Work

An empirical study of 98 fixed JavaScript performance issues [5]
found that only 42.68% of the resulting optimisations improved per-
formance consistently across all tested versions of V8 and Spider-
Monkey. It reports variation in existing fixes, rather than searching
for inputs that increase cross-engine performance differences.
Prior automated approaches evaluate one implementation at a
time. JITProf [1] profiles a catalogue of JIT-unfriendly patterns in
one engine. SlowFuzz [4] and PerfFuzz [2] maximise execution time
for a fixed target. Jittery [6] compares optimisation levels of one
compiler, finding 191 bugs. Our comparison axis is independent
engines, not optimisation levels. Work that compares independent
engines usually tests conformance rather than execution time [3].

3 Case Study

These two patterns were found through exploratory investigation,
rather than by fuzzing. Each is a single program whose spread
across engines is wider than the ordinary spread between those
same engines.

How they are measured. We measure Node v25.2.0 (V8 14.x), Spi-
derMonkey 140.13.0, and Quick]S 2026-06-04 on an Apple M3 Max.
Each cell in Tables 1 and 2 is a median wall-clock time (ms), fol-
lowed by its ratio to that engine’s geometric-mean baseline over 12
ordinary programs (1.00 : 1.35 : 10.70).

(1) Entering for..in.In V8 and SpiderMonkey, entering
for..in over a large array costs O(length), even when the loop
stops after the first key:
var a = []; for (var i = 0; i < 16000; i++) a.push(i);
var ¢ = 0;
for (var r = 0; r < 2000; r++)

{ for (var k in a) { ¢ = (c+1)|0; break; } }

Table 1: Entering for..in over a long array

loop form 4] SM QJs
for (k in a) { break; } 469 (125) 1709 (337) 0.13 (0.003)
for (k in a) { }allkeys 611 (163) 1723 (340) 751 (19)

for (v of a) { break; }(ctl) 0.01(0.003) 0.03(0.006) 0.23 (0.006)
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The controls show that the cost occurs when for. .in starts. In V8
and SpiderMonkey, for. .in is almost as slow when it stops after
the first key as when it reads every key. Therefore, break does not
avoid most of the cost. By contrast, for. .of stays fast in all three
engines as the array gets larger. Therefore, the cost does not come
from break or from reading one array value. In Quick]S, stopping
after the first key is fast, but reading every key costs 5,900 more.
This result suggests that Quick]S does most of the work only when
the loop requests more keys.

(2) Building and reading a string in one loop. Each iteration ex-
tends s and then reads it. Table 2 varies the read operation and the
direction of string construction:
var s = "", ¢ = 0Q;
for (var i = 0; i < 40000; i++)

{ s += "abcdefgh"; ¢ = (c + OBSERVE)|0; }

Table 2: Building a long string and reading it

string build OBSERVE V8 SM QJS
s += x s.length (ctl) 0.24 (0.06) 0.11 (0.02) 2.00 (0.05)
s += x s.charCodeAt(0) 547 (146) 0.92(0.18) 105 (2.6)
s += x s[0] === "a" 548 (147) 0.94(0.19) 4.36 (0.11)
s=s+x s < "p" 638 (171) 725 (143) 3.29 (0.08)

s=x+s(t) s<"b" 0.38 (0.10) 0.15 (0.03) 2.08 (0.05)

The engines that become slow differ by row—SpiderMonkey and
Quick]S each lose in one row and are fastest in another, while V8
is slow in all three. The controls narrow the triggering conditions.
The s.1length control shows that building string alone is cheap,
and rows 2 and 3 differ only in an index versus a builtin method.
The final control shows that the direction of string construction
also matters for s < "b".In row 4 both V8 and SpiderMonkey lose:
s < "b" is decided by only the first character of s, yet Quick]JS is
194X faster than either.

Scaling with input size. For each program, we varied the input
size N from 1 to 10°. We repeated one program call until the total
time exceeded 20 ms, then divided the total time by the number
of calls. This procedure makes N = 1 measurable. “—” marks a
call that exceeded the 180 s timeout. Table 3 reports the results.
Case (1) measures one for..in loop entry. Case (2) measures the
full string-building loop.

Table 3: Time per call as the input size N grows

1 10 102 10° 10* 10° 10°
(1) V8 44ns  74ns 388ns 4.1ps 76.9ps 1.53ms 21.1ms
SM 84ns 169ns 1.1ps 52.8us  759us 3.01ms 18.1ms
QJs 83ns 84ns 85ns 82ns 84ns 86 ns 82ns
(2) charCodeAt (@)
A% 3ns 291ns 4.5ps 124ps 9.55ms 3350ms —
SM 3ns 105ns 1.6ps 20.0ps  209pus 2.02ms 25.6ms
QJs 88ns 638ns 4.9us 42.5ps 6.78ms  554ms —
@2s < "b"
A% 4ns 132ns 8.2ps 722ps 70.9ms 7474ms —
SM 5ns 59ns 9.0ps 917ps 88.5ms 8844 ms —
QJS 87ns 658ns 4.7pus 39.9pus 1.06ms 11.98ms 181 ms
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Quick]S takes 82 ns to 86 ns to enter for. .in, regardless of array
length. Its time is therefore nearly constant. V8 and SpiderMonkey
become slower as the array gets longer. We report each engine’s
growth rate as the exponent & in t(N) = ¢ - N%, obtained by a
least-squares fit of log t against log N over the measured sizes; a~ 1
indicates linear growth and a ~ 0 constant time. Across repeated
runs, the fitted rates for V8 and SpiderMonkey are 1.26 and 1.37;
Quick]S’s rate is 0.02.

In the charCodeAt (@) row of case (2), SpiderMonkey’s time
grows approximately in proportion to N. V8 and Quick]JS grow
approximately with N2. At N=10°, V8 takes 3.35 s, while Spider-
Monkey takes 2.02 ms.

At N=10°, only one engine finishes each string case within three
minutes, showing why size belongs to the candidate (Section 4).

4 Approach and Planned Evaluation

Building on the observations in Section 3, we propose the follow-
ing fuzzing-based approach for finding such cases. It has not yet
been evaluated; the reported cases were found through exploratory
investigation.

Parameterized programs as candidates. The time gap between
engines depends on the program and on the input size. If the fitness
function rewards a large gap, the fuzzer can widen the gap by
increasing the size alone. We therefore separate the two. A candidate
is not one program but a parameterized program P(N): a program
with a size parameter N, such as a loop count, a property count, or
a string length. The mutator changes the program. At execution
time, N is instantiated with multiple values, and the program is run
at each size.

Fitted growth rates as a score. For each engine e, we measure the
running time at several sizes and fit T,(N) ~ c.N¥e. Here c, is a
constant for that engine, and k. is its estimated growth rate. The
score of a candidate is Ak = max, k. — min, k,: the spread of the
fitted growth rates across engines. A large constant gap gives a
small Ak; a difference in complexity class gives a large one. Unlike
the raw gap, Ak does not grow with N, so inflating the size no
longer improves the score. Separating N from the program is also
what makes the sweep, and hence the fit, possible.

Research questions. The planned evaluation asks two questions.
RQ1 (Effectiveness): Can the approach automatically detect cross-
engine asymptotic complexity divergences? We check whether it
rediscovers the two cases of Section 3, how many new divergences
it finds, and whether each candidate’s Ak reflects an actual diver-
gence.

RQ2 (Robustness): How robust is the estimated growth-rate di-
vergence to measurement noise, and the choice of input sizes? We
vary repetitions, sampled input sizes, and the Ak threshold, and
measure the stability of fitted growth rates and detection outcomes.

Future work. Detection establishes that a parameterized pro-
gram diverges and when, not why. We will analyse engine internals
to root-cause clustered triggering conditions, then test whether
attacker-controlled valid inputs can turn those cases into Algorith-
mic DoS vulnerabilities [4], as in the path from pathological regular
expressions to exploitable ReDoS.
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