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Static Analysis for 
JavaScript
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JavaScript

- de facto language for web programming

- static analyzers based on abstract interpretation
- SAFE / TAJS / WALA

- precise analysis of object properties
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Object Properties
- dynamic addition and removal of object properties

- first-class property names

- higher-order functions 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var o = {a : 1};

o.b = 2;    // {a : 1, b : 2} 
delete o.a; // {b : 2}

var v = ‘p’; 
o[v+’q’];   // === o.pq

o.f = function() {}; 
o.f();      // indirect call
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Weak vs Strong Update

- strong update

- weak update
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var o = {}; 
o.p = 1; 
o.p = 2;

o = { 
  p: *,1,2 
}

(* : absent value)

o = { 
  p: 2 
}
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Allocation-site Abstraction
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Allocation Site

l0: function f() 
    { return {}; }; 

l1: var x = f(); 

l2: var y = f(); 

l3: x.p = 1; 

l4: y.p = 2; 

l5: x.p + y.p;
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x: l0 
y: l0

l0: {}
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Recency Abstraction
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Recency Abstraction
- defined on top of the allocation-site abstraction

- recent : (li,r) with strong updates
- most recently created objects 

- old : (li,o) with weak updates
- not recent locations
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li
(li,r)

(li,o)
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Recency Abstraction
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x: (l0,o) 
y: (l0,r)

(l0, o): {} 
(l0, r): {}
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x: (l0,o) 
y: (l0,r)

(l0, o): {} 
(l0, r): {}

x: (l0,o) 
y: (l0,r)

(l0,o): { 
  p: *,1 
} 
(l0,r): { 
  p: 2 
}

Strong Update
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Recency Abstraction
- allocation-sites with heap cloning (with sensitivities)
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heap
cloning

recency
abstraction

 f(1); f(2); 
 f(3); f(4);

 function f(x) { 
   return {p: x}; 
 }

1-CFA
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Recency Abstraction
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A given partition

partition-based
address abstraction

recency abstraction
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Unintuitive Behaviors of
Recency Abstraction
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Unintuitive Behaviors
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- Recency abstraction does not preserve the 
precision relationship between given partition-
based address abstractions

(A]
r[�1]

,�A
r[�1]

) (A]
r[�2]

,�A
r[�2]

)
6�p

or

recency recency

: precision relationship*
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Example 1

where

where

6�p
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Example 1

where

where

6�p
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Example 2
allocation-site + 0-CFA

�0

allocation-site + 1-CFA
�1

A]
r[�0]

A]
r[�1]

A]
�1

A]
�0

6�p
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Why?
- refinement relationship

A]
�1

� A]
�2

A]
�1

� A]
�2

) A]
�1

�p A]
�2
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Why?

6�(A]
r[�1]

,�A
r[�1]

) (A]
r[�2]

,�A
r[�2]

)

recency recency

- Recency abstraction does not preserve the 
refinement relationship between given partition-
based address abstractions
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Singleton Abstraction
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Singleton Abstraction
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s s

m m

A given partition

- singleton(s) - strong updates
- exactly one object 

- multiple(m) - weak updates
- more than one objects
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Evaluation
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Evaluation
- 3 benchmarks (24 programs)

- JSAI, SunSpider, and V8 

- evaluation setting
- 2.8 GHz Intel Core i5 iMac with 16GB memory

- Time
- Allocation-site Abstraction: 86.92 sec

- Recency Abstraction: 122.73 sec

- Singleton Abstraction: 79.77 sec
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Evaluation

- Precision:
- # of properties 

more precise 
than 
allocation-site 
abstraction
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Conclusion
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Recency

more division tags for
strong update

Singleton

Our Goal

recent(r)
old(o)

singleton(s)
multiple(m)

r
o

??

or ms

singleton(s)
multiple(m)

Abstraction

??


