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Background



http://guide.servify.in/iot-internet-of-things-explained/



https://www.hughes.co.uk/blog/what-is-screen-mirroring/



https://dwellhometeam.com/blog/smart-home/#iLightbox%5Bgallery4184%5D/0



Motivation
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Current Approaches
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Rewrites app to collect originally inaccessible values

• Run-time values of captured variables


• Event functions attached to DOM objects
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Collects function body information

• Global variables


• Names and scopes of captured variables


• DOM APIs
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IDTD Framework
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at run time

User

• Guarantees the same status when no more updates


• Extended from the paper* written by Marc Shapiro et al.


• LWW-Register and OR-Map over timestamp for JS

•

Eventual Consistency

* Marc Shapiro et al. A comprehensive study of Convergent and Commutative Replicated Data Types.



Evaluation
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Practicality of the IDTD Framework
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• 5 apps from 20 open-source web apps:


• Counting Beads


• Hang On Man


• Make a Monster


• Mancala


• Run Rabbit Run





Conclusion
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IDTD applications have vulnerability issues. 

1. How to attack IDTD apps? 

2. How to defend IDTD apps from such attacks?


