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Background - JavaScript Static Analysis

Compiler-based Approach

| JavaScript Static Analyzer |

JS JS-IR IR IR Analysis
Program Compiler Program Analyzer Result
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1: o
2: %0 = @bool(f)
3:

1T %0 -> 4 f.name == undefined | "f"

13: f.name = %5
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Problem - Manual Update of JS-IR Compiler

Compiler-based Approach

JavaScript Static Analyzer

JS JS-IR IR IR Analysis
Program ‘ Compiler Program Analyzer Result

—

maintained by . Analyzer

Developer
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Problem - Fast Evolving JavaScript

commmmmEmmm e = maintained by .
- KIS - WALA

.‘ ‘.
[
1997 - ES1 I - SAFE - J5Al | 2015 - ES6
First edition 1 - TAJS - JSIL ;
Ve m—————— ’ 2017 - ES8
1
1999 - ES3 2011 - ES5.1 2019 - ES10
RegExp, String, Editorial 2021 - ES12
Try/catch, etc. Changes
2000 2005 2010
1608 - < 2009 - ESS I
Editorial Getters/Setters, Annual Update
Changes Strict mode, 2020 - ES11
Exceptions, etc 2018 - ES9
ECMAScript 2021 (ES12) - 879 pages 2016 - ES7
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Core ldea - Meta-level Static Analysis

Interpreter-based Approach

JavaScript Static Analyzer

JS Interpreter
(IR Program)

JS Initial state IR
Program restrction Analyzer

Analysis
' , Result
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Core Idea - Meta-level

* Why Interpreter-based
Approach?

- JavaScript specifications are
written in an interpreter-
based style

1 == W N

Static Analysis

13.15.2 Runtime Semantics: Evaluation

AssignmentExpression : LeftHandSideExpression ||= AssignmentExpression
1.

. Let [val be ? GetValue(lref).

. Let [bool be ! ToBoolean(lval).

. If [bool is true, return [val.

Let [ref be the result of evaluating LeftHandSideExpression.

. If IsAnonymousFunctionDefinition(AssignmentExpression) is true

and IsldentifierRef of LeftHandSideExpression is true, then
a. Let rval be NamedEvaluation of AssignmentExpression

with argument [ref.[[ReferencedNamel]].

. Else,

a. Let rref be the result of evaluating AssignmentExpression.
b. Let rval be ? GetValue(rref).

. Perform ? PutValue(lref, rval).

. Return rval.

Evaluation algorithm for logical OR assignments in ES12 (ES2021)
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Core ldea - Meta-level Static Analysis

O -
Why InterprEter baSEd 1| syntax def AssignmentExpression[8].Evaluation(
D 2 this, LeftHandSideExpression, AssignmentExpression
ApproaCh' 31) { /* entry */
. . ,o . 4 let lref = (LeftHandSideExpression.Evaluation)
- JavaScript specifications are 5| 1et 1val = [? (Getvalue 1ref)]
. . . 6 let 1bool = [! (ToBoolean 1lval)l /*x #1 =x/
ertten IN AN |nterprEter' 7 if (= 1lbool true) { /* #2 */ return lval } else {} /* #3 %/
8 i1f (&& (IsAnonymousFunctionDefinition AssignmentExpression)
based Style 9 (LeftHandSideExpression.IsIdentifierRef)) { /x #4 %/
10 let rval = (AssignmentExpression.NamedEvaluation
_ : " _ 11 lref.ReferencedName)
JISET: JavaScript IR-based DU 3 else ¢ /e w5
" " 13 let rref = (AssignmentExpression.Evaluation)
Semantlcs EXtraCthn 14 let rval = [? (GetValue rref)]
15 } /*x #6 %/
(ASE 2020) 16 [? (PutValue 1lref rval)]
® : : 17 return rval
Extracting JavaScript 1813 /v exit x7

definitional interpreters as
IRgs programs from JS Lang.
Spec. (ECMA-262).

Extracted IRgs function for logical OR assignments via JISET

OR
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Core ldea - Meta-level Static Analysis

Interpreter-based Approach

JavaScript Static Analyzer

JS Spec. automatic JS Interpreter
(ECMA-262) extraction (IR Program)

JS Initial state IR Analysis
Program ' restrction Analyzer , Result
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AssignmentExpression

Example

LeftHandSideExpressior’ AssignmentExpression
N

IdentifierReference ‘ ‘ IdentifierReference

Identifier ‘ ‘ Identifier

IR

X ||=y

JavaScript

syntax def AssignmentExpression[8].Evaluation(

this, LeftHandSideExpression, AssignmentExpression
) |

let lref = (LeftHandSideExpression.Evaluation)

let 1lval = [? (GetValue lref)]

let 1bool = [! (ToBoolean 1lval)]

if (= lbool true) return 1lval
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AssignmentExpression

-=" /
Exam p I e LeftHandSidgEvcﬁre‘ssiolz } \433ignmentExpression

¢ \
4

¢ e o o
JavaScript

‘ IdentifierReference
‘ Identifier

, IdentlﬁerR;ference ‘
, Identzfzer ‘

' l

IRES syntax def Assignme ntExressmn[S] Evaluat on
ﬂ eftHand81deExpre551on AssignmentExpression

let lref = (LeftHandSideExpression.Evaluation)

let 1lval = [? (GetValue lref)]

let 1bool = [! (ToBoolean 1lval)]
if (= lbool true) return 1lval

----‘-

=T
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AssignmentExpression

sy m  m AssignmentExpression
AST S e n S It VI ty LeftH andSideExpression))\'

I dentlﬁerReference I dentzfzerReference
JavaScript

IRES _P
syntax def Ide flerRe ence[@]
return [?

(ResolveBinding
(Identifier.StringValue)

)
]

OR
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AST Sensitivity | ...

[ 1=y M’

JavaScript

-------------’----

IR

I

dentlﬁerReferenge_
=71 dentzfzer

:

syntax def Identji flerRef=rence[®]
.Evaluation(this|, |Identifier) {
return [?

(ResolveBinding
(Identifier.StringValue)

)
]

KSC2022 Top Conference IV - &2 E

01

AssignmentExpression

ndSideExpression}

AssignmentExpression

I dentifierReference
I dentzfzer

ya----------—---a_--------

syntax def Ide tlflerRé erence[0]
.Evaluation(fthis), |Identifier) {

return [?
(ResolveBinding
(Identifier.StringValue)

)
]

OR
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AST Sensitivity
et | stsemmvyinie

Flow- ig—f] _ _
O OV(t )={o=(,_c _)eS|ast(c) =t}

S ([t,- tn]) ={o= (L5 _) €S|
n<kA(n=kVijs-ctxt™(c) = L)A
V1<i<n. ast o js-ctxt'(c) = t;}

k-Callsite-

Sensitivity
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Our Tool - JSAVER

* JavaScript Static Analyzer via ECMAScript Representation

JS Spec. Initial Abs. Transfer
(ECMA-262) Abs. State Function
Analysis lepomt
Initializer Computation
JS Abstract
Syntax Tree

Analysis
Result

JS
Program

JS Interpreter

JSAVER

OR

s}t - ESEC/FSE 2022 - JSAVER 14 /19

KSC2022 Top Conference IV - 2= E9||0f



JS Static Analyzer Derivation via JSAVER
’s
(ES12, ES2021) Program Program

JS Static Analyzer for ES12
JSAVER JS Spec.

Analysis Analysis
Result Result
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Evaluation Setting

* Derived Analyzer - JSAgqq,
- JavaScript Static Analyzer derived from ES12 (ES2021) via JSAVER
 Comparison Targets

- State-of-the-art JavaScript Static Analyzers + JavaScript Transpiler
* TAJS / SAFE + Babel

* Analysis Targets
- Test262 (Official Conformance Test Suite) maintained by TC39

* Used 18,556 applicable conformance tests
* Experiment Environment

- An Ubuntu machine
e 4.7GHz Quad-Core Intel Core 17 and 32GB of RAM.
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RQ1) Soundness

20K -
15K - 9,114
(49.1%)
10K -
/ 4,679
(25.2%)
5K -
4,763
(25,7%)
0K -
2014 2016 2018 2020
(a) Analysis results of TAJS
710
20K - (3.8%)
15K -
10,904
(58.8%)
10K -
5K -
— 6,942
B v s I SISIIISS % (37 5 %)
0K -
2014 2016 2018 2020

(d) Analysis results of TAJS with Babel
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20K -
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15K - 8,913
(48.0%)
10K -
/ 3,902
 (21.0%)
>K //// 5,741
,{,m,,,,d (36.9%)
0K
2014 2016 2018 2020
(b) Analysis results of SAFE
206
20K - (1.1%)
15K - s
(53.3%)
10K S
5K A 8,462
(45.6%)
OK -
2014 2016 2018 2020

(e) Analysis results of SAFE with Babel

20K -

15K -

10K -

5K -

OK -

2014 2016 2018 2020

(c) Analysis results of JSAggq,

O error

unsound
B sound

legend :

: creation time (year)
. # tests

X-axXis
y-axis
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* Can JSA.c,, analyze JavaScript programs using new
language features in a sound way?

18,556
(100.0%)
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RQ2) Precision & Performance

Can _] SA precisely TAJS TAJS SAFE SAFE JSAEes1i2 TAJS TAJS SAFE SAFE JSAEes1i2
=512 (Babel) (Babel) (Babel) (Babel)

analyze JavaScript

Avg. :|85.1%|84.9% |89.9% | 89.9% | 99.5% Avg. : [139 ms|169 ms|181 ms|199 ms|357 ms
programs compared

Co . 100 -
to the existing static .
analyzers? 80 10 -
- Targets: 3,878 60 3
programs soundly 10 10 A
analyzable by all of | !
five analyzers 20 - 10° -
0 -
(a) The analysis precision (b) The analysis performance
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Core Idea - Meta-level Static Analysis

Interpreter-based Approach

JavaScript Static Analyzer

JS Interpreter
(IR Program)
JS ] Initial state IR ] Analysis
Program J ‘ restrction Analyzer J ' Result
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Our Tool - JSSAVER

 JavaScript Static Analyzer via ECMAScript Representation

JS Spec. JISET Initial Abs. Transfer Analysis
(ECMA-262) Abs. State Function Result
IRes Analysis Fixpoint
Functions | Initializer Computation
JS JS JS Abstract
Program Parser Syntax Tree
l JS Interpreter | JSAVER
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AST Sensitivity

JavaScript AST Sensitivity in IRg
Flow- is-fl — _
Sensitivity 6 OW(tJ_) — {O' — (_a _ G, _) €S | aSt(C) — tJ_}
o | IR ) = {o= (LT ) €S
-Callsite- _ . n+1,=\ _
Sensitivity n < k AN(n=k YJS ctxt” (c) = L)A
V1<i<n. ast o js-ctxt'(c) = t;}
KSC2022 Top Conference IV - 2ZE2J0 38t - ESEC/FSE 2022 - JSAVER 13 /19
20K -
15K A
RQ1) Soundness 10K - =2
5K -
0K -

2014 2016 2018 2020

TAJS TAJS SAFE SAFE JSAEgsi2 TAJS TAJS SAFE SAFE JSAEesi2
(Babel) (Babel) (Babel) (Babel)

Avg. :[85.1% |84.9% [89.9% | 89.9% | 99.5% Avg. : [139 ms|169 ms|181 ms|199 ms|357 ms

100 - W \ p——— 4
RQ2) Precision of 1] 10°-
& Performance 1 10°- $ i |

(a) The analysis precision (b) The analysis performance




