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JavaScript Is Everywhere
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https://octoverse.github.com/
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JavaScript Complex Semantics

function f(x) { return x == !x; }

Always return false?
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JavaScript Complex Semantics

function f(x) { return x == !x; }

Always return false?

NO!!
f([]) -> [] == ![] 
      -> [] == false 
      -> +[] == +false 
      -> 0 == 0 
      -> true
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ECMA-262: ECMAScript Specification

The production of ArrayLiteral in ES12
The Evaluation algorithm for 

the third alternative of ArrayLiteral in ES12

Syntax

Semantics
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Problem: Fast Evolving JavaScript
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Problem: Fast Evolving JavaScript

1996    1998    2000    2002    2004    2008    2010    2012    2014    2016    2018    2020    2022

1997 - ES1 
First edition

1998 - ES2 
Editorial
changes

1999 - ES3 
RegEx, String,
Try/catch, etc

2009 - ES5 
getters/setters,

strict mode,

exceptions, etc

2011 - ES5.1 
Editorial
Changes

2015 - ES6 
classes, modules, etc.

2016 - ES7 
destructuring patterns, etc.

Annual Releases

2017 - ES8 
object manipulation, etc.

2018 - ES9
2020 - ES11

ES.Next

2019 - ES10

2021 - ES12

ECMAScript 2021 (ES12) - 879 pages

λJS

JSCert

KJS
WALA
SAFE TAJS

JSAIJSIL
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Main Idea: Deriving Static Analyzer from Spec.

9

ECMA-262

Analysis

Result

JavaScript

Programs

JS Static

Analyzer

automatically 
derive

?
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Overall Structure

10
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1. Mechanized Spec. 
Extraction
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Analysis
Result

JavaScript
Programs

Derived Static
AnalyzerJSAVER

3. Derivation of
Static Analyzers

JEST JSTAR

2. Specification 
Validity Check

[ICSE'21] [ASE'21]

Distinguished Paper!!

Mechanized

Specification
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ECMA-262 JISET

1. Mechanized Spec. 
Extraction

[ASE'20]

Conformance Test
Synthesis

Type Analysis for
Specification

JISET: JavaScript IR-based Semantics Extraction Toolchain 
Jihyeok Park, Jihee Park, Seungmin An, and Sukyoung Ryu


(Published in ASE'20)

In submission
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Motivation: Patterns in Writing Style of ECMA-262

The Evaluation algorithm for 
the third alternative of ArrayLiteral in ES12
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JISET [ASE'20]
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ECMA-262 IRES

Functions

JavaScript IR-based Semantics Extraction Toolchain 

JISET
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JavaScript

Parser

Parser

Generator

Algorithm
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Compile

Rules

Syntax
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JISET - Parser Generator (Syntax)

Parsing Expression Grammar 
(+ Lookahead Parsing)

(POPL'04) Bryan Ford, "Parsing Expression Grammars: A Recognition-based Syntactic Foundation"

JavaScript Parser 
in Scala
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JISET - Algorithm Compiler (Semantics)

118 Compile Rules for 
Steps in Abstract Algorithms

IRES 
Functions
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JISET - Evaluation
≈ 95% Compiled
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JISET - Evaluation
≈ 95% Compiled

Complete 
Missing Parts

Passed All Tests

• Test262
(Official Conformance Tests) 

- 18,556 applicable tests


• Parsing tests 

- Passed all 18,556 tests


• Evaluation Tests 

- Passed all 18,556 tests
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Analysis
Result
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Programs

Derived Static
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3. Derivation of
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Validity Check

[ICSE'21] [ASE'21]

Distinguished Paper!!
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ECMA-262 JISET

1. Mechanized Spec. 
Extraction

[ASE'20]

Conformance Test

Synthesis

Type Analysis for
Specification

JEST: N+1-version Differential Testing of Both JavaScript Engines 
Jihyeok Park, Seungmin An, Dongjun Youn, Gyeongwon Kim, and Sukyoung Ryu


(Published in ICSE'21)

In submission
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JEST - Conformance with Engines

Conform

JavaScript 
Engines

ECMA-262

QuickJS
?
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JEST - N+1-version Differential Testing
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JEST - N+1-version Differential Testing
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JEST - N+1-version Differential Testing
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JEST - N+1-version Differential Testing

A specification bug in ECMA-262
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JEST - N+1-version Differential Testing

A specification bug in ECMA-262A specification bug in ECMA-262 

An engine bug in
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test

test

test

test
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JEST [ICSE'21]
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Mechanized

Specification

JavaScript

Engines
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Specification

Assertion
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Bugs

Program
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JavaScript Engines and Specification Tester

JESTSeed
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JS Programs

Conformance

Tests
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JEST - Assertion Injector (7 Kinds)

  var x = 1 + 2;
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JEST - Assertion Injector (7 Kinds)

  var x = 1 + 2;

+ $assert.sameValue(x, 3);
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1. Exceptions (Exc)

2. Aborts (Abort)

3. Variable Values (Var)

4. Object Values (Obj)

23

JEST - Assertion Injector (7 Kinds)

+ // Throw 
  let x = 42; 
  function x() {};

  var x = 1 + 2; 
+ $assert.sameValue(x, 3);

+ // Abort 
  var x = 42; x++;

  var x = {}, y = {}, z = { p: x, q: y }; 
+ $assert.sameValue(z.p, x); 
+ $assert.sameValue(z.q, y); 
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5. Object Properties (Desc)

6. Property Keys (Key)

7. Internal Methods and
Slots (In)

24

JEST - Assertion Injector (7 Kinds)
  var x = { p: 42 }; 
+ $verifyProperty(x, "p", { 
+   value: 42.0, writable: true, 
+   enumerable: true, configurable: true 
+ });

  var x = {[Symbol.match]: 0, p: 0, 3: 0, q: 0, 1: 0} 
+ $assert.compareArray( 
+   Reflect.ownKeys(x), 
+   ["1", "3", "p", "q", Symbol.match] 
+ );

  function f() {} 
+ $assert.sameValue(Object.getPrototypeOf(f), 
+                   Function.prototype); 
+ $assert.sameValue(Object.isExtensible(x), true); 
+ $assert.callable(f); 
+ $assert.constructable(f);
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JEST - Evaluation 44 Bugs in Engines

27 Bugs in Spec.
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ECMA-262 JISET

1. Mechanized Spec. 
Extraction

[ASE'20]

Conformance Test

Synthesis

Type Analysis for

Specification

JSTAR: JavaScript Specification Type Analyzer using Refinement 
Jihyeok Park, Seungmin An, Wonho Shin, Yusung Sim, and Sukyoung Ryu


(Published in ASE'21)

In submission
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JSTAR - Types in Specification

27

...

https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c
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JSTAR - Types in Specification
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

x: (String v Boolean v Number v Object v ...)
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JSTAR - Types in Specification

27
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

x: (String v Boolean v Number v Object v ...)

ToNumber(x): (Number v Exception)
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JSTAR - Types in Specification

27

...

https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

x: (String v Boolean v Number v Object v ...)

∧  n: (Number)ToNumber(x): (Number v Exception)
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JSTAR - Types in Specification

27

...

https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

x: (String v Boolean v Number v Object v ...)

Type Mismatch for 
numeric operator `>`

∧  n: (Number)ToNumber(x): (Number v Exception)
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JSTAR - Types in Specification

27

...

https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

x: (String v Boolean v Number v Object v ...)

Type Mismatch for 
numeric operator `>`

Math.round(true)  = ??? 
Math.round(false) = ???

∧  n: (Number)ToNumber(x): (Number v Exception)
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JSTAR - Types in Specification

27

...

https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

x: (String v Boolean v Number v Object v ...)

Type Mismatch for 
numeric operator `>`

Math.round(true)  = ??? 
Math.round(false) = ???

Math.round(true)  = 1 
Math.round(false) = 0

∧  n: (Number)ToNumber(x): (Number v Exception)
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JSTAR [ASE'21]

28

Mechanized

Specification

Abstract

Transfer Func.

Analysis

Initializer

Initial

Abstract State

JavaScript Specification Type Analyzer using Refinement

JSTAR

Type Analysis

Result

Operand

Checker

Assertion

Checker

Arity

Checker

Reference

Checker

Specification
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• Type Analysis for 864 versions of ECMA-262

JSTAR - Evaluation 93 Bugs Detected

29

Checker Bug Kind Precision = (# True Bugs) / (# Detected Bugs)
no-refine refine Δ

Reference
UnknownVar

62 / 106
17 / 60

63 / 78
17 / 31

+1 / -28
/ -29

DuplicatedVar 45 / 46 46 / 47 +1 / +1
Arity MissingParam 4 / 4 4 / 4 4 / 4 4 / 4 / /

Assertion Assertion 4 / 56 4 / 56 4 / 31 4 / 31 / -25 / -25

Operand
NoNumber

22 / 113
2 / 65

22 / 44
2 / 6

/ -69
/ -59

Abrupt 20 / 48 20 / 38 / -10

Total 92 / 279 (33.0%) 93 / 157 (59.2%) +1 / -122 (+26.3%)

14 Bugs in ES12

59.2% Precision
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ECMA-262 JISET

1. Mechanized Spec. 
Extraction

[ASE'20]

Conformance Test

Synthesis

Type Analysis for

Specification

Automatically Deriving JavaScript Static Analyzers from Language Specifications  
Jihyeok Park, Seungmin An, and Sukyoung Ryu


(In submission)

In submission
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JSAVER - Meta-Level Static Analysis

31

compiler-based approach (existing)
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JSAVER - Meta-Level Static Analysis

31

compiler-based approach (existing)

interpreter-based approach (ours)
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JSAVER - Meta-Level Static Analysis

32

x ||= y

defining-language 
(IRES)

defined-language 
(JavaScript)
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JSAVER - Meta-Level Static Analysis

32

x ||= y

defining-language 
(IRES)

defined-language 
(JavaScript) parse · · · · · ·

AssignmentExpression

||=

LeftHandSideExpression

Identifier

AssignmentExpression

x y

Identifier
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JSAVER - Meta-Level Static Analysis

32

x ||= y

defining-language 
(IRES)

defined-language 
(JavaScript) parse · · · · · ·

AssignmentExpression

||=

LeftHandSideExpression

Identifier

AssignmentExpression

x y

Identifier

A mechanized specification from ES12

= A JavaScript interpreter

= An IRES program
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JSAVER - Meta-Level Static Analysis

32

x ||= y

defining-language 
(IRES)

defined-language 
(JavaScript) parse · · · · · ·

AssignmentExpression

||=

LeftHandSideExpression

Identifier

AssignmentExpression

x y

Identifier

A mechanized specification from ES12

= A JavaScript interpreter

= An IRES program
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JSAVER In submission
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JavaScript Static Analyzer via ECMAScript Representation
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JSAVER - Static Analyzer Derivation
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JSAVER - Static Analyzer Derivation

34
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• Soundness / Precision / Performance


- 18,556 applicable tests in Test262


- 3,903 tests analyzable by all the three 
analyzers

35

JSAVER - Evaluation
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JSTAR - Precision  - 1) Type Sensitivity

39
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JSTAR - Precision  - 1) Type Sensitivity

39

String, 
Number, 
BigInt, 

...

ToNumber ( x )

Number, 
Exception

Type 
Sensitivity

String

Number

...

Number

Number

Null

+0
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Exception
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JSTAR - Precision  - 2) Type Refinement

40

refine(!e, b)(σ�) = refine(e,¬b)(σ�)

refine(e0 || e1, b)(σ
�) =

{
σ�
0 � σ�

1 if b

σ�
0 � σ�

1 if ¬b
refine(e0 && e1, b)(σ

�) =

{
σ�
0 � σ�

1 if b

σ�
0 � σ�

1 if ¬b
refine(x.Type == cnormal, #t)(σ

�) = σ�[x �→ τ �x � normal(T)]

refine(x.Type == cnormal, #f)(σ
�) = σ�[x �→ τ �x � {abrupt}]

refine(x == e, #t)(σ�) = σ�[x �→ τ �x � τ �e ]

refine(x == e, #f)(σ�) = σ�[x �→ τ �x \ �τ �e�]
refine(x : τ, #t)(σ�) = σ�[x �→ τ �x � {τ}]
refine(x : τ, #f)(σ�) = σ�[x �→ τ �x \ {τ ′ | τ ′ <: τ}]

refine(e, b)(σ�) = σ�

where σ�
j = refine(ej , b)(σ

�) for j = 0, 1, τ �e = �e�
�
e(σ

�),

and �τ �� returns {τ} if τ � denotes a singleton type τ , or returns

∅, otherwise.

x: number
#t #f

x: number  v 
   boolean v 
   string

x: number  v 
   boolean v 
   string

x: number  v 
   boolean v 
   string
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parse · · · · · ·

AssignmentExpression

||=

LeftHandSideExpression

Identifier

AssignmentExpression

x y

Identifier

syntax def IdentifierReference [0]
.Evaluation(
this , Identifier

) {
return [?

(ResolveBinding
(Identifier.StringValue))]

}

JSAVER - AST Sensitivity

41

defining-language 
(IRES)

defined-language 
(JavaScript) x ||= y
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parse · · · · · ·

AssignmentExpression

||=

LeftHandSideExpression

Identifier

AssignmentExpression

x y

Identifier

syntax def IdentifierReference [0]
.Evaluation(
this , Identifier

) {
return [?

(ResolveBinding
(Identifier.StringValue))]

}

JSAVER - AST Sensitivity

42

defining-language 
(IRES)

defined-language 
(JavaScript) x ||= y

syntax def IdentifierReference [0]
.Evaluation(
this , Identifier

) {
return [?

(ResolveBinding
(Identifier.StringValue))]

}

this = AST of `x` this = AST of `y`
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JSAVER - AST Sensitivity

43

defining-language 
(IRES)

defined-language 
(JavaScript)

flow-sensitivity

k-callsite sensitivity


