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JavaScript is Everywhere

4 _r

Mobile/Desktop Applications

Bl

Others (PDF, IoT, Microcontrollers, etc.)

Server-side Programming
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JavaScript is Everywhere

> JavaScript

> Python
> Java

> Typescript

Z:TypeScﬁpt:

; ‘ > cr
? <> >3 .

PHP

e et

10 > Ruby

2014 2016 2018 2020 2022

https://octoverse.github.com/
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JavaScript Complex Semantics

function f(x) { return x == !x; }

Always return false?
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JavaScript Complex Semantics

function f(x) { return x == !x; }

Always return false?

NO!!

f(Lll) — [] = !'I[]
-> [] == false
-> + ] == +false
_>@
—> true
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Early Research on JS Static Analysis

* API Misuse Detection using TypeScript Declarations (Mod'14)
- Modeling abstract semantics using TypeScript d. ts files

* SAFE (scalable Analysis Framework for ECMAScript) 2.0 (ICSE'17 - Demo)
- Extensibility (Abs. Domain, Sensitivity) / GUI Web Debugger

* Revisiting Recency Abstraction (SOAP'17)
- Explaining why recency abstraction is not monotone

* Dynamic Inter-Device Task Dispatch (ProWeb'18)

remainder . . where ‘
Al

web app leftover task shared data

’VNPLRG MiojLt @ AZEg o] 24 o1 Al 5/ 57



Early Research on JS Static Analysis

* API Misuse Detection using TypeScript Declarations (Mod'14)

- Modeling abstract semantics usmg TypeScript d. ts files

: . SAFE(ScaIaI Analyls Framewk for ECASlpt) 2 0 (|CSE 1 7 . Demo _

- Extensibility (Abs. Domain, Sensitivity) / GUI Web Debugger _ |

* Revisiting Recency Abstraction (SOAP'17)
- Explaining why recency abstraction is not monotone

* Dynamic Inter-Device Task Dispatch (ProWeb'18)

remainder . . where ‘
Al

web app leftover task shared data
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JavaScript Static Analyzers

JavaScript Static Analyzer

JS Parser Abstract Abstract
Program Syntax Tree Transfer Func.

Analysis
' ' Result

ECMA-262

(JS Spec.)

N

e TC
maintained by 30 Analyzer

Developer
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Problem: Fast Evolving JavaScript

= : KJS SAFE TAJS 2015 - ES6
: AJS : ' JSIL WALA JSA . classes, modules, etc.
1997 - ES1 R PO ! 2017 - ES8
First edition : obiect manipulation. etc.
1999 - ES3 2011 - ES5.1 2019 - ES10
RegEx, String, Editorial 2021 - ES12
Trv/catch. etc Chanaes
2000 2005 2010
2009 - ES5 2022 - ES13
1998 - ES2 getters/setters, 2020 - ES11
Editorial strict mode, 2018 - ES9
chanaes exceptions, etc 2016 - ES7

destructuring patterns, etc.

ES2022 (ES13) - 833 pages Annual Update
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Problem: Manual Update

JavaScript Static Analyzer

JS Parser Abstract Abstract
Program Syntax Tree Transfer Func.

Analysis
' ' Result

ECMA-262
(JS Spec.)

e TC
maintained by 30 Analyzer

Developer

N
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Derivation of Static Analyzer?

ECMA-262
(JS Spec.)

’VNPLRG

?

II
automatically

derive

HOlLt @ AZE 0] 24 ei7A

JS
Program

Static
Analyzer

Analysis
Result

9/57



ldea: Mechanized Specification

JS

? Program

ECMA-262 Static
(JS Spec.) Analyzer

Analysis

2
More..” Result
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Adv. Refinement

(Ongoing) Extraction of
Spec. Repair Type Analysis Dataflow Rules
(Idea) (ASE'21) (Idea)

Spec. Specification JSTAR Dataflow Dataflow
Repair Tool Type Bugs Rule Extractor Rules
ECMA-262 Mechanized Static

Mechanized Spec. Derivation of
Extraction Static Analyzers Dynamic Shortcut
(ASE'20) (FSE'22) (FSE'21)
Spec. Conformance ‘l'
Synthesizer JEST Dynamic
Analyzer
Data-Driven Test Synthesis
. I
Spec. Synthesis : (ICSE21) - Mech. Spec. for Python?
(Idea) JavaScript FS Coverage
Engines (PLDI'23) - CFG < PEG?
J - More Hybrid Analysis?



ECMA-262 Mechanized
(JS Spec.) Specification

Mechanized Spec.
Extraction ;
(ASE'20) }.':

[ASE'20] J. Park, et al. "JISET: JavaScript IR-based Semantics Extraction Toolchain"



ECMA-262 (JavaScript Spec.)

ArrayLiteral vic1d, avait]

[ Elisiongpe 1]
[EeLst[?Yd,?Wait»] I Syntax

D . —

T prodtion of raLiteral i E1 3

13.2.5.2 Runtime Semantics: Evaluation
ArrayLiteral : [ ElementList , Elisiongpt ]

1. Let array be ! ArrayCreate(0).

2. Let nextIndex be the result of performing ArrayAccumulation

for ElementList with arguments array and 0.

3. ReturnIfAbrupt(nextindex).

4. If Elision is present, then

a. Let len be the result of performing ArrayAccumulation

for Elision with arguments array and nextindex.
b. ReturnIfAbrupt(len).
5. Return array.

The Evaluation algorithm for the third alternative of ArrayLiteral in ES13
’VNPLRG MojLt @ AZEg o] 24 17 Al 13/ 57



JISET - ASE'20

(JavaScript IR-based Semantics Extraction Toolchain)

JISET

BNFEes Parser JavaScript
Productions Generator Parser

ECMA-262 Spec. ' Compile IRES
| .
(JS Spec.) Extractor ' Rules L Functions
Abstract Algorithm
Algorithms Compiler
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JISET - ASE'20

(JavaScript IR-based Semantics Extraction Toolchain)

JISET

BNFes | Parser JavaScript
Productions Generator Parser
ECMA-262 Spec. ' IRES
(JS Spec.) Extractor Functions
Abstract Algorithm
Algorithms Compiler

’VNPLRG MiojLt @ AZEgo] 2 eiq A 14/ 57

Mechanized
Specification



JISET - Parser Generator (Syntax)

fhwayLﬁend[Yield, Await]

[ Elisiongpe ]

Parsing Expression Grammar

[ ElementLiSt[ ?Yield, ?Await] ] (PEG)
[ ElementList >vie1d, »await] ¢ Elisiong . ] ‘
val ArraylLiteral: List[Boolean] => LAParser[T] = memo {
case List(Yield, Await) =>
"[" ~ opt(Elision) ~ "]1" A% ArraylLiteralo |
"[" ~ ElementList(Yield, Await) ~ "]" #* ArraylLiterall |
"[" ~ ElementList(Yield, Await) ~ ", "
~ opt(Elision)~ "]" A% ArraylLiteral?
3
[POPL'04] B. Ford, "Parsing Expression Grammars: A Recognition-based Syntactic Foundation"
MOL} @ 2T EgQof M o1 Al 15/ 57
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JISET - Parser Generator (Syntax)

e Context-Free Grammar (CFG)

- Unordered Choices A:=B;|B+B; XY, \/

B :=x|xy X+X;\/
 Parsing Expression Grammar
(PEG) Aw:=B; /B+B; xy; X
- Ordered Choices B =

F~+v1 always . J
hwomed ignored X+X;

i — . . X ;
 PEG with Lookahead Parsing Auv=DB; [ B+DB; X v

B :=x / xy X+X;/
- Ordered Choices with
Lookahead Tokens

[POPL'04] B. Ford, "Parsing Expression Grammars: A Recognition-based Syntactic Foundation"
’VNPLRG MojLt @ AZEg o] 24 1Al 16/ 57



JISET

(JavaScript IR-based Semantics Extraction Toolchain)

JISET

BNFEes Parser JavaScript
Productions Generator Parser

ECMA-262 Spec. ' Compile IRES
(JS Spec.) Extractor ' Rules : Functions
Abstract
Algorithms

’VNPLRG MiojLt @ AZEgo] 2 eiq A 17/ 57

: Mechanized
Algorithm s

: Specification

Compiler

Semantics



JISET - Metalanguages for ECMA-262

* |REes - Intermediate Representation for ECMA-262

Programs
Functions

Variables
Labels
Instructions

Expressions
References

Values

Primitive Values
JS ASTs

’VNPLRG

PP u=f"
F > f == syntax’ def x(x*) {[[ :i]*}
X D X
Lo/
Ioic=r=ce|x={}]| x=e(e")
| ifel [|returne
E>ex=0vP|op(e’) |r
R>rz=x|elel|elels
veV =zZAwVPWTwWF
oP € YP :Vboolwvintwvstrw'”
teT

HOlLt @ AZE 0] 24 ei7A
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JISET - Metalanguages for ECMA-262

* |REes - Intermediate Representation for ECMA-262

Programs PP u=f~
Functions F > f == syntax’ def x(x*) {[( :i]*}
Variables X 3 X
Labels Lo/
Instructions 7 3 i ux=r:=e|x:={}|x = e(e")
| ifel [ |returne
Expressions & 3 e ==0oP |op(e®) |r
References R > r u=x|ele] | elel;s

Values
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JISET - Metalanguages for ECMA-262

13.2.5.2 Runtime Semantics: Evaluation
Arraytheral [ ElementList , Elisionopt ]

4et arm b_' Ara '.Create 0).

2. Let nextIndex be the result of ?erbrmmg ArrayAccumulation

for ElementList with arguments arrag’a@i 0. 118 Compile Rules for
3. ReturnlfAbrupt(nextindex). 8 Steps in Abstract Algorithms
4. If Elision is present, then ) 3
a. Let [en be the result of performing Arrayxccumulation x
for Elision with arguments array and nextlndw}
b.ﬁReturnIﬁAbrupﬁUen) syntax def Arr;‘ iteral[2].Evaluation(
5. Return array. this, Elemen‘&t, Elision

[? nextIndex]

if (! (= Elision absent)) {
let len = (Elision.ArrayAccumulation array nextIndex)
[? len]

}

return array

}
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JISET - Evaluation

versi # Al mauto mmanual
ersion go. T: Total L: Core Language Semantics B: Built-in Libraries
10,471 / 10,982 (95.35%)
ES7 2,105 | L 8,041 / 8,415 (95.56%)
B 2,430 / 2,567 (94.66%)
T 11,181/ 11,732 (95.30%)
ES8 2,238 | L 8,453 / 8,811 (95.94%)
B 2,728 / 2,921 (93.39%)
T 11,849 / 12,393 (95.61%)
ES9 2,370 | L 8,932 /9,311 (95.93%)
B 2,917 / 3,082 (94.65%)
T 12,022 / 12,569 (95.65%)
ES10 2,396 | L 9,073 / 9,456 (94.95%)
B 2,949 / 3,113 (94.73%)
T 12,505 / 13,047 (94.85%)
ES11 2,521 | L 9,495 / 9,881 (96.09%)
B 3,010 / 3,166 (95.07%)
T 12,975 / 13,544 (95.80%)
ES12 2,640 | L 9,717 / 10,136 (95.87%)
3,258 / 3,408 (95.60%)
11,834 / 12,378 (95.61%)
Average | 2,378 8,952 / 9,335 (95.90%)
B 2,882 / 3,043 (94.71%)
"N PLRG No|L @ 2ZEgo] 24 o1l
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ESMeta

H es-meta/esmeta ( Public

<z Edit Pins ~ ® Unwatch 7 ~ % Fork 9 % Starred 115

<> Code () Issues '8 19 Pull requests 1 () Discussions (») Actions

£ main ~ Go to file Add file ~ <> Code~ | About 3

ECMAScript Specification (ECMA-
w,‘ jhnaldo Updated version | ... on Dec 14, 2022 V) 976 262) Metalanguage

.github/wo... Updated (ci.yml and e2e.... 3 months ago javascript SEEEEE

[

client @ c6... Updated version of client 3 months ago Readme

BSD-3-Clause license

o

ecma262? ... Remove implicit wrapping/u... 8 months ago

115 stars

project Downgraded sbt-assembly f... 4 months ago
7 watching

src Updated version 3 months ago 9 forks

tests Fixed bugs for Test262 (#118) 3 months ago

.completion  Supported -extract:eval to e... 3 months ago Releases 11
.gitignore Updated .gitignore for local ... 6 months ago © v0.2.0 (Latest

on Dec 14, 2022
.gitmodules Updated README / Added c... 6 months ago

+ 10 releases

rEErEErERrEN BN BN |

.Jjvmopts Added -XX:ReservedCodeC... 7 months ago

https://github.com/es-meta/esmeta



https://github.com/es-meta/esmeta

Adv. Refinement |
(Ongoing)
Spec. Repair Type Analysis
(Idea) (ASE'21)

Specification
Type Bugs JSTAR |

: Spec.

il Repair Tool

_"f ECMA-262 | i | Mechanized
| (S Spec) | JISET '| Specification | |
Freessme====" Mechanized Spec. “e————

Extraction
(ASE'20)

[ASE'21] J. Park, et al. "JSTAR: JavaScript Specification Type Analyzer using Refinement"



Types in ECMA-262

20.3.2.28 Math.round ( x)
1. Let n be ? ToNumber(x).

2. If n is an integral Number, return 7.
3. If x<0.5and x >0, return +0.
4. If x <0 and x = -0.5, return -0.

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Types in ECMA-262

x: (String v Boolean v Number v Object v ...)

20.3.2.28 Math.round
1. Let n be ? ToNumber(x).

2. If n is an integral Number, return 7.
3. If x<0.5and x >0, return +0.
4. If x <0 and x = -0.5, return -0.

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Types in ECMA-262

20.3.2.28 Math.round
1. Letn be 7ouber(x
. If n is an integral Number, return 7.

3. If x<0.5and x >0, return +0.
4. If x <0 and x = -0.5, return -0.

x: (String v Boolean v Number v Object v ...)

ToNumber(x): (Number v Exception)

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Types in ECMA-262

x: (String v Boolean v Number v Object v ...)

? ToNumber(x): (Number v Exception)

. If nis an 1era1 umber return 7.
3.Hx<Q5mﬁx>QJamm+Q
4. If x <0 and x = -0.5, return -0.

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Types in ECMA-262

x: (String v Boolean v Number v Object v ...)

§pef’rloNum _u_:; ToNumber(x): (Number v Exception) A n: (Number)
. If nis an mtegral Number, return 7.

3. If x<0.5and x >0, return +0.

4. If x <0 and x = -0.5, return -0.

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc

’VNPLRG MojLt @ AZEg o] 24 1Al 23 / 57


https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Types in ECMA-262

x: (String v Boolean v Number v Object v ...)

x): (Number v Exception) A n: (Number)

\>\

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Types in ECMA-262

x: (String v Boolean v Number v Object v ...)

x): (Number v Exception) A n: (Number)

Math. round(true)

ts° Math.round(false)

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc
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https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Types in ECMA-262

x: (String v Boolean v Number v Object v ...)

x): (Number v Exception) A n: (Number)

Math. round(true)
ts° Math.round(false)

3. If n<0.5and n >0, return +0.

Math. round(true)

4. If n<0and n =-0.5, return -0. Math. round(false)

https://qgithub.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89el14caafc3lc

’VNPLRG MojLt @ AZEg o] 24 1Al 23 / 57


https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

JSTAR - ASE'21

(JavaScript Specification Type Analyzer using Refinement)

Mechanized Analysis Reference
Specification Initializer Checker

Arity
Checker

Initial
Abs. State

Assertion
Checker

Operand Specification
Checker Type Bugs
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Abstract
Transfer Func.

Abstract
Algorithms




JSTAR - ASE'21

(JavaScript Specification Type Analyzer using Refinement)

Mechanized Analysis Reference
Specification Initializer Checker

Arity
Checker

Initial
Abs. State

Precision 1

Assertion
Checker

Operand Specification
Checker Type Bugs

’VNPLRG MiojLt @ AZEgo] 2 eiq A 24 / 57

Abstract
Transfer Func.

| : 1. Type Sensitivity

§ 2. Condition-based |
£ Refinement 1

Abstract

Algorithms




JSTAR - Type Sensitivity

String, Number,
Null Symbol,

ToNumber ( x )

Number,
Exception
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JSTAR - Type Sensitivity

String

String, Number,
Null Symbol,

Number

ToNumber ( x ) )
Symbol

Type « I 2
Sensitivity 'g§¢’

Number,
Exception

’VNPLRG MiojLt @ AZEgfof 2 el

Number

Number
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JSTAR - Condition-based Refinement

i
i

1 X: number v 1
1 boolean v 1

refinel(! 5 = refine - f .
f (le,b)(a¥) ftiu(eti’ b?f(ba) i St rlng 1
mﬁmd%||qwxﬁ):{(@ o i I

oMoy if =b I- - o -i- - m

cirot ifb
reflne(eo && €1, )(O'ﬁ) = { O'EHO’% b
refine(x.Type == Chormal, #t)(0?) = of[x > 7% Mnormal(T)]
refine(x.Type == Chormal s #f)(aﬁ) = Uﬁ[x — Ty [ {abrupt }]
refine(x == ¢, #t)(O'ﬂ) = Uﬂ[x = 7’>ﬁ< [l Tg]
refine(x == e, #£)(0?) = of[x > 75 \ |7¢]]
refine(x : 7, %t)(0%) = of[x — 74 M {7}]
refine(x : 7, 4£)(o%) = ot[x — 72\ {7 | 7/ <: 7}]
refine(e, b)(Ut‘) = of

where o = refine(e;,b)(co?) for j = 0,1, 74 = [e]?(c?), - | === mmm == I

and | 7%] returns {7} if 7% denotes a singleton type T, or returns I g !

@, otherwise. X: number v 1 X number v 1
: boolean v~y  boolean v !
| string g1 string !

|
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JSTAR - Condition-based Refinement

i
i

1 X: number v 1
1 boolean v 1

refine(le,b)(c?) = refjane(eﬁ, —lb.)(aﬁ) . st rlng [
rngmuq@@m:{ﬁuﬁ%” . I
Ugﬂaé ?f_'b BN BN BN EN; BN B B mm
reflne(eo && €1, )(O'ﬁ) - { ZEDZ% j:l:b i
refine(x.Type == cpormals #t)(0?) = of[x = 74 Mnormal(T)]
refine(x.Type == Chormal s #f)(aﬁ) = Uﬁ[x — Ty [ {abrupt }]
refine(x == ¢, #t)(O'ﬂ) = Uﬂ[x = 7’>ﬁ< [l Tg]
refine(x == e, #£)(0?) = of[x > 75 \ |7¢]]
refine(x : 7, %t)(0%) = of[x — 74 M {7}]
refine(x: 7, #£)(of) = ol[x =\ {7 | 7/ <: 7}]
refine(e, b)(Ut‘) = of
where O‘ﬁ- = refine(ej,b)(()'ﬁ) fOI‘j - 0,1, 7’5 - [[e]]i(aﬁ), J = = = m - o ] ™ = = = = = W ™ i
and | 7%] returns {7} if 7% denotes a singleton type T, or returns I 1 !
&, otherwise. X: number I g X: i
! (1 boolean v !
! i string !
| | i
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JSTAR - Evaluation

o Target: 864 versions of ECMA-262 in 3 years

Precision = (# True Bugs) / (# Detected Bugs)

Checker | Bug Kind no-refine refine A
UnknownVar 17/ 60 17731 / -29
Reference 5 oicateavar | 02/ 'Y 2573619/ 7® [gera7 |/ 2 7
Arity MissingParam 4/ 4 4/ 4| 4/ 4 4/ 4 / /

Assertion Assertion 4/ 56 4756 4/31 4/ 31 / -25 [ -25

Operand (e tPel 122/ 113 CACSR PP Ry LA Ry S

Total 92 /279 (33.0%) 93 /157 (59.2%) | +1/ -122 (+26.3%)
Name Feature # Checker Created Life Span
ES12-1 Switch 3 | Reference | 2015-09-22 | 1,996 days
ES12-2 Try 3 | Reference | 2015-09-22 | 1,996 days
ES12-3 | Arguments | 1 | Reference | 2015-09-22 | 1,996 days
ES12-4 Array 2 | Reference | 2015-09-22 | 1,996 days
ES12-5 Async 1 | Reference | 2015-09-22 | 1,996 days
ES12-6 Class 1 | Reference | 2015-09-22 | 1,996 days
ES12-7 Branch 1 | Reference | 2015-09-22 | 1,996 days
ES12-8 | Arguments | 2 | Operand 2015-12-16 | 1,910 days

’VNPLRG

MOIL} @ AT ES0| 24 9171

Al
=
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Cl System of

H tc39/ecma262

ECMA-262

Public

<z EditPins ~ & Watch 954 ~ % Fork 1.3k W Starred 14k

<> Code () lIssues

Actions

All workflows

Build Preview

ecma-262

ecma-262

ecma-262 deploy
ecma-262-biblio
enforce format

esmeta typecheck
pages-build-deployment
Require "Allow Edits”

Upload Preview

Management

’VPLRG

291 19 Pullrequests (101  (») Actions [ Projects 1 0 Wiki

esmeta Q
typecheck

esmeta-typecheck.yml

275 workflow runs

Event ~ Status ~ Branch «~ Actor ~

@ Editorial: Split identity...
esmeta typecheck #277:
Pull request #3027 opened
by syg

syg:stratified-identity

@ [Stage 4] Normati...

esmeta typecheck
#276: Pull request acutmore:change-array-by-..

#2997 synchronize by
acutmore

Add Class and Class Elem...
esmeta typecheck #275: Pull

HOlLt @ AZE 0] 24 ei7A

B

yesterday ..

G)Zm

31s

B

yesterday

®2m

42s

B

2 days ago
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Advanced Refinement (Ongoing)

7.3.11 GetMethod (V, P)

1. Let func be ? GetV(V, P).
2. If func is either undefined or null, return undefined.

3. throw a TypeError exception.

4. Return func.
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Specification Repair Tool (ldea)

20.3.2.28 Math.round ( x)
1. Let n be ? ToNumber(x).

2. If 71is an 1ntegra1 Number, return 7.

' 0.1 Type Mismatch for Math.round(true) = 7
* return -0. | numeric operator "> Math. round(false) = ?
Auto Patch? ‘
3. If n< 0.5 and n > 0, return +0. Math. round (true) = 1
4. If n< 0 and n = -0.5, return -0. Math.round(false) = @
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Adv. Refinement

(Ongoing)
Spec. Repair Type Analysis
(Idea) (ASE'21)

ECMA-262 || Mechanized |}
_(ASE'20)

é ' (ICSE'21) 1§

{] JavaScript FS Coverage |

{ Engines (PLDI'23)  §

Spec. Specification JSTAR
Repair Tool Type Bugs

Mechanized Spec
Extraction .. |
Conformance
JEST {
Tests |
Test Synthesis |

[ICSE'21] J. Park, et al. "JEST: N+1-version Differential Testing of Both JavaScript Engines"

[PLDI'23] J. Park, et al. "Feature-Sensitive Coverage for Conformance Testing of Programming Language Implementations"”



Conformance with Engines

‘V
?  Gral

&z oo

- [E)ddabte

ECMA-262

22222222
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N+1-version Differential Testing
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N+1-version Differential Testing

s

Graal

ecma

22222222
117 Ediion / June 2020

ECMAScript® 2020
Language Specification

QuickJS

[E)ddable

JavaScript
Engines

ECMA-262

A specification bug in ECMA-262

An engine bug in Graal
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JEST - ICSE'21

(JavaScript Engines and Specification Tester)

(In Spec.)
Mechanized Cove;ig;'r?gt"ded
Specification )

JEST

Program
Mutator

Program
Pool

Seed Assertion

Conformance
Tests

Synthesizer Injector |
| |
Syntax-directed Final State-based
Program Generation Assertions
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JEST - Coverage-guided Fuzzing (in Spec.)

7.1.3 ToNumeric ( value)

1. Let primValue ’fj oPrimitive(value, number).

2. If Type(prim Valu is BigInt, return prim Value.
3. Return ? ToNumber(prim Value).

O + { valueOf() { throw 42; }
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JEST - Assertion Injection

function f() {}

+ + + + +
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JEST - Evaluation

* JEST synthesized 1,700 conformance tests from ES11 /™
TABLE II: The number of engine bugs detected by JEST |

Engines Exc | Abort | Var | Obj | Desc | Key | In | Total
V8 0 O 0| O 0| 210 2
GraalVM 6 0 0 0 2 10| 16
Quick]JS 3 0 1 0 0 210 6
Moddable XS | 12 0 0 0 3 5|01 20

Total | 21 0] 1] 0 5] 170 44

TABLE III: Specification bugs in ECMAScript 2020 (ES11) detected by

Name Feature # Assertion Known Created Resolved Existed

ES11-1| Function |12 Key O 2019-02-07 | 2020-04-11 | 429 days
ES11-2 | Function 8 Key O 2015-06-01 | 2020-04-11 | 1,776 days
ES11-3 Loop 1 Exc O 2017-10-17 | 2020-04-30 | 926 days
ES11-4 | Expression | 4 | Abort O 2019-09-27 | 2020-04-23 | 209 days
ES11-5| Expression | 1 Exc O 2015-06-01 | 2020-04-28 | 1,793 days
ES11-6 Object 1 Exc X 2019-02-07 | 2020-11-05 | 637 days
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Feature-Sensitive (FS) Coverage - PLDI'23

AdditiveExpression + MultiplicativeExpression

7.1.3 ToNumeric ( value)

1. Let primValue bej oPrimitive(value, number).

2. If Type(prim Valu is BigInt, return prim Value.
3. Return ? ToNumber(prim Value).

O + { valueOf() { throw 42; }
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AdditiveExpression + MultiplicativeExpression

’VPLRG

AdditiveExpression - MultiplicativeExpression

7.1.3 ToNumeric ( value)

1. Let primValue bej oPrimitive(value, number).

2. If Type(prim Valu is BigInt, return prim Value.
3. Return ? ToNumber(prim Value).

O + { valueOf() { throw 42; }
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Feature-Sensitive (FS) Coverage - PLDI'23

AdditiveExpression + MultiplicativeExpression

’VPLRG

AdditiveExpression - MultiplicativeExpression

7.1.3 ToNumeric (value)

1. Let primValue bej oPrimitive(value, number).

2. If Type(prim Valu is BigInt, return prim Value.
3. Return ? ToNumber(prim Value).

O + { valueOf() { throw 42; }

0 — { valueOf() { throw 42; }
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FS Coverage - Evaluation

Table 2. Comparison of synthesized conformance tests guided by five graph coverage criteria™

o # Covered k-F(CP)S-TR (k
Coverage Criteria Cg # Node | # Brailch) m Ti)tzll # Syn. Test | # Bug
0-FS node-or-branch (0-fs) 10.0 5.6 15.6 2,111 55
1-FS node-or-branch (1-fs) 79.3 45.7 125.0 6,766 83
2-FS node-or-branch (2-fs) 1,199.8 696.3 | 1,896.1 97,423 102
1-FCPS node-or-branch (1-fcps) 179.7 97.6 277.3 9,092 87
2-FCPS node-or-branch (2-fcps) | 2,323.1 1,297.6 | 3,620.7 122,589 111

Table 1. Detected conformance bugs in JavaScript engines and transpilers

Kind Name Version Release # Detected Unique Bugs
# New | # Confirmed | # Reported
V8 v10.8.121 | 2022.10.06 0 0 4
JSC v615.1.10 | 2022.10.26 15 15 24
Engine GraalJS v22.2.0 2022.07.26 9 9 10
SpiderMonkey | v107.0b4 | 2022.10.24 1 3 4
Total 25 27 42
Babel v7.19.1 2022.09.15 30 30 35
SWC v1.3.10 2022.10.21 27 27 41
Transpiler | Terser v5.15.1 2022.10.05 1 1 18
Obfuscator v4.0.0 2022.02.15 0 0 7
Total 58 58 101
Total 83 85 143
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Adv. Refinement

(Ongoing)
Spec. Repair Type Analysis
(Idea) (ASE'21)

Spec. Specification
Repair Tool Type Bugs JSTAR
ECMA 262 Mechanlzed

Mechanlzed Spec.

if _ Extraction

? ! (ASE'20)

Spec. Conformance

i1 Synthesizer JEST

{ Data-Driven . Test Synthesis

| Spec. Synthesis x> !  (ICSE'21)
3 (Idea) JavaScript | FS Coverage
' Engines |{  (PLDI'23)



Specification (ECMA-262) Synthesis
? Gl

ECMA-262
117 Edition / June 2020
ECMAScript® 2020
Language Speci ification
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- [E)ddabte

ECMA-262

JavaScript
Engines
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Specification (ECMA-262) Synthesis (Idea)

20.1.2.13 Object.hasOwn ( O, P)
1. Let obj be ? ToObject(O).

2. Let key be ? ToPropertyKey(P).

3. Return ? HasOwnProperty(obj, key).

5 \ 4

Object.hasOwn

Object.hasOwn(42)
+

Execution Trace

A

Related Work - [FSE'15] S. Heule, et al. "Mimic: Computing Models for Opaque Code"
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Adv. Refinement

(Ongoing) Extraction of
Spec. Repair Type Analysis { Dataflow Rules
(Idea) (ASE'21) : (Idea)

Dataflow Dataflow
Rule Extractor Rules
JSAVER uatie
nalyzer

Spec. Specification j
Repair Tool Type Bugs JSTAR
ECMA-262 Mechanized ?

o) AT |

Mechanized Spec. ! Derivation of
Extraction | Static Analyzers Dynamic Shortcut ;’;
(ASE'20) | (FSE22) (FSE'21) |
vl
Spec Conformance |
Analyzer
Data-Driven Test Synthesis .’ e |

Spec. Synthesis ' (ICSE'21)
(Idea) JavaScript FS Coverage
Engines (PLDI'23)

[FSE'21] J. Park, et al. "Accelerating JavaScript Static Analysis via Dynamic Shortcuts"
[FSE'22] J. Park, et al. "Automatically Deriving JavaScript Static Analyzers from Language Specifications"



Meta-level Static Analysis

Interpreter-based Approach

JavaScript Static Analyzer

JS Spec. automatic JS Interpreter
(ECMA-262) extraction (IR Program)
JS Initial state IR Analysis
Program ‘ restrction Analyzer ' Result
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Meta-level Static Analysis - Example

AssignmentExpression
LeftHandSideExpressior’ AssignmentExpression
IdentifierReference ‘ ‘ IdentifierReference
X | |= '/ Identifier ‘ ‘ Identifier
| <[]
JavaScript y

IRgs

syntax def AssignmentExpression[8].Evaluation(

this, LeftHandSideExpression, AssignmentExpression
) o

let lref = (LeftHandSideExpression.Evaluation)

let 1val = [? (GetValue 1lref)]

let 1lbool = [! (ToBoolean 1lval)]

if (= 1lbool true) return lval
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Meta-level Static Analysis - Example

AssignmentExpressiopg
g

LeftHandSzdeExpr@szgn
<¢

AssignmentExpression

IddtzﬁerRefeIence ‘ | ‘ IdentifierReference
- I!entlﬁer ‘ 1 ‘ Identifier
JavaScript \
IRg

synta def Assignme tExore351on 8 Evalu tion
‘thisf§ fLeftHandSideExpressionfl JAssignmentExpression
let lref = (LeftHandSideExpression.Evaluation)
let 1val = [? (GetValue 1lref)]

let 1lbool = [! (ToBoolean 1lval)]
if (= 1lbool true) return lval
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AST Sensitivity

AsszgnmentExpresszon

LeftH andSzdeExpresszon AsszgnmentExpreSSlon
I dentzﬁerReference IdentifierReference
- Idenlyzer Identzﬁer

JavaScript
IRES I '

syntax def Iden
.Evaluation
return [?

(ResolveBinding
(Identifier.StringValue)
)
]
3
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AST Sensitivity

AssignmentExpression
LeftHandSideExpression) AssignmentExpression

I dentzﬁerReferenc |
Yy dcf ntlﬁer
' 4

IdentifierReference

X | |= [ Identifier
1yl®
JavaScript ,' P ‘ 'Y
R 4 ¢ .
Es ’ ¢ . .
- = = - -

syntax def IdentifierRefergncel[0]
return [?
(ResolveBinding
(Identifier.StringValue)
)

]
}

syntax def IdeNtifierRa&ferencel[0]
return [?
(ResolveBinding
(Identifier.StringValue)
)

]
}

MOLl @ £2=ZE
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AST Sensitivity

I JavaScript ‘ AST Sensitivity in IR \
Flow- js-flow _ _ = =\ —
Sensitivity 0 (tJ_) — {O- — (_9 _ G, _) €S ‘ aSt(C) — tJ_}
k-Callsit 5js_k_Cfa([t1> T tn]) — {U — (_> G _) €D
-Callsite- . —
Sensitivity n<kAn=kV Js-ctxt”+1(c) = 1)A
V1<i<n. ast ojs-ctxt'(c) =t;}
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JSAVER - FSE'22

(JavaScript Static Analyzer via ECMAScript Representation)

JS Spec.
(ECMA-262)

Initial Abs. Transfer Analysis
Abs. State Function Result
Analysis Fixpoint
| Initializer Computation

JS Abstract
Syntax Tree
l JS Interpreter | JSAVE R

JS
Program

’VNPLRG MiojLt @ AZEgo] 2 eiq A 51/ 57



JSAVER - Evaluation (RQ1: Soundness)

20K -
15K+ 9,114
(49.1%)
10K -
4,679
(25.2%)
5K -
4,763
(25,7%)
0K -
2014 2016 2018 2020
(a) Analysis results of TAJS
710
20K - (3.8%)
15K -
10,904
(58.8%)
10K -
5K -
6,942
,,,,,IIIIIIII//% (37.4%)
0K -
2014 2016 2018 2020

(d) Analysis results of TAJS with Babel

’VPLRG
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(e) Analysis results of SAFE with Babel
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JSAVER - Evaluation (RQ2: Prec. & Perf.)

TAJS TAJS SAFE SAFE JSAEesi2

TAJS TAJS SAFE SAFE JSAEes12

(Babel) (Babel) (Babel) (Babel)

Avg. :85.1%184.9% |89.9% |89.9% | 99.5% Avg. : [139 ms|169 ms|181 ms|199 ms|357 ms
100 - v v ~————

80 - Y 104 -

60 -

10’ -
20 . 102 - &
ol I 1

(a) The analysis precision (b) The analysis performance
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Dynamic Shortcut - FSE'21

°/ if(XZO)C[l X = X;
else o/ X = —X;

oL X=X ey

b 0 K> (2,0) bl + o[ T
Ll L hl L Zt@,O) Ll L Ll + -@9(a)r'—>+,a)) b }O+ -@9(40 |—>l0+,a))
Ll L <®.’(‘S I I<w|—>+w> 0+<w |—>v0+,a))
4[ 0 <®‘:0> L[ = 4[=0
(b)x =0 (c)x >0 (d)x e N
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Dynamic Shortcut - Evaluation

’VPLRG
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Figure 6: Analysis time for Lodash 4 original tests without
(no-DS) and with (DS) dynamic shortcuts within 5 minutes
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X

speed up . . . T T T T T .
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# tests

Figure 7: Analysis time for Lodash 4 abstracted tests without
(no-DS) and with (DS) dynamic shortcuts within 5 minutes
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Extraction of Dataflow Rules (Idea)

CodeQL

Discover vulnerabilities across a codebase with CodeQL, our
industry-leading semantic code analysis engine. CodeQL lets you
query code as though it were data. Write a query to find all variants

of a vulnerability, eradicating it forever. Then share your query to help
others do the same

CodeQL is free for research and
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Adv. Refinement

(Ongoing) Derivation of
Spec. Repair Type Analysis Dataflow facts
(Idea) (ASE'21) (Idea)

Spec. Specification JSTAR Dataflow Dataflow
Repair Tool Type Bugs Rule Extractor Rules
ECMA-262 Mechanized Static

Mechanized Spec. Derivation of
Extraction Static Analyzers Dynamic Shortcut
(ASE'20) (FSE'22) (FSE'21)
Spec. Conformance ‘l'
Synthesizer JEST Dynamic
Analyzer
Data-Driven Test Synthesis
Spec. Synthesis _ (ICSE'21) _ Mech Spec for P ython" ;:
(Idea) JavaScript FS Coverage , ;
. , { = CFG c PEG? i
Engines (PLDI'23) ! . :

t = More Hybrid Analysis?



