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Language Specification (ECMA-262) of JavaScript

ecma Syntax
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(JavaScript Spec.)
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AdditiveExpression y;e14, await]

MultzplzcatweExpresszon [?Yield, ?Await]

AddztzveExpresszon[ngeld ?Avait] + MultzplzcatzveExpresszon[9Yleld 9Awalt]

AddztweExpresszon [?Yield, ?Await ] MultzplzcatzveExpresszon [?Yield, ?Await]

AdditiveExpression : AdditiveExpression + MultiplicativeExpression

1. Return ? EvaluateStringOrNumericBinaryExpression(
AdditiveExpression, +, MultiplicativeExpression).
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Language Specification (ECMA-262) of JavaScript

AdditiveExpression : AdditiveExpression + MultiplicativeExpression

1. Return ? EvaluateStringOrNumericBinaryExpression(

AdditiveExpression, +, MultiplicativeExpression).
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Language Specification (ECMA-262) of JavaScript

AdditiveExpression : AdditiveExpression + MultzplzcatweExpresszon

1. Return 7EvaluateStrmgOrumerchmaryExpreSSlon( |

| AdditiveExpression, +, MultiplicativeExpression). |

EvaluateStringOrNumericBinaryExpression ( leftOperand, opText, rightOperand )

1. Let Iref be ? Evaluation of leftOperand.
2. Let [val be ? GetValue(lref).

3. Let rref be ? Evaluation of rightOperand.
4. Let rval be ? GetValue(rref).

5. Return ? ApplyStringOrNumericBinaryOperator(/val, opText, rval).
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Language Specification (ECMA-262) of JavaScript

AddztweExpresszon AddztweExpresszon + MultzplzcatweExpresszon

EvaluateStringOrNumericBinaryExpression ’ a
1. Let Iref be ? Evaluation of leftOperand.

2. Let [val be ? GetValue(lref).

3. Let rref be ? Evaluation of rightOperand.

4. Let rval be ? GetValue(rref).

5. Return ? ApplyStringOrNumericBinaryOperator(/val, opText, rval).
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Language Specification (ECMA-262) of JavaScript

AddztweExpresszon AddztweExpresszon + MultzplzcatweExpresszon

le be ‘- aluat1n va | leftemn )  ' £
valuate Left
2Letlvalbe>7Getalue(lr€ ). 7; a u a e e

3. Let rref be ? Evaluation of rzghtOpemnd
4. Let rval be ? GetValue(rref).
5. Return ? ApplyStringOrNumericBinaryOperator(/val, opText, rval).
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Language Specification (ECMA-262) of JavaScript

AddztweExpresszon AddztweExpresszon + MultzplzcatweExpresszon

. Let [val be ? Getalue(lre ). |
3 Lt rre ? Ethon of rzghtOpemnd ;
4 Let rvalﬂbe? Ge'tValue(rrej) o f
“5. Return ? ptrlOrerchmaryOperator(lval op'lext, rval).
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Language Specification (ECMA-262) of JavaScript

ApplyStringOrNumericBinaryOperator ( [val, opText, roal)

AddztweExpresszon AddztweExpresszon + MultzplzcatweExpresszon 1. If opText is +, then
" e — a. Let [prim be ? ToPrimitive(lval).
b. Let rprim be ? ToPrimitive(rval).

c. If [prim is a String or rprim is a String, then
i. Let [str be ? ToString(Iprim).
ii. Let rstr be ? ToString(rprim).

iii. Return the string-concatenation of /str and rstr.

d. Set [val to [prim.

e. Set rval to rprim.
2. NOTE: At this point, it must be a numeric operation.
3. Let [num be ? ToNumeric(lval).

Evaluate ng ht N 4. Let rnum be ? ToNumeric(roal).

Let [val be ? Getalue(lre ). |
3 Let rref be ? Evaluation of rzghtOpemnd ;
4. ’et ’val ’be ? GetValue(ref) B

e — Simens ‘ SO =P 5.1f Type(lnum) is not T , throw a TypeE tion.
5 Return 7ApplyStrlngOINumerlCBlnaryOperator(lval opText 7’7]611) Iy " ype( num) 15 NO ype(rnum) row a lypeLrror exception
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Language Specification (ECMA-262) of JavaScript

ApplyStringOrNumericBinaryOperator : |

Number 4

AddztweExpresszon AddztweExpresszon + MultzplzcatweExpresszon 1. If opText is +, then
o R S a. Let [prim be ? ToPrimitive(lval).

BigInt 2n

b. Let rprim be ? ToPrimitive(rval).

c. If [prim is a String or rprim is a String, then
i. Let [str be ? ToString(Iprim).
ii. Let rstr be ? ToString(rprim).

iii. Return the string-concatenation of /sfr and rstr.

d. Set [val to [prim.

e. Set rval to rprim.
2. NOTE: At this point, it must be a numeric operation.
3. Let [num be ? ToNumeric(lval).

4. Let rnum be ? ToNumeric(rval).

. Let [val be ? Getalue(lre ). |
3 Lt rre ? Ethon of rzghtOpemnd ;
4 Let rval be ? GetValue(rref). f
"5 Return ?App1y5tr1ngrumencBmaryOperator(lval 'opTxt rv&ll) | g

5. If Type(lnum) is not Type(rnun), throw a TypeError exception.
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Language Specification (ECMA-262) of JavaScript

ApplyStringOrNumericBinaryOperator : |

Number 4

_ If opText is +, then N
Conversion to ;' 'a‘ ét lz‘ml be ; ToPrlmltlve(lval)
Primitive Letrprzm be ? ToPr1m11ve(rval)‘  ?,
) c If lrz 1s a Stmg or rprzm 1S a trmg, then
i. Let [str be ? ToString(Iprim).
ii. Let rstr be ? ToString(rprim).

AddztweExpresszon AddztweExpresszon + MultzplzcatweExpresszo

BigInt 2n

5'1  AdditiveExpression, +, _lP.Ct_l_.xz?SlM

iii. Return the string-concatenation of /str and rstr.

d. Set [val to [prim.

e. Set rval to rprim.
2. NOTE: At this point, it must be a numeric operation.
3. Let [num be ? ToNumeric(lval).

4. Let rnum be ? ToNumeric(rval).

Lt rre 7 EVt1on of rzghtOpemnd ;
,4 Let ’val_be ? GetValue(ref) B |

5. If Type(lnum) is not Type(rnun), throw a TypeError exception.
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Language Specification (ECMA-262) of JavaScript

ApplyStringOrNumericBinaryOperator : |

Number 4

_ If opText is +, then N
Conversion to ;' a‘ ét lz‘ml be ; ToPrlmltlve(lval)
Primitive Letrprzm be ? ToPr1m11ve(rval)_  ‘,.

) c If lrz 1s a Stmg or rprzm 1S a trmg, then
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ii. Let rstr be ? ToString (/g

iii. Return the string-conco gfeYa W3 sl Ko s IR N0
d. Set [val to Iprim. Numeric

e. Set rval to rprim.
2. NOTE: At this point, it must be /
Let lnum be 7 ToNumerlc(lval)

4 t’ rnum be ? ToNumeric(rval )

AddztweExpresszon AddztweExpresszon + MultzplzcatweExpresszo

BigInt 2n

 AdditiveExpression, +, _lP.Ct_l_xpSlM

umeric operation.

Lt rre 7 EVt1on of rzghtOpemnd ;
(4 Let ’val_be ? GetValue(ref) B |

5. If Ty(ln) is oType(ru , throw a TypeError exception.
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ApplyStringOrNumericBinaryOperator : |
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Language Specification (ECMA-262) of JavaScript

ApplyStringOrNumericBinaryOperator : |

Number 4

_ If opText is +, then N
Conversion to ;' a‘ ét lz‘ml be ; ToPrlmltlve(lval)
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Design and Implementation of JavaScript
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Problem - Fast Evolving JavaScript
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Problem - Fast Evolving JavaScript

. Annual Releases :
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ES2017
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ES2019
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Solution - Mechanized Language Specification
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— Transpilers
E;:rg/\usacgr;p;pggzp io SpeCIflcathn —
Conformance
Debuggers
ECMA-262 JavaScript
(JavaScript Spec.) Implementations

7VYPLRG 11/ 57



ASE 2021

Specification

Type Errors

Specification
Type Analysis
ASE 2020 A FSE 2022
ECMA-262 Mechanized Static
(JS Spec.) JISET Specification JSAVER Analyzer
..  Mechanized Spec. Derivation of
Extraction Static Analyzer
ICSE 2021 PLDI 2023
JavaScript Conformance FS/FCPS-
Engines Tests Coverage
Conformance Feature-Sensitive
Test Synthesis Coverage
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[ASE 2020] J. Park et al., “JISET: JavaScript IR-based Semantics Extraction Toolchain”
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Language Specification (ECMA-262) of JavaScript
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Language Specification (ECMA-262) of JavaScript

ArrayLiteral ;.14 agait] *
[ Elision,,. 1

[ ElementLiSt[?Yield, ?Awalt] ]

[ ElementList; ;yic14 »awaic) » Elision, . 1
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Language Specification (ECMA-262) of JavaScript

ArraylLiteral : [ ElementList , Elision

ArrayLiteral  yi .14 payait opt |
[ Elision . ] 1. Let array be ! ArrayCreate(0).

[ ElementList »y: .14 opwmic: ] 2. Let nextindex be ? ArrayAccumulation of ElementList

[ ElementList rvic1q, sawaic) s EiSONope 1j=3p With arguments arayand O

3. If Elision is present, then
a. Perform ? ArrayAccumulation of Elision

with arguments array and nextindex.
4. Return array.
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JISET

(JavaScript IR-based Semantics Extraction Toolchain)

JISET

BNFes Parser JavaScript
Productions Generator Parser

ECMA-262 Specification . Compile IREs
(JS Spec.) Extractor Rules Functions
Abstract Algorithm

Algorithms Compiler
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JISET

(JavaScript IR-based Semantics Extraction Toolchain)

JISET

BNFes Parser JavaScript
Productions Generator Parser

ECMA-262 Specification : Compile IREs
(JS Spec.) Extractor Rules :, Functions
Abstract ‘f Algorithm 5
Algorithms j Compiler
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Algorithms

ArraylLiteral . [ ElementList , Elision

opt ]
1. Let array be ! ArrayCreate(0).
2. Let nextindex be ? ArrayAccumulation of ElementList

with arguments array and 0.

3. If Elision is present, then
a. Perform ? ArrayAccumulation of Elision

with arguments array and nextindex.
4. Return array.
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Algorithms

ArraylLiteral . [ ElementList , Elision

opt ]
1. Let array be | ArrayCreate(0).
2. Let nextindex be ? ArrayAccumulation of ElementList

with arguments array and 0.

3. If Elision is present, then
a. Perform ? ArrayAccumulation of Elision

with arguments array and nextindex.
4. Return array.
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Algorithms

ArraylLiteral . [ ElementList , Elision

opt ]
1. Let array be | ArrayCreate(0).
2. Let nextindex be ? ArrayAccumulation of ElementList

with arguments array and O.

3. If Elision is present, then
a. Perform ? ArrayAccumulation|of Elision

with arguments arrayiand next/index.
4. Return array.

—— T ———C
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JISET - Metalanguage for ECMA-262

(IRes - Intermediate Representation for ECMA-262)

’VPLRG

Programs WP u=f"
Functions F o f = syntax’ def x(x*) {[[ :i]*}
Variables X O X
Labels Lo/
Instructions [ 3 i:=r:=e|x:={}|x:=e(e")
| if el [ | returne
Expressions & > e ::=0P |op(e”) | r
References R > r z=x|elel] | elel;s

Values 0eV =AWVPWTWF

Primitive Values 0P € VP = Vool W Vigt @ Vg W - - -
JS ASTs tel

17 / 57



JISET - Metalanguage for ECMA-262

(IRes - Intermediate Representation for ECMA-262)

’VPLRG

Programs WP u=f"
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JISET - Algorithm Co

mpiler

Abstract algorithm for ArraylLiteral in ES13

ArrayLiteral : [ ElementList , Elision, . ]

1. Let array be ! ArrayCreate(0).
2. Let nextindex be ? ArrayAccumulation of |

with arguments array and O.

3. If Elision is present, then

FlementList

a. Perform ? ArrayAccumulation of Elision

with arguments array and nextinde
4. Return array.

X.

18/ 57



JISET - Algorithm Compiler

Abstract algorithm for ArraylLiteral in ES13
118 compile rules for

steps in abstract algorithms
ementList \

aytheral[Z] Evaluation(
1st, Elision

ArrayL/teral [ ElementL/st 3 ‘_lisianOpt ]

¥ 1 Let array be 'ArrayCreate(O) _,
D Let nexiinaex be 2 Array’ Ccumulatlon or

with arguments array and O.

syntax def A
thls,

3. If Elision is present, then
a. Perform ? ArrayAccu ) £

with arguments array
4. Return array.

Elemen

let array - ['i(ArrayCreate @)]

C—

‘ V

"’;.-\7“

[? (ElementList.ArrayAccumulation array 0)]
if (! (= Elision absent))

m [? (Elision.ArrayAccumulation array nextIndex)]
return array

IREes function for ArrayLiteral in ES13

18/ 57




Parsing rules Conversion Rules

S = // statements
Llet ~V ~ be ~ E ~ . TLet

E = // expressions

I E EAbruptCheck |
str ~ ( ~ E ~ ) ECall |
num _.toDoub le

Simplified compile rules

Let array be | ArrayCreate ( 0 )
’VMPLRG 19/ 57



Parsing rules Conversion Rules

S = // statements
Llet ~V ~ be ~ E ~ . TLet

E = // expressions

I E EAbruptCheck |
str ~ ( ~ E ~ ) ECall |
num _.toDoub le

Simplified compile rules

[ str , V , str, ! , str , (, num, ) , . |

Let arﬁzy be | ArrayCreate (0 )
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Parsing rules Conversion Rules

IS = // statements !
EF lLet ~V ~De~E~. ¥} IlLet

FE = // expressions 3

i | E £ EAbruptCheck |
str ~ ( ~ E ~ ) 3 ECall |
num §~" _.toDoub le

o7 S g ~ =4 5 SN T
b S N Soes T

Simplified compile rules

[ str , V , str, ! , str , (, num, ) , . |

Let arﬁzy be | ArrayCreate (0 )
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Parsing rules Conversion Rules

let array = [!' (ArrayCreate 0)]

S = // statements 5
Let ~ V ~ be ~ E ~ . £ Ilet

*

E = // expressions ILet(array, EAbruptCheck(
o § EAbruptCheck | § ECall("ArrayCreate", 0)))
str ~ ( ~ E ~ ) ¥ ECall | §
num ¢ .toDouble 1

Simplified compile rules

[ str , V , str, ! , str , (, num, ) , . |

Let arﬁzy be | ArrayCreate (0 )
’VPLRG
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JISET - Evaluation ~ 96%

Compiled

M auto mmanual
T: Total L: Core Language Semantics B: Built-in Libraries

Version | # Algo.

T 10,471 / 10,982 (95.35%)
ES7 2,105 | L 8,041 / 8,415 (95.56%)

B 2,430 / 2,567 (94.66%)

T 11,181 / 11,732 (95.30%)
ES8 2238 | L 8,453 / 8,811 (95.94%)

2,728 / 2,921 (93.39%)

11,849 / 12,393 (95.61%)
ES9 2,370 | L 8,932 / 9,311 (95.93%)

2,917 / 3,082 (94.65%)

12,022 / 12,569 (95.65%)
ES10 2,396 | L 9,073 / 9,456 (94.95%)

2,949 / 3,113 (94.73%)

12,505 / 13,047 (94.85%)

ES11 2,521 L 9,495 / 9,881 (96.09%)

B 3,010 / 3,166 (95.07%)
T 12,975 / 13,544 (95.80%)
ES12 2640 | L 9,717 / 10,136 (95.87%)

3,258 / 3,408 (95.60%)

11,834 / 12,378 (95.61%)

Average | 2,378 8,952 / 9,335 (95.90%)

2,882 / 3,043 (94.71%)
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& - g

3,258 / 3,408 (95.60%)

11,834 / 12,378 (95.61%)

Average | 2,378 | L 8,952 / 9,335 (95.90%)
B 2,882 / 3,043 (94.71%)

’VMPLRG 20/ 57



JISET - Evaluation ~ 96%

Compiled > 9
. M auto m manual asse
Version | # Algo. T: Total L: Core Language Semantics B: Built-in Libraries
All Tests
T 10,471 / 10,982 (95.35%)
ES7 2,105 | L 8,041 / 8,415 (95.56%)
B 2,430 / 2,567 (94.66%)
* Test262
T 11,181 / 11,732 (95.30%) o
ES8 | 2,238 | L 8,453 / 8,811 (95.94%) (Official Conformance Tests)
B 2,728 / 2,921 (93.39%)
T 11,849 / 12,393 (95.61%) - 18,556 applicable tests
ES9 2,370 | L 8,932 / 9,311 (95.93%)

2,917 / 3,082 (94.65%)

 Parsing tests

12,022 / 12,569 (95.65%)
9,073 / 9,456 (94.95%) Complete

ES10 2,396 L
B 2,949 / 3,113 (94.73%) Missing Parts ~ Passed all 18,556 tests
T 12,505 / 13,047 (94.85%)

ES11 2,521 L 9,495 / 9,881 (96.09%)

ﬁ o Evaluation Tests

- Passed all 18,556 tests

3,010 / 3,166 (95.07%)

re - <o N asi T A 2O st dBR S 2 I ta = RE e

< #5000

-y
7 ¢
.
g .

12,975 / 13,544 (95.80%) %
9,717 / 10,136 (95.87%)
3,258 / 3,408 (95.60%) b |

11,834 / 12,378 (95.61%)

Average | 2,378 | L 8,952 / 9,335 (95.90%)
B 2,882 / 3,043 (94.71%)
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[ASE 2021] J. Park et al., “USTAR: JavaScript Specification Type Analyzer using Refinement”

Specification

Type Errors

- Specification  §
Iype Analysis  §

<.~ .. : SIS 5

ASE 2020

ECMA-262 Mechanized

Specification

JISET

(JS Spec.)

Mechanized Spec.
Extraction
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JSTAR - Specification Type Analysis

20.3.2.28 Math.round ( x)

1. Let n be ? ToNumber(x).

2. If n is an integral Number, return 7.
3. If x <0.5 and x >0, return +0.

4. If x <0 and x =-0.5, return -0.

https://github.com/tc39/ecma262/tree/575149cfd//aebcf3al29e165bd89el4caafc3lc
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JSTAR - Specification Type Analysis

String | Boolean | Number | Object |
20.3.2.28 Math.round

Number | Exception
1. Let 7 be ?JToNumber(x)

2. If n is an integral Number, return 7.

3. If x <0.5 and x >0, return +0.

4. If x <0 and x = -0.5, return -0.
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20.3.2.28 Math.round

Number | Exception
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JSTAR - Specification Type Analysis

String | Boolean | Number | Object |
20.3.2.28 Math.round

P Nunber

Number | Exception
1. Lee 2IToNumber(x)

2. If n is an integral Number, return 7.

3. Iand return +0. ~_Type Error:

<, >, and “>=
4. Iffx <Oandfx > -0.5 return -0. [PYPSENTTSET: operators

https://github.com/tc39/ecma262/tree/575149cfd//aebcf3al29e165bd89el4caafc3lc
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JSTAR - Specification Type Analysis

String | Boolean | Number | Object |
20.3.2.28 Math.round

P Nunber

Number | Exception
1. Lee 2IToNumber(x)

2. If n is an integral Number, return 7.

3. Iand return +0. Type Error: Math. round (true)
‘<, >, and >= '
4. Iffr <Olandjx > -0.5) return -0. [EYSRPNTREL: operators Math.round(false)
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JSTAR - Specification Type Analysis

String | Boolean | Number | Object |
20.3.2.28 Math.round

. Lee 2IToNumber(x)

. If n is an integral Number, return 7.

1
2
3. Iand return +0. ~_Type Error: Math.round(true)
4

Number | Exception

< ’ > ’ and \>=
3R SR ! VG RECUUR N ore numeric operators Math.round(talse)

4

3. If 0.5 and 0, return +0. Math.round(true)

4. If 0 an -0.5, return -O0. Math.round(false)

https://github.com/tc39/ecma262/tree/575149cfd//aebcf3al29e165bd89el4caafc3lc
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JSTAR

(JavaScript Specification Type Analyzer using Refinement)

Reference
Checker

Mechanized
Specification

Analysis

Initializer

Initial
Abstract States

Abstract Assertion
Transfer Func. Checker
Type Analysis Operand Specification

Result Checker Type Errors
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JSTAR

(JavaScript Specification Type Analyzer using Refinement)

Y Mechanized Analysis Reference

Specification Initializer Checker

Initial
Abstract States

Arity

Precision 1 Checker

1. Type Sensitivity Assertion

Checker

Operand Specification
Checker Type Errors

’VMPLRG 23/ 57
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JSTAR - Type Sensitivity

String, Number,
Null, Symbol,

ToNumber ( x )

Number,
Exception
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JSTAR - Type Sensitivity

String Number Null

String, Number,
Null, Symbol,

Type
Sensitivity

Number Number  +0
ToNumber ( x ) - Symbol

Number,
Exception

Exception
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JSTAR - Condition-based Refinement

: L : - N NN EEEEEEERE- i
refine(le,b)(o?) = r(eflﬁne(eﬁ, —Ib.)((fﬁ) :X: number v |
refine(eg | | 61,[))(011) = < U(ﬁ) B U% o : b 'l_ |
>0§_U% %fﬁb : OO0 LEan VI
reflne(eg && €1, )(o‘ﬁ) — :_g Z% Ii Z:b :_ - _S_t_r‘];rlg_ . = = _'
\ 0-Y1 3.
refine(x.Type == Cnormals t)(aﬁ) = of X — Ti [ ] normal(T)] \&f
refine(x.Type == Cnormals f)(aﬁ) = of x — 7'>ﬂ< [ ] {abrupt}]
reflne(x == €, #t)(aﬁ) — of x — Ti [ ] 7‘2]
refine(x == e, #£)(ot) = of[x — 75\ | 78]
refine(x : 7, #t)(ot) = of[x — 74 M {7}]
refine(x : 7, #£)(o?) = of[x — A\ {7 | 7/ <: 7}]
refine(e, b)(o?) = of - -
; | 1 X number VALD'$- number V!
where o’ = refine(e;,b)(o) for j = 0,1, ¢ = |[e]] (b, : boolean v . : boolean Vv .
and LTH returns {7} if 7% denotes a singleton type 7, or returns | ' .
. otherwise. : string I string \
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JSTAR - Condition-based Refinement

refine(le,b)(o?)

refine(eo || ﬁ,b)(aﬁ)

reflne(eo && €1, ot

f

Q

refine(x.Type == Chormals FC

L

refine(x.Type == Cnormals L

f
f

Q

reflne(x ==e, #f

Q

\/\/\/\/\/\/\/ N——"

L L

reflne(x DT, #E

reflne(x T, #f

b)(
)(
)(
reflne(x == e, #t)(
)(
)(
)(oF
)(oF

(7
reflne(e b)(o

refine(e, —b)(c*)

f

oy U oy
Ug_af
Jg_af
ol L ot
:X%Ti
:XHTEL{

it b
if —b
if b
if —b

Mnormal(T)]
X > 7‘3< M {abrupt }|
78]

x> 75\ [72]]
x> 7% M{7}]

X b \A{7" | 7" <: 1}

where o = refine(e;,b)(o) for j = 0,1, ¢ = ﬂeﬂi(aﬁ),

J

and | 7% | returns {7} if 7% denotes a singleton type T, or returns

&, otherwise.

’VPLRG

number v
boolean v'

jboOleah“v}
gstring  J
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JSTAR - Evaluation

* Jype analysis on 864 versions of ECMA-262 in 3 years

’VNPLRG

99.2%

Precision

Detected

93 Errors

Checker Bug Kind Pre.cision = (# True ngs) / (# Detected Bugs)
no-refine refine A
Reference gzgﬂggggf};r 62 / 106 +1/-28 1 — ; E?
Arity MissingParam 4/ 4 / /
Assertion | Assertion 4/ 56 [ -235 [ -23
Operand (et 122 /113 /69 |2
Total 92 /279 (33.0%) 93 / 157 (59.2%) | +1/-122 (+26.3%)
Name Feature # Checker Created Life Span
ES12-1 | Switch | 3 | Reference | 2015-09-22 | 1,996 days 14 New Bugs
ES12-2 Try 3 | Reference | 2015-09-22 | 1,996 days In ES2021
ES12-3 | Arguments | 1 | Reference | 2015-09-22 | 1,996 days
ES12-4 Array 2 | Reference | 2015-09-22 | 1,996 days
ES12-5 Async 1 | Reference | 2015-09-22 | 1,996 days
ES12-6 Class 1 | Reference | 2015-09-22 | 1,996 days
ES12-7 Branch 1 | Reference | 2015-09-22 | 1,996 days
ES12-8 | Arguments | 2 | Operand 2015-12-16 | 1,910 days
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[ICSE 2021] J. Park et al., “JEST: N +1-version Differential Testing of Both JavaScript Engines and Specification”
ASE 2021

Specification

Type Errors

o Specification
o’ Type Analysis

ASE 2020

ECMA-262
(JS Spec.)

Mechanized

JISET Specification

Mechanized Spec.
Extraction

“ ICSE 2021 |

‘o ° >
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Tests

JavaScript
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¢ SIGSOFT Conformance  §
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Conformance of JavaScript Engines

s

Graal
QuickJS
o Conformance @)ddable
ECMA-262
(JavaScript Spec.) JavaScript
Engines
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Conformance of JavaScript Engines

s

— Graal
+ v

Quickl]S
Conformance Tests

@addabte
Conformance

JavaScript

Test262 Engines
(Official Test Suite)

Program Assertion

ECMA-262
(JavaScript Spec.)
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Conformance of JavaScript Engines

Assertion
Example: TypeError

ecma

22222222
11111111111111111111

ECMAScript® 2020
Language Specification

Program Assertion

QuickJS
Conformance Tests

JavaScript

Test262 Engines
(Official Test Suite)

ECMA-262
(JavaScript Spec.)
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Problem - Manual Approach

Assertion
Example: TypeError

ecma

22222222
oooooooooooooooooooo

ECMAScript® 2020
Language Specification

Program Assertion

Quick]S

@)ddable

JavaScript

 _ | Test262 - Engines
§ (Official Test Suite) 3

. B T T e -
s Ty o g

Conformance Tests

N N Conformance
ECMA-262 -

(JavaScript Spec.)
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N+1-version Differential Testing

v

Graal

ecma

22222222
11111111111111111111

ECMAScript® 2020
Language Specification

Quick]S

[Eﬁ§ddabue

JavaScript
Engines

ECMA-262
(JavaScript Spec.)
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N+1-version Differential Testing

5

Graal

ecma

22222222
11111111111111111111

ECMAScript® 2020
Language Specification
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[Eoddable

JavaScript
Engines

ECMA-262
(JavaScript Spec.)
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N+1-version Differential Testing

s
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@)ddabte
ECMA-262
(JavaScript Spec.) JavaScript
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An engine bug In V
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N+1-version Differential Testing
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An engine bug in Graal
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JEST

(JavaScript Engines and Specification Tester)
J EST Program
Mutator
Mechanized Seed Program Assertion Conformance
Specification Synthesizer Pool Injector Tests

Program Pool
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JEST

(JavaScript Engines and Specification Tester)
Syntax-directed Program
Heelel Ml JEST Mutator
o
Mechanized Seed Program Assertion Conformance
Specification Synthesizer Pool Injector Tests
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J EST Specification

Coverage

(JavaScript Engines and Specification Tester)
Syntax-directed Program
Heelel Ml JEST Mutator
o
Mechanized Seed Program Assertion Conformance
Specification Synthesizer Pool Injector Tests
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J EST Specification

Coverage

(JavaScript Engines and Specification Tester)
Syntax-directed Program
Heelel Ml JEST Mutator
o
Mechanized Seed Program Assertion Conformance
Specification Synthesizer Pool Injector Tests
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J EST Specification

(JavaScript Engines and Specification Tester) Coverage

Syntax-directed Final State-based
HOLlE R Mot JEST Assertions
Mutator
®
Mechanized Seed Program Assertion Conformance
Specification Synthesizer Pool Injector Tests

Program Pool

. o o let x =1 + 2;
assert(x == 3): e o o
let x = 42;
assert(x == 42): **° let x = ![]: c o o
assert(x == false):

’VNPLRG 32/ 57



JEST - Specification Coverage

ApplyStringOrNumericBinaryOperator ( [val, oplext, roal)

3. Let [num be ? ToNumeric(lval).
4. Let rnum be ? ToNumeric(roval).

5. If Type(lnum) is not Type(rnum), throw a TypeError exception.
6. If [num is a Biglnt, then

/. Else,

’VMPLRG 33/ 57
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JEST - Specification Coverage

ApplyStringOrNumericBinaryOperator ( [val, oplext, roal)

3. Let [num be ? ToNumeric(lval).

4. Let rnum be ? ToNumeric(rval).

5. If Type(/num) is not Type(rnum)j throw a TypeError exception]

6. If [num is a Biglnt, then
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JEST - Final State-based Assertion Injection

4

4

4

var x = 3 + 2; var x = 1n + 2n; var x =4 + 2n;

+ $assert.equal(x, 5); + $assert.equal(x, 3n); + // [THROW] TypeError

’VMPLRG 34/ 57



JEST - Final State-based Assertion Injection
JS

function f() {}

function f() {} I

+ $assert.equal(Object.getPrototypeOf(f), Function.prototype);

$assert.verifyProperty(f, "prototype", {
writable: true,
enumerable: false,
configurable: false,

1) ;

+ + + + +

+ $assert.compare(Reflect.ownKeys(f), ['length', 'name', 'prototype'l, f);

'VPLRG 35/ 57



JEST - Final State-based Assertion Injection
JS

function f() {}

4

function f() {}

Prototype Chain

+ $assert.equal(Object.getPrototypeOf(f), Function.prototype);

$assert.verifyProperty(f, "prototype", {
writable: true,
enumerable: false,
configurable: false,

1) ;

+ + + + +

+ $assert.compare(Reflect.ownKeys(f), ['length', 'name', 'prototype'l, f);
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JEST - Final State-based Assertion Injection
JS

function f() {}

Prototype Chain

+ $assert.equal(Object.getPrototypeOf(f), Function.prototype);

function f() {}

+ $assert.verifyProperty(f, "prototype", {

+ writable: true,

+ enumerable: false,
+ configurable: false,

+ 1) ;

+ $assert.compare(Reflect.ownKeys(f), ['length', 'name', 'prototype'l, f);
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JEST - Final State-based Assertion Injection
JS

function f() {}

Prototype Chain

+ $assert.equal(Object.getPrototypeOf(f), Function.prototype);

function f() {}

+ $assert.verifyProperty(f, "prototype", {

+ writable: true,

+ enumerable: false, Property Descriptor

I })?onflgurable: false, Property Order

+ $assert.compare(Reflect.ownKeys(f), ['length', 'name', 'prototype'l, f);
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JEST - Final State-based Assertion Injection
JS

function f() {}

Prototype Chain

+ $assert.equal(Object.getPrototypeOf(f), Function.prototype);

function f() {}

+ $assert.verifyProperty(f, "prototype", {

+ writable: true,

+ enumerable: false, Property Descriptor

I })?onflgurable: false, Property Order

+ $assert.compare(Reflect.ownKeys(f), ['length', 'name', 'prototype'l, f);

+ . S “
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JEST - Evaluation

e JEST synthesized 1,700 conformance tests from ES2020

’VPLRG

TABLE III: Specification bugs in ECMAScript 2020 (ES11) detected by JEST

44 Bugs

In Engines

TABLE II: The number of engine bugs detected by JEST

Engines | Exc | Abort | Var | Obj | Desc | Key | In | Total
V8 0 0] O 0 0 2 |0 2
GraalVM 6 0 0 0 2 |10 16
Quick]JS 3 0 1 0 0 2 10
Moddable XS | 12 0] O 0 3 510

Total | 21 0 1 0 51 17 | 0

Name | Feature # Assertion Known Created Resolved Existed

ES11-1 | Function |12 Key O 2019-02-07 | 2020-04-11 | 429 days
ES11-2| Function | 8 Key O 2015-06-01 | 2020-04-11 | 1,776 days
ES11-3 Loop 1 EXxc O 2017-10-17 | 2020-04-30 | 926 days
ES11-4 | Expression | 4 | Abort O [2019-09-27 | 2020-04-23 | 209 days
ES11-5| Expression | 1 Exc O 2015-06-01 | 2020-04-28 | 1,793 days
ES11-6 Object 1 EXxc X 2019-02-07 | 2020-11-05 | 637 days

Graal
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[PLDI 2023] J. Park et al., “Feature-Sensitive Coverage for Conformance Testing of Programming Language Implementations”
ASE 2021
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Graph Coverage for Language Specification

Quality of
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Spec.
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Graph Coverage for Language Specification

Quality of
g —— : Conformance Tests
i Mechanized
Spec.
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: Tests Graph Coverage

|
.
* o
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Node Coverage
Test Requirements (TRs) Branch Coverage
Prime Path Coverage
Def-Use Coverage

Are they sufficient?
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Motivating Example 1 with Node Coverage

Program P1

'VPLRG 39/ 57



Motivating Example 1 with Node Coverage

Program P1

Evaluation ot AddExpr : AddExpr + MulExpr

1. Return ? EvalStrOrNumBinExpr (AddExpr, +, MulExpr).

Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification
VPLRG 39/ 57



Motivating Example 1 with Node Coverage

Program P1

Evaluation ot AddExpr : AddExpr + MulExpr

1. Return 4,,' VaIStrOrumBlExpr (Addxﬁr,_-l;, MulExpr)

EvalStrOrNumBinExpr ( [val, opText, rval )

5. Return ? ApplyStrOrNumBinOp ([val, opText, rval).

Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification
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Motivating Example 1 with Node Coverage

Program P1

=l

Evaluation ot AddExpr : AddExpr + MulExpr

1. Return 7-'VaIStrOrNumBmExpr (AddEpr,+, MulExpr) :

ApplyStrOrNumBinOp ( [val, opText, rval )
EvalStrOrNumBinExpr ( [val, opText, rval )

e e e | « | 5. If Type(lnum) is different from Type(rnum),
5. Return JApplyStrOrNumBinOp ([val, opText, rval). s

throw a TypeError exception.

Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification
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Motivating Example 1 with Node Coverage

Program P1

Evaluation ot AddExpr : AddExpr + MulExpr

1. Return 2§EvalStrOrNumBinExpr (AddExpr, +, MulExpr).§

ApplyStrOrNumBinOp ( [val, opText, rval )

- —

w | O abtypelinum)is different from Type(rmnum),

TypeError exception. ]

VPLRG

Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification
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Motivating Example 1 with Node Coverage

Node Coverage TypeError

TR = Node Program P+

Evaluation ot AddExpr : AddExpr + MulExpr

1. Return 2§EvalStrOrNumBinExpr (AddExpr, +, MulExpr).§

ApplyStrOrNumBinOp ( [val, opText, rval )

- —

w | O abtypelinum)is different from Type(rmnum),

TypeError exception. ]
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Motivating Example 1 with Node Coverage

Node Coverage TypeError

TR = Node Program P1 cover

Evaluation ot AddExpr : AddExpr + MulExpr

1. Return 2§EvalStrOrNumBinExpr (AddExpr, +, MulExpr).§

ApplyStrOrNumBinOp ( [val, opText, rval )

- —

w | O abtypelinum)is different from Type(rmnum),

TypeError exception. ]
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Motivating Example 1 with Node Coverage

Node Coverage

TR = Node

Program P1

cover

featm Program P>

Evaluation of AddExpr AddExpr + MulExpr

ApplyStrOrNumBinOp ( [val, opText, rval )

Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification

VPLRG
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Motivating Example 1 with Node Coverage

Node Coverage TypeError

TR = Node Program P1 cover

Program P2

Evaluation of AddExpr AddExpr - MulExpr

EvalStrOrNumBinExpr ( [val, opText, rval )

5. Return A pplyStrOrNumBinOp (lval, opText, rval). §memrnemmmsnemsces

Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification
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Motivating Example 1 with Node Coverage

Node Coverage TypeError

TR = Node Program P1 cover

Program P> cover

Evaluation of AddExpr AddExpr - MulExpr
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Motivating Example 1 with Node Coverage

Node Coverage TypeError

TR = Node Program P1 cover

Program P> cover

Evaluation of AddExpr AddExpr - MulExpr

Same TRs

Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification
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Motivating Example 1 with Node Coverage

Node Coverage

TR = Node

Program P1 cover

Cannot

Same TRs Distinguish
P1 and P>

Program P> cover

Evaluation ot AddExpr : AddExpr + MulExpr

1. Return 7-ValStrOrNumBmExpr (AddEp

o]

EvalStrOrNumBinExpr ( [val, opText, rval )
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Evaluation of AddExpr AddExpr - MulExpr
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Abstract Algorithms in ECMA-262 (ES13, 2022), JavaScript Language Specification
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Evaluation

e Evaluation with ES2022 in 50 hours with 0-FS / 1-FS / 2-FS / 1-FCPS / 2-FCPS

Kind

Engine

Transpiler

’VPLRG

# Detected Unique Bugs

Name Version | Release # New | # Confirmed | # Reported

V8 v10.8.121 | 2022.10.06 0 0 4
JSC v615.1.10 | 2022.10.26 15 15 24
Graal]JS v22.2.0 2022.07.26 9 9 10
SpiderMonkey | v107.0b4 | 2022.10.24 1 3 4
Total 25 27 42

Babel 2022.09.15 30 30 35
SWC 2022.10.21 27 27 41
Terser 2022.10.05 1 1 18
Obfuscator 2022.02.15 0 0 7
38 38 101

Total 33 385 143
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[FSE 2022] J. Park et al., “Automatically Deriving JavaScript Static Analyzers from Specifications using Meta-level Static Analysis”
ASE 2021

Specification

Type Errors

R Specification
R Type Analysis

ASE 2020

d 1D R P~ Ay P o 7>-~._-':_-, SR eyt S L E T b PO A T AT T kD £ 0l DR Se Cy T . S LR E T 1 21 Ay T2 AT LI A
. S 4 S Seml R 2 J S .o > a2, w13 5 J
»
h
4
@ ‘
0

Static

Mechanized JSAVER

Specification | Analyzer

ECMA-262

(JS Spec.) JISET

Derivation of

' Mechanized Spec.
¢ Static Analyzer {

N Extraction

ICSE 2021 PLDI 2023

JavaScript Conformance FS/FCPS-

Engines Tests Coverage

Conformance Feature-Sensitive

Test Synthesis Coverage
’VMPLRG 46/ 57



Meta-Level Static Analysis

How to perform static analysis on JavaScript programs
using language specification?

ECMA-262
(JS Spec.)

JS Program
P1

'VPLRG 47/ 57



Meta-Level Static Analysis

How to perform static analysis on JavaScript programs
using language specification?

ECMA-262 automatic Mechanized

(JS Spec.) extraction Specification

JS Program
P1

'VPLRG 47/ 57




Meta-Level Static Analysis

How to perform static analysis on JavaScript programs
using language specification?

JS Interpreter
written in IRes

Mechanized
Specification

automatic
extraction

ECMA-262
(JS Spec.)

JS Program
P1

’VMPLRG 47/ 57



Meta-Level Static Analysis

How to perform static analysis on JavaScript programs
using language specification?

JS Interpreter
written in IRes

w Mechanized

Specification

ECMA-262 automatic
(JS Spec.) extraction

JS Program IRES Analysis
P1 Analyzer Result of Spec.

’VMPLRG 47/ 57




Meta-Level Static Analysis

How to perform static analysis on JavaScript programs
using language specification?

JS Interpreter
written in IRes

w Mechanized

Specification

ECMA-262 automatic
(JS Spec.) extraction

JS Program initial state IRES Analysis
P+ restriction Analyzer Result of P+

’VMPLRG 47/ 57




Meta-Level Static Analysis

How to perform static analysis on JavaScript programs
using language specification?

JS Interpreter

Meta-level Static Analysis written in IRes

ECMA-262 automatic
(JS Spec.) I extraction
JS Program initial state IRES Analysis
P+ restriction Analyzer Result of P+

|

’VMPLRG 47/ 57

w Mechanized

Specification




Meta-Level Static Analysis

JS Program P+

JavaScript

’VMPLRG 48/ 57



Meta-Level Static Analysis

AssignmentExpression

JS Program P+

LeftHandSideExpression AssignmentExpression
x ||=y | EISP

IdentifierReference IdentifierReference
Identifier Identifier
JavaScript

’VMPLRG 48/ 57



Meta-Level Static Analysis

AssignmentExpression

JS Program P+
X |l=y

LeftHandSideExpression AssignmentExpression

IdentifierReference IdentifierReference

Identifier Identifier

JavaScript 1=

IF‘ES syntax def AssignmentExpression[8].Evaluation(
this, LeftHandSideExpression, AssignmentExpression
) {

let lref = (LeftHandSideExpression.Evaluation)
let lval = [? (GetValue lref)]

let 1lbool = [! (ToBoolean 1lval)]

i1f (= lbool true) return 1lval
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Meta-Level Static Analysis

AssignmentExpression -

JS Program P+
LeftHandSideExpreéssion .

JAssignmentExpression

X ‘ ‘= y "’¢' ",'. \“
Iden‘tlﬁerRefere,fzce ‘\{dentmerReference
'/ Idem‘lﬁer Kdentifier
JavaScript = g

4 |
------------------!'---------------------------------

IRES

4 l \

let lref
let 1lval = [? (GetValue 1lref)]
let 1lbool = [! (ToBoolean 1lval)]
i1f (= lbool true) return 1lval

(LeftHandSideExpression.Evaluation)
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AST Sensitivity

AssignmentExpression

JS Program P+
X |l=y

LeftHandSideExpression AssignmentExpression

_parse 4 .

IdentifierReference - __.-@ IdentifierReference
_. -Identifier. "7 Identifier
[ ’¢’ 'ﬁ:‘,
JavaScript LTt
s x4
------------------’¢'-'--‘-:."----,-‘----------------------
4 2 P | 2
¢' ¢" ’ ‘¢“

IRES et -

;‘};’ 3 & . . ;] ;

, (Identifier]

return [?
(ResolveBinding
(Identifier.StringValue))]
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AST Sensitivity

AssignmentExpression

JS Program P+
X |l=y

LeftHandSideExpression AssignmentExpression

IdentifierReference - IdentifierReference
_. Identifier. Adentifier

"

JavaScript =] 5

------------------’¢'-"---'.'-'---------'*'---‘h‘-------------
IREs " : ————
syntax qe{ IdentifiierReference[0] syntlax def ItdentifierReferencel0]

this {Ldentifier:

return [7? return [7?
(ResolveBinding (ResolveBinding
(Identifier.StringValue)) ] (Identifier.StringValue)) ]
J J
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AST Sensitivity

JavaScript

AST Sensitivity in IREs

Flow-Sensitivity

5jS"flOW(tJ_) _ {O’ __ (_’ .

c,_) €S| ast(c) =t}

k-Callsite-Sensitivity

5js—k‘—cfa([t1’

tn)) = 10 = (5

C,-) €S

n<k:/\(n—k\/Js ctxt”“()
V1 <i < n.astojs-ctxt’(c) =1t;}

1L)A
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JSAVER

(JavaScript Static Analyzer via ECMAScript Representation)

JSAVER
IREs Analysis Initial
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JavaScript Abstract Abstract Analysis
Parser Syntax Tree Transfer Func. Result
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Specification

JavaScript
Programs
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JSAVER - Soundness
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2014 2016 2018 2020 2014 2016 2018 2020 2014 2016 2018 2020
(a) Analysis results of TAJS (b) Analysis results of SAFE (c) Analysis results of JSAggq,
710 206
20K - (3.8%) 20K - | (1.1%)
15K - 15K - 0 888
10,904 (53.3%)
(58.8%)
10K - 10K - Oerror
legend : | Aunsound
5K - 5K - 8.462 M sound
(:7'9:3) (45.6%) . L
il X-axis : creation time (year)
OK OK - y-axis : # tests
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(d) Analysis results of TAJS with Babel (e) Analysis results of SAFE with Babel
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JSAVER - Precision vs Performance

TAJS TAJS SAFE SAFE JSAgs12 TAJS TAJS SAFE SAFE JSAEgsi2
(Babel) (Babel) (Babel) (Babel)
100 T v —

4
30 10
60 ;
10

40 J>
20 10°

0
(a) The analysis precision (b) The analysis performance
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https://github.com/es-meta/esmeta
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https://github.com/es-meta/esmeta

Official tool used in Cl system of
ECMA-262 and Test262

https://github.com/es-meta/esmeta

esmeta - es-meta/esmeta: ECMAScript Specifi... github.com C} D

. es-meta | ° <
— O esmeta Qe ‘ﬁ'

(> Code () Issues 9 I7 Pull requests 3 L)) Discussions

ONNI 4

ECMAScript Specification (ECMA-262) Metalanguage

88 BSD-3-Clause license
v 156 stars % 12forks ®© 8 watching ¥ 12Branches O 15Tags - Activity

(=] Custom properties

@ Public repository

¥ main ~ F O

Go to file + <> Code ~

'@ jhnaldo Update version 6 months ago (V)

.github/workflows Add post-submit test262 test last year

client @ 43be3c1 Update client last year

ecma262 @ d711ba9 Remove implicit wrapping/un... 2 years ago

’VPLRG

57/ 57


https://github.com/es-meta/esmeta

