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Recall
• Operational semantics

• Big-step operational semantics
• Small-step operational semantics
• Evaluation contexts and Lambda calculus

• Denotational semantics
• Fixed-point theory
• Trace Semantics
• Trace Properties
• Abstract Machines

• Axiomatic semantics
• Hoare Logic
• Systematic program proofs
• Separation Logic
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Errors in Saftety-Critical Software
Unexpected errors in safety-critical software cause serious problems:

Rocket Financial Airport Auto. Vehicle
(1996) (2012) (2020) (2024)

Then, how can we prevent such errors?

Can we automatically check whether a program does not have any
run-time errors?
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Detecting Run-Time Errors
We can use various analysis techniques to detect run-time errors:

InterpreterProgram

<latexit sha1_base64="NjVzBKGCkG/rhcE6UIyDASKBjFA=">AAACEHicbVDLSgMxFM3UV62vqks3wSK4KjPia1l047IF+4B2kEwm04YmmSG5I4ylX+BO9F/ciVv/wF9xZdrOwrYeCBzOOTc3OUEiuAHX/XYKK6tr6xvFzdLW9s7uXnn/oGXiVFPWpLGIdScghgmuWBM4CNZJNCMyEKwdDG8nfvuRacNjdQ9ZwnxJ+opHnBKwUqP+UK64VXcKvEy8nFRQDpv/6YUxTSVTQAUxpuu5CfgjooFTwcalXmpYQuiQ9FnXUkUkM/5o+tAxPrFKiKNY26MAT9W/EyMijclkYJOSwMAsehPxX8+AJDrT4cJ+iK79EVdJCkzR2fooFRhiPOkCh1wzCiKzhFDN7Q8wHRBNKNjG5u4HPnwal2xZ3mI1y6R1VvUuqxeN80rtJq+tiI7QMTpFHrpCNXSH6qiJKGLoGb2iN+fFeXc+nM9ZtODkM4doDs7XL8HFnfQ=</latexit>

P
ResultAnalyzer

An analyzer is a program that takes a program as an input and
determines whether the program has a certain property. In this case, the
property is run-time errors.

We can categorize them into two groups:

• Dynamic Analysis: analyze programs by executing them

• Static Analysis: analyze programs without executing them
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Dynamic Analysis
Dynamic analysis is a program analysis technique by executing them.

Let’s perform dynamic analysis for the following Scala program:

def abs(x: Int): Int = { /* L1 */
if (x < 0) /* L2 */

-x /* L3 */
else /* L4 */

x /* L5 */
} /* L6 */
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Dynamic Analysis
Dynamic analysis is a program analysis technique by executing them.

Let’s perform dynamic analysis for the following Scala program:

def abs(x: Int): Int = { /* L1 */
if (x < 0) /* L2 */

-x /* L3 */
else /* L4 */

x /* L5 */
} /* L6 */

L1 -5
L2 -5
L3 5
L4
L5
L6 5
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Dynamic Analysis
Dynamic analysis is a program analysis technique by executing them.

Let’s perform dynamic analysis for the following Scala program:

def abs(x: Int): Int = { /* L1 */
if (x < 0) /* L2 */

-x /* L3 */
else /* L4 */

x /* L5 */
} /* L6 */

L1 -5 42
L2 -5
L3 5
L4 42
L5 42
L6 5 42
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Dynamic Analysis
Dynamic analysis is a program analysis technique by executing them.

Let’s perform dynamic analysis for the following Scala program:

def abs(x: Int): Int = { /* L1 */
if (x < 0) /* L2 */

-x /* L3 */
else /* L4 */

x /* L5 */
} /* L6 */

L1 -5 42 -7 99 0 . . .
L2 -5 -7 . . .
L3 5 7 . . .
L4 42 99 0 . . .
L5 42 99 0 . . .
L6 5 42 7 99 0 . . .

We can easily get the behavior of the program for each single input.

However, it is difficult to get all the possible behaviors of the program
for all the inputs.
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Static Analysis
Static analysis is a program analysis technique without executing them.

Let’s perform static analysis for the following Scala program:

def abs(x: Int): Int = { /* L1 */
if (x < 0) /* L2 */

-x /* L3 */
else /* L4 */

x /* L5 */
} /* L6 */

⊥

0 +

-0 -+ 0+

⊤

-

<latexit sha1_base64="oeU2s8E/9kOUEvwk1Bia0P49gJs="></latexit>

D =

8
>>>>>><
>>>>>>:

<latexit sha1_base64="g3S9OZgSMcdP2j+Y9P2Hj9s/Z7Q=">AAACSnicbVDLSsNAFJ3Ud3xVXboJFsFVScTnrujGpYKtgillMrlph04mYeZGiCHf4te4E137G+7UjdM2C60euHA45z64J0gF1+i6b1ZtZnZufmFxyV5eWV1br29sdnSSKQZtlohE3QZUg+AS2shRwG2qgMaBgJtgeD7yb+5BaZ7Ia8xT6Ma0L3nEGUUj9eqnvoAIm7YfQJ/LgipF87IQpe3/gO2DDCvP9hXvD9Ave/WG23THcP4SryINUuGyV//0w4RlMUhkgmp957kpds1a5EyAWZxpSCkb0j7cGSppDLpbjF8snV2jhE6UKFMSnbH6c6KgsdZ5HJjOmOJAT3sj8V9PY0xVrsKp+xiddAsu0wxBssn5KBMOJs4oRSfkChiK3BDKFDcfOGxAFWVosv61H/nwobRNWN50NH9JZ7/pHTUPrw4arbMqtkWyTXbIHvHIMWmRC3JJ2oSRR/JEXsir9Wy9Wx/W16S1ZlUzW+QXarPfNXa0jA==</latexit>9
>>>>>>=
>>>>>>;

Let’s define an abstract domain D for integers to analyze the program.

⊥ = ∅ ⊤ = Z
0 = {0} - = {x ∈ Z | x < 0} + = {x ∈ Z | x > 0}
-0 = - ∪ 0 -+ = - ∪ + 0+ = 0 ∪ +
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L4
L5
L6
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Static Analysis
Static analysis is a program analysis technique without executing them.

Let’s perform static analysis for the following Scala program:

def abs(x: Int): Int = { /* L1 */
if (x < 0) /* L2 */

-x /* L3 */
else /* L4 */

x /* L5 */
} /* L6 */ ⊥

0 +
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⊤

-
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>>>>>>=
>>>>>>;

L1 ⊤
L2 -
L3 +
L4 0+
L5 0+
L6 0+

Let’s define an abstract domain D for integers to analyze the program:

⊥ = ∅ ⊤ = Z
0 = {0} - = {x ∈ Z | x < 0} + = {x ∈ Z | x > 0}
-0 = - ∪ 0 -+ = - ∪ + 0+ = 0 ∪ +

We can prove that abs always returns a non-negative integer (i.e., 0+).
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Static Analysis
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Soundness vs Completeness
• ⊢ ψ denotes that a statement ψ is provable.
• ⊨ ψ denotes that a statement ψ is true.

In a sound proof system, all provable statements are true.

⊢ ψ =⇒ ⊨ ψ

In a complete proof system, all true statements are provable.

⊨ ψ =⇒ ⊢ ψ

Analysis techniques can be used to prove that a program is error-free.
• ⊢ P denotes that a program P is analyzed as error-free.
• ⊨ P denotes that a program P is truly error-free.

Then, is dynamic/static analysis sound or complete?
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Soundness vs Completeness
• Dynamic analysis is complete but unsound in general.

• All the detected errors are true alarms (true positive (TP)).
• It will not detect any errors in error-free programs.
• It suffers from missing errors (false negative (FN)).

• Static analysis is sound but incomplete in general.
• Not all detected errors are true alarms.
• It suffers from false alarms (false positive (FP)).
• There is no missing errors. We can prove a program is error-free.
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Soundness vs Completeness
• Dynamic analysis is complete but unsound in general.

• All the detected errors are true alarms (true positive (TP)).
• It will not detect any errors in error-free programs.
• It suffers from missing errors (false negative (FN)).

• Static analysis is sound but incomplete in general.
• Not all detected errors are true alarms.
• It suffers from false alarms (false positive (FP)).
• There is no missing errors. We can prove a program is error-free.

: Possible States : Error States : Static Analysis: Dynamic Analysis

False Negative 
(Missing Error)

True Positive 
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Types

Definition (Types)
A type is a set of values.

For example, the Int, Boolean, and Int => Int types are defined as the
following sets of values in Scala.

Int = {n ∈ Z | −231 ≤ n < 231}
Boolean = {true, false}
Int => Int = {f | f is a function from Int to Int}

val n: Int = 42 // 42 : Int
n + 1 // 43 : Int
val b: Boolean = n > 10 // true : Boolean
def f(x: Int): Int = x + 1 // f : Int => Int
f(42) // 43 : Int
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Type Errors

Definition (Type Errors)
A type error occurs when a program tries to use a value having a type
that is incompatible with the expected type.

For example, the following Scala program has type errors:

42 + true // `Int` expected for `+`, but `Boolean` found
if (1) 2 else 3 // `Boolean` expected for `if`, but `Int` found
def f(x: Int): Int = x + 1
f(false) // `Int` expected for `f`, but `Boolean` found

However, not all run-time errors are type errors:

42 / 0 // `ArithmeticException` at run-time
case class A(k: Int)
val x: A = null
x.k // `NullPointerException` at run-time
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Type Checking
If the following conditions hold, we say “the expression e has type τ”:

• e does not cause any type error, and
• e evaluates to a value of type τ or does not terminate.

If so, we use the following notation and say that e is well-typed:
⊢ e : τ

Definition (Type Checking)
Type checking is a kind of static analysis checking whether a given
expression e is well-typed. A type checker returns the type of e if it is
well-typed, or rejects it and reports the detected type error otherwise.

InterpreterProgram

<latexit sha1_base64="NjVzBKGCkG/rhcE6UIyDASKBjFA=">AAACEHicbVDLSgMxFM3UV62vqks3wSK4KjPia1l047IF+4B2kEwm04YmmSG5I4ylX+BO9F/ciVv/wF9xZdrOwrYeCBzOOTc3OUEiuAHX/XYKK6tr6xvFzdLW9s7uXnn/oGXiVFPWpLGIdScghgmuWBM4CNZJNCMyEKwdDG8nfvuRacNjdQ9ZwnxJ+opHnBKwUqP+UK64VXcKvEy8nFRQDpv/6YUxTSVTQAUxpuu5CfgjooFTwcalXmpYQuiQ9FnXUkUkM/5o+tAxPrFKiKNY26MAT9W/EyMijclkYJOSwMAsehPxX8+AJDrT4cJ+iK79EVdJCkzR2fooFRhiPOkCh1wzCiKzhFDN7Q8wHRBNKNjG5u4HPnwal2xZ3mI1y6R1VvUuqxeN80rtJq+tiI7QMTpFHrpCNXSH6qiJKGLoGb2iN+fFeXc+nM9ZtODkM4doDs7XL8HFnfQ=</latexit>
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Type Soundness

Definition (Type Soundness)
A type system is sound if it guarantees that a well-typed program will
never cause a type error at run-time.

There are two categories of languages in the context of type system:

• Statically-typed languages (or simply typed-language) only allow
well-typed programs to be executed.
(e.g. Java, Scala, Haskell, OCaml, Rust, etc.)

• Dynamically-typed languages (or simply untyped-language) allow
any program to be executed, and types exist only at run-time.
(e.g. Python, Ruby, JavaScript, etc.)

Type systems in most statically-typed languages are designed to be sound.
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• Simply-Typed Lambda Calculus
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