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Recall
• Search Based Software Engineering (SBSE)

• Representation / fitness / operators; exploitation vs. exploration

• Fitness Landscape – plateau, needle, ruggedness; the landscape is
ours to design
• Local Search – hill climbing, local optima, simulated annealing, tabu

search
• Genetic Algorithms – selection / crossover / mutation; representation

decides the operators
• Bio-inspired Algorithms – PSO / ACO; no free lunch
• Search Based Software Testing (SBST)

• Fitness = approach level + branch distance; AVM
• Flag problem; whole test suite (EvoSuite) / many-objective (MOSA)
• Search beats random only where the fitness has a slope

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 2 / 36



From a Distance to a Constraint

int f(int a, int b) {
if (a >= 10)

if (b == 2 * a)
if (a + b > 100) return 1;

return 0;
}

• Last time: a distance to the branch where the input left. The search
moved the input step by step, and often got stuck.

• The path to return 1 is one formula:
a ≥ 10 ∧ b = 2a ∧ a + b > 100. A solver returns (34, 68) at once.

• Today: run the program on symbols to collect the formula, solve it
to reach the other side of a branch, and use concrete values where
the solver cannot.
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Symbolic Execution
• Random testing needs about 232 ≈ 4× 109 runs on average to hit

this error:
void testme (int x) {

if (x == 93589) {
ERROR

}
}

• Symbolic execution runs the program once on a symbol α in place
of a number. The branch leaves the constraint α = 93589, and a
solver returns the input from it.1

• The idea is from 1976. It became practical around 2005 with SMT
solvers, heuristics against path explosion, and models of the heap
and the environment – the rest of today.

1[CACM’76] J. C. King. “Symbolic Execution and Program Testing.” [TSE’76] L. A. Clarke. “A System to Generate Test Data
and Symbolically Execute Programs.”
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Symbolic Execution – Basic Idea
1 Run the program on symbolic inputs α, β, . . . instead of numbers –

one symbol per input.

2 A variable then holds a symbolic expression ω ∈ Ω, built from those
symbols, constants, and the program’s own operators:

ω ::= α | n | ω ⊕ ω | f (ω, . . .) e.g., 2α, β − α, hash(α)

3 A symbolic state σ ∈ S = X fin−→ Ω maps each variable to the
expression it currently holds.

4 A path condition Φ = ϕ1 ∧ . . . ∧ ϕn collects one boolean symbolic
expression ϕi per branch taken so far.

5 All paths form the execution tree. A path is feasible when its Φ is
satisfiable, and infeasible otherwise.
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Symbolic Execution – Basic Idea

void f(int x, int y) {
/* 1 */
int z = 2 * x;
/* 2 */
if (z == y) {

/* 3 */
z = y - x;
/* 4 */
if (x < z) {

/* 5 */
ERROR;

} else {
/* 6 */

}
} else {

/* 7 */
}

}

x 7→ α
y 7→ β
Φ = true

1:
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Satisfiability Modulo Theories (SMT)
• Then, how to check the satisfiability of a path condition Φ?

• Most symbolic execution tools use Satisfiability Modulo Theories
(SMT) solvers (e.g., Z3, cvc5) to check it.

• An SMT solver takes a first-order logic formula and returns whether
it is satisfiable or not using various background theories, such as
arithmetic, arrays, bit-vectors, algebraic data types, etc.
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Satisfiability Modulo Theories (SMT) – Example
• Check the satisfiability of the following formula using an SMT solver.

b + 2 = c ∧ f (read(write(a, b, 3), c − 2)) ̸= f (c − b + 1)

• Substitute c by b + 2 in the second part of the formula.

b + 2 = c ∧ f (read(write(a, b, b + 2− 2), b)) ̸= f (b + 2− b + 1)

• Arithmetic simplification of the formula.

b + 2 = c ∧ f (read(write(a, b, 3), b)) ̸= f (3)

• Applying array theory axiom – ∀a, i , v . read(write(a, i , v), i) = v .

b + 2 = c ∧ f (3) ̸= f (3) (UNSAT)
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Satisfiability Modulo Theories (SMT) – Example
Z32 is one of the most popular SMT solvers developed by Microsoft
Research and used in many symbolic execution tools.

For example, the following Z3 script returns unsat.
(declare-const a (Array Int Int))
(declare-const b Int)
(declare-const c Int)
(declare-fun f (Int) Int)
(assert (= (+ b 2) c))
(assert (not (= (f (select (store a b 3) (- c 2))) (f (+ (- c b) 1)))))
(check-sat) ; => unsat

Or, the following script returns a satisfying assignment x = 0 and y = 0.
(declare-const x Int)
(declare-const y Int)
(assert (and (= (* 2 x) y) (>= x (- y x))))
(check-sat) ; => sat
(get-model) ; => (x, y) = (0, 0)

2https://github.com/Z3Prover/z3
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Z3 From a Program
A DSE tool builds the path condition as data and asks Z3 in a loop. Node
5’s condition, through the JavaScript binding:3

import { init } from 'z3-solver';
const { Context } = await init();
const { Int, Solver } = new Context('main');

const x = Int.const('x'), y = Int.const('y');
const s = new Solver();
s.add(x.mul(2).eq(y), x.lt(y.sub(x))); // 2x == y && x < y - x
console.log(await s.check()); // unsat

• Flip the last conjunct to x.ge(y.sub(x)) – node 6, the script on the
previous slide: check() says sat and s.model() gives x = 0, y = 0.

3https://github.com/Z3Prover/z3 npm install z3-solver
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Limitations of Symbolic Execution

void f(int x, int y) {
/* 1 */
int z = hash(x);
/* 2 */
if (z == y) {

/* 3 */
z = y - x;
/* 4 */
if (x < z) {

/* 5 */
ERROR;

} else {
/* 6 */

}
} else {

/* 7 */
}

}

No SMT solver can decide a path condition Φ that
contains hash.

x 7→ α
y 7→ β
Φ = true

1:
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}
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contains hash.

x 7→ α
y 7→ β
Φ = true

1:

x 7→ α
y 7→ β
z 7→ hash(α)
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Dynamic Symbolic Execution (DSE)
• Dynamic Symbolic Execution (DSE) is a technique that combines

concrete execution with symbolic execution to overcome the
limitations of symbolic execution.

• It is sometimes called concolic testing because it combines both
concrete and symbolic execution to generate test cases.

• It stores both the concrete values and the symbolic values during
the execution of the program, and solves the path condition to guide
execution at branch points.

• The concrete values are used to simplify the path condition.
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Dynamic Symbolic Execution (DSE) – Example

void f(int x, int y) {
/* 1 */
int z = hash(x);
/* 2 */
if (z == y) {

/* 3 */
z = y - x;
/* 4 */
if (x < z) {

/* 5 */
ERROR;

} else {
/* 6 */

}
} else {

/* 7 */
}

}

x 7→ 3 | α
y 7→ 7 | β
Φ = true

1:test #1: (x,y)=(3,7)
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void f(int x, int y) {
/* 1 */
int z = hash(x);
/* 2 */
if (z == y) {

/* 3 */
z = y - x;
/* 4 */
if (x < z) {

/* 5 */
ERROR;

} else {
/* 6 */

}
} else {

/* 7 */
}

}

x 7→ 3 | α
y 7→ 7 | β
Φ = true

1:test #1: (x,y)=(3,7)

x 7→ 3 | α
y 7→ 7 | β
z 7→ 481907 | hash(α)
Φ = true

2:

z == y

x 7→ 3 | α
y 7→ 7 | β
z 7→ 481907 | hash(α)
Φ = (hash(α) ̸= β)

7:

#fz == ySolve (hash(α) = β)
UNKNOWN

#t

The run really had α = 3,
so use hash(α) = 481907:

solve (481907 = β)
VALID: (x,y)=(3,481907)

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 16 / 36



Dynamic Symbolic Execution (DSE) – Example

void f(int x, int y) {
/* 1 */
int z = hash(x);
/* 2 */
if (z == y) {

/* 3 */
z = y - x;
/* 4 */
if (x < z) {

/* 5 */
ERROR;

} else {
/* 6 */

}
} else {

/* 7 */
}

}

x 7→ 3 | α
y 7→ 481907 | β
Φ = true

1:test #1: (x,y)=(3,7)

test #2: (x,y)=(3,481907)
x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481907 | hash(α)
Φ = true

2:

z == y

x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481907 | hash(α)
Φ = (hash(α) = β)

3:

#t

x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481904 | β − α
Φ = (hash(α) = β)

4:

x < z

x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481904 | β − α
Φ = (hash(α) = β) ∧ (α < β − α)

ERROR

5:

#t
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Dynamic Symbolic Execution (DSE) – Example

void f(int x, int y) {
/* 1 */
int z = hash(x);
/* 2 */
if (z == y) {

/* 3 */
z = y - x;
/* 4 */
if (x < z) {

/* 5 */
ERROR;

} else {
/* 6 */

}
} else {

/* 7 */
}

}

x 7→ 3 | α
y 7→ 481907 | β
Φ = true

1:test #1: (x,y)=(3,7)

test #2: (x,y)=(3,481907)
x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481907 | hash(α)
Φ = true

2:

z == y

x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481907 | hash(α)
Φ = (hash(α) = β)

3:

#t

x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481904 | β − α
Φ = (hash(α) = β)

4:

x < z

x 7→ 3 | α
y 7→ 481907 | β
z 7→ 481904 | β − α
Φ = (hash(α) = β) ∧ (α < β − α)

ERROR

5:

#t

x < z
Solve (hash(α) = β) ∧ (α ≥ β − α)

with α = 3: 3 ≥ 481904
UNSAT – branch 6 stays uncovered

#f
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Dynamic Symbolic Execution (DSE) – Algorithm
Input: program P, initial input v , budget N.
Output: test suite V .
1: V ← {v}; T ← ∅ ▷ paths run so far
2: for m = 1 to N do
3: Φ← Execute(P, v) ▷ Φ = ϕ1 ∧ · · · ∧ ϕn

4: T ← T ∪ {Φ}
5: repeat
6: (Φ, i)← Choose(T ) ▷ search heuristic
7: Ψ← ϕ1 ∧ · · · ∧ ϕi−1 ∧ ¬ϕi ▷ same prefix, other side
8: until SAT (Ψ)
9: v ← Model(Ψ); V ← V ∪ {v} ▷ an input that gets there

10: return V

Line 3 is what makes it dynamic: Φ comes from a real run, so concrete
values can replace what the solver cannot handle.
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Dynamic Symbolic Execution (DSE)
Choose picks the branch to flip. That is the search heuristic.

• Random Search – any branch of the last path.

• Depth-First Search (DFS) – the deepest branch not flipped yet. It
chases paths (DART, CUTE).4

• Control-Flow Directed Search (CFDS) – the nearest branch whose
other side is uncovered. It chases branches.5

• Context-Guided Search (CGS) – from the root outward, and only a
new (branch, context) pair.6

4[PLDI’05] P. Godefroid, N. Klarlund, K. Sen. “DART: Directed Automated Random Testing.” [FSE’05] K. Sen, D. Marinov,
G. Agha. “CUTE: A Concolic Unit Testing Engine for C.”
5[ASE’08] J. Burnim, K. Sen. “Heuristics for Scalable Dynamic Test Generation.”
6[FSE’14] H. Seo, S. Kim. “How We Get There: A Context-Guided Search Strategy in Concolic Testing.”

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 19 / 36

https://doi.org/10.1145/1065010.1065036
https://doi.org/10.1145/1081706.1081750
https://doi.org/10.1109/ASE.2008.69
https://doi.org/10.1145/2635868.2635872


Dynamic Symbolic Execution (DSE)
Choose picks the branch to flip. That is the search heuristic.

• Random Search – any branch of the last path.

• Depth-First Search (DFS) – the deepest branch not flipped yet. It
chases paths (DART, CUTE).4

• Control-Flow Directed Search (CFDS) – the nearest branch whose
other side is uncovered. It chases branches.5

• Context-Guided Search (CGS) – from the root outward, and only a
new (branch, context) pair.6

4[PLDI’05] P. Godefroid, N. Klarlund, K. Sen. “DART: Directed Automated Random Testing.” [FSE’05] K. Sen, D. Marinov,
G. Agha. “CUTE: A Concolic Unit Testing Engine for C.”
5[ASE’08] J. Burnim, K. Sen. “Heuristics for Scalable Dynamic Test Generation.”
6[FSE’14] H. Seo, S. Kim. “How We Get There: A Context-Guided Search Strategy in Concolic Testing.”

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 19 / 36

https://doi.org/10.1145/1065010.1065036
https://doi.org/10.1145/1081706.1081750
https://doi.org/10.1109/ASE.2008.69
https://doi.org/10.1145/2635868.2635872


Dynamic Symbolic Execution (DSE)
Choose picks the branch to flip. That is the search heuristic.

• Random Search – any branch of the last path.

• Depth-First Search (DFS) – the deepest branch not flipped yet. It
chases paths (DART, CUTE).4

• Control-Flow Directed Search (CFDS) – the nearest branch whose
other side is uncovered. It chases branches.5

• Context-Guided Search (CGS) – from the root outward, and only a
new (branch, context) pair.6

4[PLDI’05] P. Godefroid, N. Klarlund, K. Sen. “DART: Directed Automated Random Testing.” [FSE’05] K. Sen, D. Marinov,
G. Agha. “CUTE: A Concolic Unit Testing Engine for C.”
5[ASE’08] J. Burnim, K. Sen. “Heuristics for Scalable Dynamic Test Generation.”
6[FSE’14] H. Seo, S. Kim. “How We Get There: A Context-Guided Search Strategy in Concolic Testing.”

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 19 / 36

https://doi.org/10.1145/1065010.1065036
https://doi.org/10.1145/1081706.1081750
https://doi.org/10.1109/ASE.2008.69
https://doi.org/10.1145/2635868.2635872


Dynamic Symbolic Execution (DSE)
Choose picks the branch to flip. That is the search heuristic.

• Random Search – any branch of the last path.

• Depth-First Search (DFS) – the deepest branch not flipped yet. It
chases paths (DART, CUTE).4

• Control-Flow Directed Search (CFDS) – the nearest branch whose
other side is uncovered. It chases branches.5

• Context-Guided Search (CGS) – from the root outward, and only a
new (branch, context) pair.6

4[PLDI’05] P. Godefroid, N. Klarlund, K. Sen. “DART: Directed Automated Random Testing.” [FSE’05] K. Sen, D. Marinov,
G. Agha. “CUTE: A Concolic Unit Testing Engine for C.”
5[ASE’08] J. Burnim, K. Sen. “Heuristics for Scalable Dynamic Test Generation.”
6[FSE’14] H. Seo, S. Kim. “How We Get There: A Context-Guided Search Strategy in Concolic Testing.”

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 19 / 36

https://doi.org/10.1145/1065010.1065036
https://doi.org/10.1145/1081706.1081750
https://doi.org/10.1109/ASE.2008.69
https://doi.org/10.1145/2635868.2635872


Dynamic Symbolic Execution (DSE)
Choose picks the branch to flip. That is the search heuristic.

• Random Search – any branch of the last path.

• Depth-First Search (DFS) – the deepest branch not flipped yet. It
chases paths (DART, CUTE).4

• Control-Flow Directed Search (CFDS) – the nearest branch whose
other side is uncovered. It chases branches.5

• Context-Guided Search (CGS) – from the root outward, and only a
new (branch, context) pair.6

4[PLDI’05] P. Godefroid, N. Klarlund, K. Sen. “DART: Directed Automated Random Testing.” [FSE’05] K. Sen, D. Marinov,
G. Agha. “CUTE: A Concolic Unit Testing Engine for C.”
5[ASE’08] J. Burnim, K. Sen. “Heuristics for Scalable Dynamic Test Generation.”
6[FSE’14] H. Seo, S. Kim. “How We Get There: A Context-Guided Search Strategy in Concolic Testing.”

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 19 / 36

https://doi.org/10.1145/1065010.1065036
https://doi.org/10.1145/1081706.1081750
https://doi.org/10.1109/ASE.2008.69
https://doi.org/10.1145/2635868.2635872


Search Heuristics in DSE
CFDS negates the uncovered branch closest to the end of the last path.
Black = one side still uncovered, white = both sides covered, red = the
branch being negated.

ϕ1

ϕ2

ϕ3

Φ1
VALID x1

#t

#f

#f

ϕ1

ϕ2

ϕ3
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Search Heuristics in DSE
CFDS negates the uncovered branch closest to the end of the last path.
Black = one side still uncovered, white = both sides covered, red = the
branch being negated.

ϕ1

ϕ2

ϕ3

Φ1
VALID x1

#t

#f

#f

ϕ1

ϕ2

ϕ3

Solve ϕ1 ∧ ¬ϕ2 ∧ ϕ3
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Search Heuristics in DSE
CFDS negates the uncovered branch closest to the end of the last path.
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Search Heuristics in DSE
CFDS negates the uncovered branch closest to the end of the last path.
Black = one side still uncovered, white = both sides covered, red = the
branch being negated.
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VALID x1
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Search Heuristics in DSE
CFDS negates the uncovered branch closest to the end of the last path.
Black = one side still uncovered, white = both sides covered, red = the
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Search Heuristics in DSE
CFDS negates the uncovered branch closest to the end of the last path.
Black = one side still uncovered, white = both sides covered, red = the
branch being negated.
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Search Heuristics in DSE
CFDS negates the uncovered branch closest to the end of the last path.
Black = one side still uncovered, white = both sides covered, red = the
branch being negated.

ϕ1

ϕ2

ϕ3

Φ1
VALID x1

#t

#f

#f

Φ2
VALID x2

#t

Φ3
INVALID

#t
ϕ4

ϕ5

Φ4
VALID x3

#f

#f

#t

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 20 / 36



DFS and CFDS Are Not the Same

void f(int x, int y) {
if (x > 0) a(); // b1
if (y > 0) b(); // b2

}

run input path next: DFS next: CFDS

1 (1, 1) b1 #t b2 #t flip b2 flip b2

2 (1, 0) b1 #t b2 #f flip b1 flip b1

3 (0, 0) b1 #f b2 #f flip b2 both sides covered
4 (0, 1) b1 #f b2 #t – never run

• Four leaves, but only four branch sides. Run 3 covers them all. DFS
runs a fourth test anyway, because that b2 was never flipped on this
path.

• n independent ifs in sequence – DFS walks all 2n paths, CFDS stops
at n + 1 tests.
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Search Heuristics in DSE
CGS scans from the root outward, not back from the end, and flips only
a new (branch, context) pair. Context = the last d branches; here d = 1.
i = 0;
while (i < 2) { // b1

if (arr[i] > 0) s++; // b2
i++;

}
if (x > 0) t++; // b3

The first run takes the loop twice:

Φ = ϕ1 ∧ · · · ∧ ϕ6

ϕ1 ϕ2 ϕ3 ϕ4 ϕ5 ϕ6

branch b1 b2 b1 b2 b1 b3
context ⟨ ⟩ ⟨b1⟩ ⟨b2⟩ ⟨b1⟩ ⟨b2⟩ ⟨b1⟩
pair new new new = ϕ2 = ϕ3 new
CGS negate negate negate skip skip negate

ϕ4, ϕ5 are the loop’s second turn – the same pair as ϕ2, ϕ3. d grows by
one when a round finds nothing new.
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Learning Search Heuristics in DSE
Do not design Choose – learn it. A branch ϕ becomes a vector of 40
boolean features π(ϕ), scored by a weight vector θ learned per program.7

scoreθ(ϕ) = π(ϕ) · θ Chooseθ(⟨Φ1 · · ·Φm⟩) = (Φm, argmax
ϕj ∈Φm

scoreθ(ϕj))

12 static – read off the code
• branch in the main function
• true branch of a loop
• nested branch
• branch with external calls
• branch inside a loop body

...

28 dynamic – from the runs so far
• in the first 10% of the path
• newly covered in the last run
• context (d = 1) already visited
• negated more than 10 times
• opposite branch still uncovered

...

7[ICSE’18] S. Cha, S. Hong, J. Lee, H. Oh. “Automatically Generating Search Heuristics for Concolic Testing.”
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Learning Search Heuristics in DSE
θ is searched on the program itself: try weight vectors, keep the ones
that cover more branches. Below, branches covered in vim-5.7.

ICSE ’18, May 27-June 3, 2018, Gothenburg, Sweden Sooyoung Cha, Seongjoon Hong, Junhee Lee, and Hakjoo Oh

Figure 2: Average branch coverage over execution time

Table 6: Time for generating the heuristics

Benchmarks # Sample # Iteration Total times
vim-5.7 300 5 24h 17min
expat-2.1.0 1,000 6 10h 25min
gawk-3.0.3 1,000 4 6h 28min
grep-2.2 1,000 5 5h 26min
sed-1.17 1,000 4 8h 55min
tree-1.6.0 1,000 4 3h 17min

Table 7: E�ectiveness in the training phase

OURS CFDS CGS Random Gen DFS
vim 14,003 13,706 7,934 13,835 7,290 2,646
expat 2,455 2,339 2,157 1,325 2,116 2,036
gawk 3,473 3,382 3,261 3,367 3,302 1,905
grep 2,167 2,024 2,016 2,066 1,965 1,478
sed 1,019 1,041 1,042 1,007 979 937
tree 808 800 737 796 730 665

we ran the optimization algorithm (Algorithm 2) in parallel using
20 cores. Speci�cally, in the �rst phase (‘Find’) of the algorithm,
we sampled 1,000 parameters, where each core is responsible for
evaluating 50 parameters. For vim, we set the sample size to 300 as
executing vim is expensive. The results show that our algorithm
converges within 4–6 iterations of the outer loop of Algorithm 2,
taking 3–24 hours depending on the size of the subject program.

Our approach requires training e�ort but it is rewarding because
1) our approach enables e�ective concolic testing even in the train-
ing phase; and 2) the learned heuristic can be reused multiple times
as the subject program evolves.

E�ectiveness in the training phase. Note that running Al-
gorithm 2 is essentially running concolic testing on the subject
program. We compared the number of branches covered during
this training phase with the branches covered by other search
heuristics given the same time budget reported in Table 6. Table 7
compares the results: except for sed, running Algorithm 2 achieves
greater branch coverage than others. To obtain the results for other

heuristics, we ran concolic testing (with N = 4, 000) repeatedly
using the same number of cores and amount of time. For instance,
in 24 hours, Algorithm 2 covered 14,003 branches of vim while
concolic testing with the CFDS and CGS heuristics covered 13,706
and 7,934 branches, respectively.

Reusability over program evolution. More interestingly, the
learned heuristic can be reused over multiple subsequent program
variations. To validate this hypothesis, we trained a search heuristic
on gawk-3.0.3 and applied the learned heuristic to the subsequent
versions until gawk-3.1.0. We also trained a heuristic on sed-1.17
and applied it to later versions. Figure 4 shows that the learned
heuristics manage to achieve the highest branch coverage over
the evolution of the programs. For example, ours covered at least
90 more branches than the second best heuristic (CFDS) in all
variations between gawk-3.0.3 and gawk-3.1.0. The e�ectiveness
lasted for at least 4 years for gawk and 1 year for sed.

4.3 E�cacy of Optimization Algorithm
We compared the performance of our optimization algorithm (Algo-
rithm 2) with a naive approach based on random sampling. Because
both approaches involve randomness, we statistically compare the
qualities of parameters found by our algorithm and the random
sampling method.

Figure 4 shows the distributions of �nal coverages achieved by
those two algorithms on grep-2.2 and sed-1.17. In the exper-
iments, our algorithm required a total of 1,100 trials of concolic
testing to complete a single re�nement task: 100 trials for the Check
phase to select top 2 parameters and the rest for the Find phase
to evaluate the parameters generated from the re�ned space. We
compared the distributions throughout each iteration (I1, I2, ..., IN )
where 1,100 trials were given as budget for �nding parameters.
The �rst re�nement task of our algorithm begins with the initial
samples in the �rst iteration I1, which are prepared by random
sampling method.

The result shows that our algorithm is much superior to random
sampling method: the median of the samples increases while the
variance decreases, as the re�nement task in our algorithm goes
on. The median value (the band inside a box) of the samples found
by our algorithm increases as the re�nement task continues, while
random sampling has no noticeable changes. The increase of median
indicates that the probability to �nd a good parameter grows as
the tasks repeat. In addition, the variance (the height of the box, in
simple) in our algorithm decreases gradually, which implies that
the mix of Check and Re�ne tasks was e�ective.

We remark that use of our optimization algorithm was critical;
the heuristics generated by random sampling failed to surpass the
existing heuristics. For instance, for grep, our algorithm (Algo-
rithm 2) succeeded in generating a heuristic which covered 1,701
branches on average. However, the best one by random sampling
covered 1,600 branches only, lagging behind CGS (the second best)
by 83 branches.

4.4 Important Features
Winning Features. We discuss the relative importance of fea-

tures by analyzing the learned parameters � for each benchmark
program. Intuitively, when the i-th component � i has a negative
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Example – Loops

void f(int x) {
*

int arr[] = {3, 7, 2};
int i = 0;

while (i < 3) {

if (arr[i] == x) break;
i++;

}

return i;
}

X V Ω
x 0 α

arr
i
Φ true
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Example – Data Structures

class Node {
int data;
Node* next;

};

void f(int x, Node *p) {
*

if (x > 0)

if (p != NULL)

if (x*2+1 == p->data)

if (p->next == p)

ERROR;

return 0;
}

X V Ω
x 0 α
p NULL β

Φ true
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class Node {
int data;
Node* next;

};

void f(int x, Node *p) {

if (x > 0)

if (p != NULL)

if (x*2+1 == p->data)

if (p->next == p)

ERROR;
*

return 0;
}

X V Ω
x 42 α
p 0xA0BF : 0 NULL β

Φ (α > 0) ∧ (β ̸= NULL)∧
(2α + 1 ̸= β.data)

α > 0

(0, NULL)

#f

β ̸= NULL

#t

(42, NULL)

#f

2α + 1 = β.data

#t

(42, 0xA0BF: 0 NULL )

#f

(α > 0) ∧ (β ̸= NULL)
∧(2α + 1 = β.data) is SAT

when (x , p) = (1, 0xA0BF : 3 NULL )
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Node* next;

};

void f(int x, Node *p) {

if (x > 0)

if (p != NULL)

if (x*2+1 == p->data)
*

if (p->next == p)

ERROR;

return 0;
}

X V Ω
x 1 α
p 0xA0BF : 3 NULL β

Φ (α > 0) ∧ (β ̸= NULL)∧
(2α + 1 = β.data)

α > 0

(0, NULL)

#f

β ̸= NULL

#t

(42, NULL)

#f

2α + 1 = β.data

#t

(42, 0xA0BF: 0 NULL )

#f#t

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 26 / 36
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class Node {
int data;
Node* next;

};

void f(int x, Node *p) {

if (x > 0)

if (p != NULL)

if (x*2+1 == p->data)

if (p->next == p)

ERROR;
*

return 0;
}

X V Ω
x 1 α
p 0xA0BF : 3 NULL β

Φ (α > 0) ∧ (β ̸= NULL)∧
(2α + 1 = β.data) ∧ (β.next ̸= β)

α > 0

(0, NULL)

#f

β ̸= NULL

#t

(42, NULL)

#f

2α + 1 = β.data

#t

(42, 0xA0BF: 0 NULL )

#f
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#t
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#f
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Example – Data Structures

class Node {
int data;
Node* next;

};

void f(int x, Node *p) {

if (x > 0)

if (p != NULL)

if (x*2+1 == p->data)

if (p->next == p)

ERROR;
*

return 0;
}

X V Ω
x 1 α
p 0xA0BF : 3 NULL β

Φ (α > 0) ∧ (β ̸= NULL)∧
(2α + 1 = β.data) ∧ (β.next ̸= β)

α > 0

(0, NULL)

#f

β ̸= NULL

#t

(42, NULL)

#f

2α + 1 = β.data

#t

(42, 0xA0BF: 0 NULL )

#f

β.next = β

#t

(1, 0xA0BF: 3 NULL )

#f

(α > 0) ∧ (β ̸= NULL)
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when (x , p) = (1, 0xA0BF : 3 0xA0BF )
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Example – Data Structures

class Node {
int data;
Node* next;

};

void f(int x, Node *p) {
*

if (x > 0)

if (p != NULL)

if (x*2+1 == p->data)

if (p->next == p)

ERROR;

return 0;
}

X V Ω
x 1 α
p 0xA0BF : 3 0xA0BF β

Φ true

α > 0

(0, NULL)

#f

β ̸= NULL

#t

(42, NULL)

#f
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#t
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#f
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(1, 0xA0BF: 3 NULL )

#f

AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 26 / 36



Example – Data Structures

class Node {
int data;
Node* next;

};

void f(int x, Node *p) {

if (x > 0)

if (p != NULL)

if (x*2+1 == p->data)

if (p->next == p)
*

ERROR;

return 0;
}

X V Ω
x 1 α
p 0xA0BF : 3 0xA0BF β

Φ (α > 0) ∧ (β ̸= NULL)∧
(2α + 1 = β.data) ∧ (β.next = β)

α > 0

(0, NULL)

#f

β ̸= NULL

#t

(42, NULL)

#f

2α + 1 = β.data

#t

(42, 0xA0BF: 0 NULL )

#f

β.next = β

#t

(1, 0xA0BF: 3 NULL )

#f

(1, 0xA0BF: 3 0xA0BF )

#t
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Example – Data Structures

α > 0

(0, NULL)

#f

β ̸= NULL

#t

(42, NULL)

#f

2α + 1 = β.data

#t

(42, 0xA0BF: 0 NULL )

#f

β.next = β

#t

(1, 0xA0BF: 3 NULL )

#f

(1, 0xA0BF: 3 0xA0BF )

#t
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Realistic Implementation
• KLEE – symbolic execution engine for LLVM bitcode.

• Jalangi2 – JavaScript dynamic analysis framework by Samsung.

• S2E – Platform for symbolic execution of binary code (x86, ARM).

• CutEr – Concolic unit testing tool for Erlang.
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https://klee-se.org/
https://github.com/Samsung/jalangi2
https://s2e.systems/docs/
https://github.com/cuter-testing/cuter


Hybrid Analysis
Symbolic execution is static; DSE mixed in concrete execution.
Combining the two is hybrid analysis.

what runs concretely what it buys
DSE one input, for real a way past what the

solver cannot model
blended analysis the program, for its

call graph
precision; drops paths
no run took

heap snapshots the program, for its
heap

facts static analysis
misses, e.g., reflection

Concerto, dynamic
shortcuts

the part with nothing
unknown

precision, and still
sound

Recorded runs inherit the runs’ blind spots. Interleaving keeps soundness.
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Hybrid Analysis – Blended Analysis
Run the program, keep the call graph it actually used, analyze that.8

public class ListExample {
static Node global_node;

public static Node find(Node head, Data data) {
for (Node n = head; n != null; ) {

if (n.payload.equals(data)) return n;
n = n.next;

}
return null;

}

public static Node makeList(char[] data) {...}

public static Node makeList(int[] data) {
if (data == null) { return null; }

Node head = null;
for (int i = data.length - 1; i >= 0; i--) {

S1: Data d = new IntData(data[i]);
S2: head = new Node(d, head);

}
return head;

}

public static void main(String[] args) {
Node list; Data key;

if (args.length == 0) {
S3: list = makeList(new int[] {0,1,2,3,4,5});
S4: key = new IntData(3);

} else {
S5: list = makeList(new char[] {’a’, ’b’, ’c’});
S6: key = new CharData(’a’);

}
global_node = find(list, key);

}}

interface Data { }
class IntData implements Data {...}
class CharData implements Data {...}
class Node {...}

Figure 1: Code listing for escape analysis example

ListExample
makeList(char[])

CharData(char) Node(Data,Node)

Object
getClass()Object()

IntData(int)

ListExample
makeList(int[])

ListExample
main(String[])

ListExample
find(Node,Data)

IntData
equals(Object)

CharData
equals(Object)

Figure 2: Call graph for ListExample

cape state of S3 does not have to be updated. The connection graph
for makeList(char[]) is merged similarly.
The return value of each call to makeList is a reference to a Node

that itself is used as an actual argument in the call to find in main,
(i.e., S2, S2’). After processing the call to find, the analysis merges
the connection graph of find with that of main. This results in an
edge between the global node field and each of the return values
from the calls to makeList. The processing of the call to find cre-
ates the cross edges between the two payload fields and their as-
sociated S1 objects, because the algorithm is not context-sensitive,
and therefore, cannot separate effects which occur on different calls
to find [22].
For ease of implementation, all static fields of classes referenced

are treated as instance fields of the singleton global objectG, shown

Arg escape

S1: IntData

S2: Node

payload next

P1: int[]

datareturn

Figure 3: Connection graph for makeList(int[])method

Global escape Captured Arg escape

G

global_node

S2: Node

payload next

S1: IntData

S2’: Node

payload next

S1’: CharData

S3: int[]

S4: char[]

S5: IntData

S6: CharData

P3: String[]

args

Figure 4: Connection graph for mainmethod

as a phantom node. The G object is initially marked as globally es-
caping; after propagation, all objects reachable from the global no-
de field are marked as globally escaping as well.

3. BLENDED ANALYSIS
This section describes blended analysis, a new analysis paradigm

that performs an interprocedural static analysis on a calling struc-
ture obtained through dynamic analysis, thus capturing properties
of a single execution. There are practical uses for an analysis of
even a single execution. When confronted with poor performance
in an execution, we need to know more about that particular exe-
cution to understand which performance problems have occurred.
When debugging, we are concerned with the specific execution that
resulted in an error.
The goal of a blended analysis is to achieve the precision of a

fully dynamic analysis (to understand a particular execution) for
much less cost. Often, obtaining all needed information dynami-
cally is prohibitively expensive or impossible. For example, com-
puting escape analysis information dynamically would require track-
ing all object allocations and pointer updates. Studies such as [15]
have shown that obtaining such information precisely can slow down
the execution of a program by as much as two orders of magnitude.
Limits on the amount of overhead that can be tolerated while profil-
ing a deployed application in a production environment make this
approach impossible to use in practice. Blended analysis offers an
alternative by allowing a static analyses to be performed off-line to
gather the needed information, based on an easy to collect record of
the execution. The rest of this section discusses the blended anal-
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ysis paradigm, its novel aspects as well as the new challenges it
raises.
Calling structure. Interprocedural static analysis requires infor-

mation about the possible callees at each analyzed call site. In tra-
ditional analysis, this information is usually computed in the form
of a call graph. Call graphs can be built with varying degrees of
precision (e.g., [13]). In a blended analysis, the calling structure
is obtained from an execution trace; therefore, virtual dispatch can
be resolved exactly. The execution trace is often represented as a
tree structure in which each edge represents a call. Call trees are
typically very large even for relatively short program runs, but for-
tunately, such detailed traces contain more information than may
be required. Smaller calling structures such as call graphs or Call-
ing Context Trees (CCTs) [2] can be easily obtained by aggregating
nodes in the call tree. Techniques also exist to collect CCTs di-
rectly at runtime (e.g., [26]). Sometimes, a problematic transaction
or a scenario (i.e., a partial transaction with specific functionality)
is identified in advance and the execution trace is limited to that part
of the application. In this case, the calling structure is restricted to
that part of the program to be examined by the analysis.
A dynamically obtained calling structure must be modified to be-

come amenable to static analysis. For instance, calls to static class
initializers appear in the trace as part of the class loading mecha-
nism. We represent them in the call graph as program entry points,
as in static analysis. In contrast, calls to run-time support code
such as the class loader or garbage collector are seen explicitly in
dynamic traces, but have no associated call site in bytecode. They
are currently discarded from the calling structure used in blended
analysis.8
As discussed above, when tracing a scenario, the full calling

structure for the execution is not known, and the analysis has to
be performed on a partial calling structure that often does not in-
clude all natural entry points for the application (e.g., main). The
analysis therefore must be started from arbitrary methods that often
have reference parameters. While it is possible to ignore such pa-
rameters and model them as phantom object references (i.e., refer-
ences to objects created outside of the scope of the entry methods),
it is more desirable to handle such objects in a more precise way.
Therefore, a root method is artificially created and used to invoke
other non-natural entry point methods with appropriate parameters.
Declared types are not sufficient to appropriately synthesize param-
eters, since they often correspond to non-instantiatable types (e.g.,
interfaces and abstract classes). Therefore, dynamic information
from the execution trace is used to compute a set of types for each
parameter, from which we synthesize its corresponding objects.
Dynamic language features. Dynamic class loading and reflec-

tion are typically difficult problems for a traditional static analy-
sis. A common approach to handling them is to require user input
specifying the set of all possible classes that can be loaded at run-
time and the set of all possible targets at each reflective call site.
Blended analysis does not require this effort, because at runtime
the set of loaded classes can be recorded. Even dynamically gen-
erated classes that do not exist statically (e.g., those generated by
the Java Virtual Machine to handle certain reflective features such
as proxy classes) can be recorded. The static analysis component
of the blended analysis therefore has access to all loaded classes.
Similarly, targets of reflective calls can be recorded.
Limitations. Since the dynamic calling structure represents only

calls that occur during a single execution (or set of executions) of a
given application, the analysis is safe only for that given execution,
rather than all possible executions as in traditional static analysis.
8This is an area for future exploration. In some applications, we
have observed costly object churn hidden in class loaders.
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payload next
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S5: IntData

S6: CharData
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Figure 5: Connection graph for main with dynamic call graph

In addition, we make the common assumption of software testing,
that the execution is deterministic and thus, repeatable, so that what
we learn from this execution can be used to predict what will occur
on subsequent executions with the same input.

4. BLENDED ESCAPE ANALYSIS
In this section we present a specific instance of the blended anal-

ysis paradigm, blended escape analysis, and describe its implemen-
tation framework and its limitations. We defined and implemented
a blended version of the escape analysis by Choi et al. [8]. As
mentioned in Section 2, this analysis associates escape information
with abstract objects. In order to be able to study how objects es-
cape in addition to which objects escape, we modified the analysis
to keep track of a distinct escape state for each object at each node
in the calling structure, rather than keeping only one escape state
per abstract object. Thus, the escape states of an abstract object
can be examined along a path in the calling structure; especially in
layered applications, it may be valuable to know that an abstract
object escapes on one path in the calling structure but is captured
on another path.
Example. If the code from Figure 1 is invoked without any com-

mand line arguments, it can be easily observed that the else part of
the branch in main is not executed. Therefore, the call graph for the
application will be the same as the one presented in Figure 2 with
the exception of the char-related nodes (shown in dashed boxes).
Figure 5 shows the corresponding connection graph obtained by

a blended analysis for the main method. The global node field
now only points to a list of IntData objects. Note that objects
S5 and S6 are present in the connection graph because the else
branch of the if statement still is analyzed even though it was not
executed.9
Implementation. We implemented a blended escape analysis

comprised of two components: one for dynamic analysis and the
other for static analysis. The dynamic analysis component is a
modified version of Jinsight, a software visualization tool based
on the Java Virtual Machine Profiling Interface (JVMPI), extended
to export aggregated calling structures from execution traces. We
turn off the just-in-time compiler (JIT) for the profiled application,
in order to avoid confusion in the dynamic call graph, for exam-
ple, caused by method inlining.10 While a more efficient tracing
9As future work we plan to explore pruning control flow graphs
using dynamic knowledge of the calls that were executed.
10We plan to explore relaxing this requirement in future work.
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A framework’s full call graph is huge and mostly unreachable. Escape
analysis on the observed part finishes, and is far sharper. Unsound: a
path no run took is simply not there.

8[ISSTA’07] B. Dufour, B. G. Ryder, G. Sevitsky. “Blended Analysis for Performance Understanding of Framework-based
Applications.”
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Hybrid Analysis – Blended Analysis
Run the program, keep the call graph it actually used, analyze that.8

public class ListExample {
static Node global_node;

public static Node find(Node head, Data data) {
for (Node n = head; n != null; ) {

if (n.payload.equals(data)) return n;
n = n.next;

}
return null;

}

public static Node makeList(char[] data) {...}

public static Node makeList(int[] data) {
if (data == null) { return null; }

Node head = null;
for (int i = data.length - 1; i >= 0; i--) {

S1: Data d = new IntData(data[i]);
S2: head = new Node(d, head);

}
return head;

}

public static void main(String[] args) {
Node list; Data key;

if (args.length == 0) {
S3: list = makeList(new int[] {0,1,2,3,4,5});
S4: key = new IntData(3);

} else {
S5: list = makeList(new char[] {’a’, ’b’, ’c’});
S6: key = new CharData(’a’);

}
global_node = find(list, key);

}}

interface Data { }
class IntData implements Data {...}
class CharData implements Data {...}
class Node {...}

Figure 1: Code listing for escape analysis example

ListExample
makeList(char[])

CharData(char) Node(Data,Node)

Object
getClass()Object()

IntData(int)

ListExample
makeList(int[])

ListExample
main(String[])

ListExample
find(Node,Data)

IntData
equals(Object)

CharData
equals(Object)

Figure 2: Call graph for ListExample

cape state of S3 does not have to be updated. The connection graph
for makeList(char[]) is merged similarly.
The return value of each call to makeList is a reference to a Node

that itself is used as an actual argument in the call to find in main,
(i.e., S2, S2’). After processing the call to find, the analysis merges
the connection graph of find with that of main. This results in an
edge between the global node field and each of the return values
from the calls to makeList. The processing of the call to find cre-
ates the cross edges between the two payload fields and their as-
sociated S1 objects, because the algorithm is not context-sensitive,
and therefore, cannot separate effects which occur on different calls
to find [22].
For ease of implementation, all static fields of classes referenced

are treated as instance fields of the singleton global objectG, shown
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as a phantom node. The G object is initially marked as globally es-
caping; after propagation, all objects reachable from the global no-
de field are marked as globally escaping as well.

3. BLENDED ANALYSIS
This section describes blended analysis, a new analysis paradigm

that performs an interprocedural static analysis on a calling struc-
ture obtained through dynamic analysis, thus capturing properties
of a single execution. There are practical uses for an analysis of
even a single execution. When confronted with poor performance
in an execution, we need to know more about that particular exe-
cution to understand which performance problems have occurred.
When debugging, we are concerned with the specific execution that
resulted in an error.
The goal of a blended analysis is to achieve the precision of a

fully dynamic analysis (to understand a particular execution) for
much less cost. Often, obtaining all needed information dynami-
cally is prohibitively expensive or impossible. For example, com-
puting escape analysis information dynamically would require track-
ing all object allocations and pointer updates. Studies such as [15]
have shown that obtaining such information precisely can slow down
the execution of a program by as much as two orders of magnitude.
Limits on the amount of overhead that can be tolerated while profil-
ing a deployed application in a production environment make this
approach impossible to use in practice. Blended analysis offers an
alternative by allowing a static analyses to be performed off-line to
gather the needed information, based on an easy to collect record of
the execution. The rest of this section discusses the blended anal-

121

ysis paradigm, its novel aspects as well as the new challenges it
raises.
Calling structure. Interprocedural static analysis requires infor-

mation about the possible callees at each analyzed call site. In tra-
ditional analysis, this information is usually computed in the form
of a call graph. Call graphs can be built with varying degrees of
precision (e.g., [13]). In a blended analysis, the calling structure
is obtained from an execution trace; therefore, virtual dispatch can
be resolved exactly. The execution trace is often represented as a
tree structure in which each edge represents a call. Call trees are
typically very large even for relatively short program runs, but for-
tunately, such detailed traces contain more information than may
be required. Smaller calling structures such as call graphs or Call-
ing Context Trees (CCTs) [2] can be easily obtained by aggregating
nodes in the call tree. Techniques also exist to collect CCTs di-
rectly at runtime (e.g., [26]). Sometimes, a problematic transaction
or a scenario (i.e., a partial transaction with specific functionality)
is identified in advance and the execution trace is limited to that part
of the application. In this case, the calling structure is restricted to
that part of the program to be examined by the analysis.
A dynamically obtained calling structure must be modified to be-

come amenable to static analysis. For instance, calls to static class
initializers appear in the trace as part of the class loading mecha-
nism. We represent them in the call graph as program entry points,
as in static analysis. In contrast, calls to run-time support code
such as the class loader or garbage collector are seen explicitly in
dynamic traces, but have no associated call site in bytecode. They
are currently discarded from the calling structure used in blended
analysis.8
As discussed above, when tracing a scenario, the full calling

structure for the execution is not known, and the analysis has to
be performed on a partial calling structure that often does not in-
clude all natural entry points for the application (e.g., main). The
analysis therefore must be started from arbitrary methods that often
have reference parameters. While it is possible to ignore such pa-
rameters and model them as phantom object references (i.e., refer-
ences to objects created outside of the scope of the entry methods),
it is more desirable to handle such objects in a more precise way.
Therefore, a root method is artificially created and used to invoke
other non-natural entry point methods with appropriate parameters.
Declared types are not sufficient to appropriately synthesize param-
eters, since they often correspond to non-instantiatable types (e.g.,
interfaces and abstract classes). Therefore, dynamic information
from the execution trace is used to compute a set of types for each
parameter, from which we synthesize its corresponding objects.
Dynamic language features. Dynamic class loading and reflec-

tion are typically difficult problems for a traditional static analy-
sis. A common approach to handling them is to require user input
specifying the set of all possible classes that can be loaded at run-
time and the set of all possible targets at each reflective call site.
Blended analysis does not require this effort, because at runtime
the set of loaded classes can be recorded. Even dynamically gen-
erated classes that do not exist statically (e.g., those generated by
the Java Virtual Machine to handle certain reflective features such
as proxy classes) can be recorded. The static analysis component
of the blended analysis therefore has access to all loaded classes.
Similarly, targets of reflective calls can be recorded.
Limitations. Since the dynamic calling structure represents only

calls that occur during a single execution (or set of executions) of a
given application, the analysis is safe only for that given execution,
rather than all possible executions as in traditional static analysis.
8This is an area for future exploration. In some applications, we
have observed costly object churn hidden in class loaders.
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In addition, we make the common assumption of software testing,
that the execution is deterministic and thus, repeatable, so that what
we learn from this execution can be used to predict what will occur
on subsequent executions with the same input.

4. BLENDED ESCAPE ANALYSIS
In this section we present a specific instance of the blended anal-

ysis paradigm, blended escape analysis, and describe its implemen-
tation framework and its limitations. We defined and implemented
a blended version of the escape analysis by Choi et al. [8]. As
mentioned in Section 2, this analysis associates escape information
with abstract objects. In order to be able to study how objects es-
cape in addition to which objects escape, we modified the analysis
to keep track of a distinct escape state for each object at each node
in the calling structure, rather than keeping only one escape state
per abstract object. Thus, the escape states of an abstract object
can be examined along a path in the calling structure; especially in
layered applications, it may be valuable to know that an abstract
object escapes on one path in the calling structure but is captured
on another path.
Example. If the code from Figure 1 is invoked without any com-

mand line arguments, it can be easily observed that the else part of
the branch in main is not executed. Therefore, the call graph for the
application will be the same as the one presented in Figure 2 with
the exception of the char-related nodes (shown in dashed boxes).
Figure 5 shows the corresponding connection graph obtained by

a blended analysis for the main method. The global node field
now only points to a list of IntData objects. Note that objects
S5 and S6 are present in the connection graph because the else
branch of the if statement still is analyzed even though it was not
executed.9
Implementation. We implemented a blended escape analysis

comprised of two components: one for dynamic analysis and the
other for static analysis. The dynamic analysis component is a
modified version of Jinsight, a software visualization tool based
on the Java Virtual Machine Profiling Interface (JVMPI), extended
to export aggregated calling structures from execution traces. We
turn off the just-in-time compiler (JIT) for the profiled application,
in order to avoid confusion in the dynamic call graph, for exam-
ple, caused by method inlining.10 While a more efficient tracing
9As future work we plan to explore pruning control flow graphs
using dynamic knowledge of the calls that were executed.
10We plan to explore relaxing this requirement in future work.
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A framework’s full call graph is huge and mostly unreachable. Escape
analysis on the observed part finishes, and is far sharper.

Unsound: a
path no run took is simply not there.

8[ISSTA’07] B. Dufour, B. G. Ryder, G. Sevitsky. “Blended Analysis for Performance Understanding of Framework-based
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Hybrid Analysis – Blended Analysis
Run the program, keep the call graph it actually used, analyze that.8

public class ListExample {
static Node global_node;

public static Node find(Node head, Data data) {
for (Node n = head; n != null; ) {

if (n.payload.equals(data)) return n;
n = n.next;

}
return null;

}

public static Node makeList(char[] data) {...}

public static Node makeList(int[] data) {
if (data == null) { return null; }

Node head = null;
for (int i = data.length - 1; i >= 0; i--) {

S1: Data d = new IntData(data[i]);
S2: head = new Node(d, head);

}
return head;

}

public static void main(String[] args) {
Node list; Data key;

if (args.length == 0) {
S3: list = makeList(new int[] {0,1,2,3,4,5});
S4: key = new IntData(3);

} else {
S5: list = makeList(new char[] {’a’, ’b’, ’c’});
S6: key = new CharData(’a’);

}
global_node = find(list, key);

}}

interface Data { }
class IntData implements Data {...}
class CharData implements Data {...}
class Node {...}

Figure 1: Code listing for escape analysis example

ListExample
makeList(char[])

CharData(char) Node(Data,Node)

Object
getClass()Object()

IntData(int)

ListExample
makeList(int[])

ListExample
main(String[])

ListExample
find(Node,Data)

IntData
equals(Object)

CharData
equals(Object)

Figure 2: Call graph for ListExample

cape state of S3 does not have to be updated. The connection graph
for makeList(char[]) is merged similarly.
The return value of each call to makeList is a reference to a Node

that itself is used as an actual argument in the call to find in main,
(i.e., S2, S2’). After processing the call to find, the analysis merges
the connection graph of find with that of main. This results in an
edge between the global node field and each of the return values
from the calls to makeList. The processing of the call to find cre-
ates the cross edges between the two payload fields and their as-
sociated S1 objects, because the algorithm is not context-sensitive,
and therefore, cannot separate effects which occur on different calls
to find [22].
For ease of implementation, all static fields of classes referenced

are treated as instance fields of the singleton global objectG, shown

Arg escape

S1: IntData

S2: Node

payload next

P1: int[]

datareturn

Figure 3: Connection graph for makeList(int[])method
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G

global_node

S2: Node

payload next

S1: IntData

S2’: Node

payload next

S1’: CharData

S3: int[]

S4: char[]

S5: IntData

S6: CharData

P3: String[]

args

Figure 4: Connection graph for mainmethod

as a phantom node. The G object is initially marked as globally es-
caping; after propagation, all objects reachable from the global no-
de field are marked as globally escaping as well.

3. BLENDED ANALYSIS
This section describes blended analysis, a new analysis paradigm

that performs an interprocedural static analysis on a calling struc-
ture obtained through dynamic analysis, thus capturing properties
of a single execution. There are practical uses for an analysis of
even a single execution. When confronted with poor performance
in an execution, we need to know more about that particular exe-
cution to understand which performance problems have occurred.
When debugging, we are concerned with the specific execution that
resulted in an error.
The goal of a blended analysis is to achieve the precision of a

fully dynamic analysis (to understand a particular execution) for
much less cost. Often, obtaining all needed information dynami-
cally is prohibitively expensive or impossible. For example, com-
puting escape analysis information dynamically would require track-
ing all object allocations and pointer updates. Studies such as [15]
have shown that obtaining such information precisely can slow down
the execution of a program by as much as two orders of magnitude.
Limits on the amount of overhead that can be tolerated while profil-
ing a deployed application in a production environment make this
approach impossible to use in practice. Blended analysis offers an
alternative by allowing a static analyses to be performed off-line to
gather the needed information, based on an easy to collect record of
the execution. The rest of this section discusses the blended anal-
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ysis paradigm, its novel aspects as well as the new challenges it
raises.
Calling structure. Interprocedural static analysis requires infor-

mation about the possible callees at each analyzed call site. In tra-
ditional analysis, this information is usually computed in the form
of a call graph. Call graphs can be built with varying degrees of
precision (e.g., [13]). In a blended analysis, the calling structure
is obtained from an execution trace; therefore, virtual dispatch can
be resolved exactly. The execution trace is often represented as a
tree structure in which each edge represents a call. Call trees are
typically very large even for relatively short program runs, but for-
tunately, such detailed traces contain more information than may
be required. Smaller calling structures such as call graphs or Call-
ing Context Trees (CCTs) [2] can be easily obtained by aggregating
nodes in the call tree. Techniques also exist to collect CCTs di-
rectly at runtime (e.g., [26]). Sometimes, a problematic transaction
or a scenario (i.e., a partial transaction with specific functionality)
is identified in advance and the execution trace is limited to that part
of the application. In this case, the calling structure is restricted to
that part of the program to be examined by the analysis.
A dynamically obtained calling structure must be modified to be-

come amenable to static analysis. For instance, calls to static class
initializers appear in the trace as part of the class loading mecha-
nism. We represent them in the call graph as program entry points,
as in static analysis. In contrast, calls to run-time support code
such as the class loader or garbage collector are seen explicitly in
dynamic traces, but have no associated call site in bytecode. They
are currently discarded from the calling structure used in blended
analysis.8
As discussed above, when tracing a scenario, the full calling

structure for the execution is not known, and the analysis has to
be performed on a partial calling structure that often does not in-
clude all natural entry points for the application (e.g., main). The
analysis therefore must be started from arbitrary methods that often
have reference parameters. While it is possible to ignore such pa-
rameters and model them as phantom object references (i.e., refer-
ences to objects created outside of the scope of the entry methods),
it is more desirable to handle such objects in a more precise way.
Therefore, a root method is artificially created and used to invoke
other non-natural entry point methods with appropriate parameters.
Declared types are not sufficient to appropriately synthesize param-
eters, since they often correspond to non-instantiatable types (e.g.,
interfaces and abstract classes). Therefore, dynamic information
from the execution trace is used to compute a set of types for each
parameter, from which we synthesize its corresponding objects.
Dynamic language features. Dynamic class loading and reflec-

tion are typically difficult problems for a traditional static analy-
sis. A common approach to handling them is to require user input
specifying the set of all possible classes that can be loaded at run-
time and the set of all possible targets at each reflective call site.
Blended analysis does not require this effort, because at runtime
the set of loaded classes can be recorded. Even dynamically gen-
erated classes that do not exist statically (e.g., those generated by
the Java Virtual Machine to handle certain reflective features such
as proxy classes) can be recorded. The static analysis component
of the blended analysis therefore has access to all loaded classes.
Similarly, targets of reflective calls can be recorded.
Limitations. Since the dynamic calling structure represents only

calls that occur during a single execution (or set of executions) of a
given application, the analysis is safe only for that given execution,
rather than all possible executions as in traditional static analysis.
8This is an area for future exploration. In some applications, we
have observed costly object churn hidden in class loaders.
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global_node

S2: Node

payload next

S1: IntData

S3: int[]

S4: char[]

S5: IntData

S6: CharData

P3: String[]

args

Figure 5: Connection graph for main with dynamic call graph

In addition, we make the common assumption of software testing,
that the execution is deterministic and thus, repeatable, so that what
we learn from this execution can be used to predict what will occur
on subsequent executions with the same input.

4. BLENDED ESCAPE ANALYSIS
In this section we present a specific instance of the blended anal-

ysis paradigm, blended escape analysis, and describe its implemen-
tation framework and its limitations. We defined and implemented
a blended version of the escape analysis by Choi et al. [8]. As
mentioned in Section 2, this analysis associates escape information
with abstract objects. In order to be able to study how objects es-
cape in addition to which objects escape, we modified the analysis
to keep track of a distinct escape state for each object at each node
in the calling structure, rather than keeping only one escape state
per abstract object. Thus, the escape states of an abstract object
can be examined along a path in the calling structure; especially in
layered applications, it may be valuable to know that an abstract
object escapes on one path in the calling structure but is captured
on another path.
Example. If the code from Figure 1 is invoked without any com-

mand line arguments, it can be easily observed that the else part of
the branch in main is not executed. Therefore, the call graph for the
application will be the same as the one presented in Figure 2 with
the exception of the char-related nodes (shown in dashed boxes).
Figure 5 shows the corresponding connection graph obtained by

a blended analysis for the main method. The global node field
now only points to a list of IntData objects. Note that objects
S5 and S6 are present in the connection graph because the else
branch of the if statement still is analyzed even though it was not
executed.9
Implementation. We implemented a blended escape analysis

comprised of two components: one for dynamic analysis and the
other for static analysis. The dynamic analysis component is a
modified version of Jinsight, a software visualization tool based
on the Java Virtual Machine Profiling Interface (JVMPI), extended
to export aggregated calling structures from execution traces. We
turn off the just-in-time compiler (JIT) for the profiled application,
in order to avoid confusion in the dynamic call graph, for exam-
ple, caused by method inlining.10 While a more efficient tracing
9As future work we plan to explore pruning control flow graphs
using dynamic knowledge of the calls that were executed.
10We plan to explore relaxing this requirement in future work.
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A framework’s full call graph is huge and mostly unreachable. Escape
analysis on the observed part finishes, and is far sharper. Unsound: a
path no run took is simply not there.
8[ISSTA’07] B. Dufour, B. G. Ryder, G. Sevitsky. “Blended Analysis for Performance Understanding of Framework-based
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Hybrid Analysis – Heap Snapshots
Record the whole heap of a run; the static analysis starts from it.968:4 Neville Grech, George Fourtounis, Adrian Francalanza, and Yannis Smaragdakis
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Fig. 1. Design of HeapDL

framework implements basic processing of Android XML layout files. Yet such support is
always vastly incomplete (as will also be apparent in our experimental evaluation) due to the
complexity and ever-changing nature of modern frameworks.● Even with the limited size of the JVM instruction set, static analyses do not fully support it.
Java 7 introduced a new bytecode opcode, invokedynamic [Rose 2009], together with an API
(for “method handles”) around it, that can offer the programmer the capability to completely
customize dynamic program behavior. The invokedynamic functionality is used to implement
dynamic languages on the JVM and also a growing number of dynamic features of Java (e.g.,
lambdas [Oracle 2014b], string concatenation [Oracle 2017], or generics specialization[Goetz
2016]). To this date, support for invokedynamic in static analysis frameworks has been, at
best, incomplete.

All the above instances result in unsoundness; the static analysis fails to capture actual dynamic
behavior. This unsoundness is quantified as reduced coverage of program behavior. HeapDL com-
pensates by adding dynamic information to static analysis. Semantic effects, captured by the heap
state and dynamic call-graph of the application, are extracted from a heap dump and used to
supplement a static analysis. Figure 1 shows the main components, schematically. HeapDL relies
on profiling capabilities of the target runtime. Both major Java-based platforms, Android and the
JVM, provide multiple memory profiling and heap dumping solutions. With an enriching agent
(Section 3) we can make a heap dump encode even more information that is of direct value to static
analysis.

The dynamic information is output in a form suitable to import in a static analysis. HeapDL
explicitly targets whole-program analyses, rather than local static analyses. It is, for instance,
much better suited for points-to analysis, heap shape analysis, or call-graph construction, rather

Proceedings of the ACM on Programming Languages, Vol. 1, No. OOPSLA, Article 68. Publication date: October 2017.

Reflection, native calls and dynamic class loading are what a Java or
Android analysis cannot follow. A snapshot has them already resolved.

9[OOPSLA’17] N. Grech, G. Fourtounis, A. Francalanza, Y. Smaragdakis. “Heaps Don’t Lie: Countering Unsoundness with
Heap Snapshots.”
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framework implements basic processing of Android XML layout files. Yet such support is
always vastly incomplete (as will also be apparent in our experimental evaluation) due to the
complexity and ever-changing nature of modern frameworks.● Even with the limited size of the JVM instruction set, static analyses do not fully support it.
Java 7 introduced a new bytecode opcode, invokedynamic [Rose 2009], together with an API
(for “method handles”) around it, that can offer the programmer the capability to completely
customize dynamic program behavior. The invokedynamic functionality is used to implement
dynamic languages on the JVM and also a growing number of dynamic features of Java (e.g.,
lambdas [Oracle 2014b], string concatenation [Oracle 2017], or generics specialization[Goetz
2016]). To this date, support for invokedynamic in static analysis frameworks has been, at
best, incomplete.

All the above instances result in unsoundness; the static analysis fails to capture actual dynamic
behavior. This unsoundness is quantified as reduced coverage of program behavior. HeapDL com-
pensates by adding dynamic information to static analysis. Semantic effects, captured by the heap
state and dynamic call-graph of the application, are extracted from a heap dump and used to
supplement a static analysis. Figure 1 shows the main components, schematically. HeapDL relies
on profiling capabilities of the target runtime. Both major Java-based platforms, Android and the
JVM, provide multiple memory profiling and heap dumping solutions. With an enriching agent
(Section 3) we can make a heap dump encode even more information that is of direct value to static
analysis.

The dynamic information is output in a form suitable to import in a static analysis. HeapDL
explicitly targets whole-program analyses, rather than local static analyses. It is, for instance,
much better suited for points-to analysis, heap shape analysis, or call-graph construction, rather

Proceedings of the ACM on Programming Languages, Vol. 1, No. OOPSLA, Article 68. Publication date: October 2017.

Reflection, native calls and dynamic class loading are what a Java or
Android analysis cannot follow. A snapshot has them already resolved.

9[OOPSLA’17] N. Grech, G. Fourtounis, A. Francalanza, Y. Smaragdakis. “Heaps Don’t Lie: Countering Unsoundness with
Heap Snapshots.”
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Hybrid Analysis – Combined Interpretation
Concerto runs part of the program concretely and the rest abstractly, in
one interpreter, and stays sound.10

Concerto: A Framework for Combined Concrete and Abstract Interpretation 43:5
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(a) Sound but Imprecise Call-Graph
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(c) Call-Graph with Concerto

Fig. 3. Call graphs produced by different analysis schemes. In (a), calls from dispatch to main and s can be ruled
out by matching argument arities. In (c), procedures executed (mostly-)concretely are given a dashed outline.

defined interfaces to communicate with the application. Together, these facts suggest that modern
Java framework implementations are a natural fit for our state separation hypothesis.

Concerto exploits this state separation to thread abstract values produced by the abstract inter-
preter through concrete interpretation and the abstract interpretation may do the same for concrete
values produced by concrete interpretation. (Concerto also includes support for the rare cases
where this hypothesis does not apply, see Section 8.4.) Section 3.1 formalizes a type-based state
separation that is natural in languages like Java.

Without additional knowledge about the program in Fig. 2, a standard abstract interpretation
not integrated with Concerto must make worst-case assumptions about read, and thus use an
extremely imprecise abstraction of the framework state in m. As a result, analysis of dispatch would
conclude that invoke may call any procedure. Thus, plain abstract interpretation cannot rule out
that a negative argument may flow from h through dispatch to f and that the error() statement is
reachable. On the other hand, ignoring invoke as though it is a no-op ignores important application
behavior. These two situations are illustrated in Figs. 3a and 3b, respectively.

Suppose now that we have the following domain knowledge about our program:
(1) The contents of the file config are available at analysis time and will not change between

analysis time and program runtime.
(2) config has the contents shown in Fig. 2

This information ensures that error() is never executed: dispatch will always call f with the positive
argument passed to it by g. However, even if an abstract interpretation has this information,
verifying that error() is unreachable requires an extremely precise semantics and representation
for maps. This can be achieved in this simple language, but, in practice, frameworks use much
more complicated data structures and abstractions, making precise analysis via pure abstract
interpretation unlikely. In contrast, Concerto integrated with a simple signedness analysis can
prove that the error() statement is unreachable, using a process we briefly sketch below.

2.1 Analyzing the Example
Concerto begins analysis of the program by concretely executing main(). Due to the domain-specific
knowledge described above, the initialization loop is statically executable. Thus, Concerto opens
the file "config" and runs the loop to completion. When the loop terminates, m holds the map ["b" !→
"f", "a" !→ "i"]. We stress that Concerto uses no application- or analysis-specific logic here:
Concerto simply performs concrete interpretation, opening the listed file and executing the loop.

At the call to the application entry point s on line 11, Concerto switches to abstract interpre-
tation, in this example a signedness analysis. A key assumption of Concerto is that framework

Proc. ACM Program. Lang., Vol. 3, No. POPL, Article 43. Publication date: January 2019.
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Fig. 3. Call graphs produced by different analysis schemes. In (a), calls from dispatch to main and s can be ruled
out by matching argument arities. In (c), procedures executed (mostly-)concretely are given a dashed outline.

defined interfaces to communicate with the application. Together, these facts suggest that modern
Java framework implementations are a natural fit for our state separation hypothesis.

Concerto exploits this state separation to thread abstract values produced by the abstract inter-
preter through concrete interpretation and the abstract interpretation may do the same for concrete
values produced by concrete interpretation. (Concerto also includes support for the rare cases
where this hypothesis does not apply, see Section 8.4.) Section 3.1 formalizes a type-based state
separation that is natural in languages like Java.

Without additional knowledge about the program in Fig. 2, a standard abstract interpretation
not integrated with Concerto must make worst-case assumptions about read, and thus use an
extremely imprecise abstraction of the framework state in m. As a result, analysis of dispatch would
conclude that invoke may call any procedure. Thus, plain abstract interpretation cannot rule out
that a negative argument may flow from h through dispatch to f and that the error() statement is
reachable. On the other hand, ignoring invoke as though it is a no-op ignores important application
behavior. These two situations are illustrated in Figs. 3a and 3b, respectively.

Suppose now that we have the following domain knowledge about our program:
(1) The contents of the file config are available at analysis time and will not change between

analysis time and program runtime.
(2) config has the contents shown in Fig. 2

This information ensures that error() is never executed: dispatch will always call f with the positive
argument passed to it by g. However, even if an abstract interpretation has this information,
verifying that error() is unreachable requires an extremely precise semantics and representation
for maps. This can be achieved in this simple language, but, in practice, frameworks use much
more complicated data structures and abstractions, making precise analysis via pure abstract
interpretation unlikely. In contrast, Concerto integrated with a simple signedness analysis can
prove that the error() statement is unreachable, using a process we briefly sketch below.

2.1 Analyzing the Example
Concerto begins analysis of the program by concretely executing main(). Due to the domain-specific
knowledge described above, the initialization loop is statically executable. Thus, Concerto opens
the file "config" and runs the loop to completion. When the loop terminates, m holds the map ["b" !→
"f", "a" !→ "i"]. We stress that Concerto uses no application- or analysis-specific logic here:
Concerto simply performs concrete interpretation, opening the listed file and executing the loop.

At the call to the application entry point s on line 11, Concerto switches to abstract interpre-
tation, in this example a signedness analysis. A key assumption of Concerto is that framework

Proc. ACM Program. Lang., Vol. 3, No. POPL, Article 43. Publication date: January 2019.

Framework code runs on the real configuration; application code stays
abstract.

10[POPL’19] J. Toman, D. Grossman. “Concerto: A Framework for Combined Concrete and Abstract Interpretation.”
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Hybrid Analysis – Combined Interpretation
Concerto runs part of the program concretely and the rest abstractly, in
one interpreter, and stays sound.10

Concerto: A Framework for Combined Concrete and Abstract Interpretation 43:5
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defined interfaces to communicate with the application. Together, these facts suggest that modern
Java framework implementations are a natural fit for our state separation hypothesis.

Concerto exploits this state separation to thread abstract values produced by the abstract inter-
preter through concrete interpretation and the abstract interpretation may do the same for concrete
values produced by concrete interpretation. (Concerto also includes support for the rare cases
where this hypothesis does not apply, see Section 8.4.) Section 3.1 formalizes a type-based state
separation that is natural in languages like Java.

Without additional knowledge about the program in Fig. 2, a standard abstract interpretation
not integrated with Concerto must make worst-case assumptions about read, and thus use an
extremely imprecise abstraction of the framework state in m. As a result, analysis of dispatch would
conclude that invoke may call any procedure. Thus, plain abstract interpretation cannot rule out
that a negative argument may flow from h through dispatch to f and that the error() statement is
reachable. On the other hand, ignoring invoke as though it is a no-op ignores important application
behavior. These two situations are illustrated in Figs. 3a and 3b, respectively.

Suppose now that we have the following domain knowledge about our program:
(1) The contents of the file config are available at analysis time and will not change between

analysis time and program runtime.
(2) config has the contents shown in Fig. 2

This information ensures that error() is never executed: dispatch will always call f with the positive
argument passed to it by g. However, even if an abstract interpretation has this information,
verifying that error() is unreachable requires an extremely precise semantics and representation
for maps. This can be achieved in this simple language, but, in practice, frameworks use much
more complicated data structures and abstractions, making precise analysis via pure abstract
interpretation unlikely. In contrast, Concerto integrated with a simple signedness analysis can
prove that the error() statement is unreachable, using a process we briefly sketch below.

2.1 Analyzing the Example
Concerto begins analysis of the program by concretely executing main(). Due to the domain-specific
knowledge described above, the initialization loop is statically executable. Thus, Concerto opens
the file "config" and runs the loop to completion. When the loop terminates, m holds the map ["b" !→
"f", "a" !→ "i"]. We stress that Concerto uses no application- or analysis-specific logic here:
Concerto simply performs concrete interpretation, opening the listed file and executing the loop.

At the call to the application entry point s on line 11, Concerto switches to abstract interpre-
tation, in this example a signedness analysis. A key assumption of Concerto is that framework
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out by matching argument arities. In (c), procedures executed (mostly-)concretely are given a dashed outline.

defined interfaces to communicate with the application. Together, these facts suggest that modern
Java framework implementations are a natural fit for our state separation hypothesis.

Concerto exploits this state separation to thread abstract values produced by the abstract inter-
preter through concrete interpretation and the abstract interpretation may do the same for concrete
values produced by concrete interpretation. (Concerto also includes support for the rare cases
where this hypothesis does not apply, see Section 8.4.) Section 3.1 formalizes a type-based state
separation that is natural in languages like Java.

Without additional knowledge about the program in Fig. 2, a standard abstract interpretation
not integrated with Concerto must make worst-case assumptions about read, and thus use an
extremely imprecise abstraction of the framework state in m. As a result, analysis of dispatch would
conclude that invoke may call any procedure. Thus, plain abstract interpretation cannot rule out
that a negative argument may flow from h through dispatch to f and that the error() statement is
reachable. On the other hand, ignoring invoke as though it is a no-op ignores important application
behavior. These two situations are illustrated in Figs. 3a and 3b, respectively.

Suppose now that we have the following domain knowledge about our program:
(1) The contents of the file config are available at analysis time and will not change between

analysis time and program runtime.
(2) config has the contents shown in Fig. 2

This information ensures that error() is never executed: dispatch will always call f with the positive
argument passed to it by g. However, even if an abstract interpretation has this information,
verifying that error() is unreachable requires an extremely precise semantics and representation
for maps. This can be achieved in this simple language, but, in practice, frameworks use much
more complicated data structures and abstractions, making precise analysis via pure abstract
interpretation unlikely. In contrast, Concerto integrated with a simple signedness analysis can
prove that the error() statement is unreachable, using a process we briefly sketch below.

2.1 Analyzing the Example
Concerto begins analysis of the program by concretely executing main(). Due to the domain-specific
knowledge described above, the initialization loop is statically executable. Thus, Concerto opens
the file "config" and runs the loop to completion. When the loop terminates, m holds the map ["b" !→
"f", "a" !→ "i"]. We stress that Concerto uses no application- or analysis-specific logic here:
Concerto simply performs concrete interpretation, opening the listed file and executing the loop.

At the call to the application entry point s on line 11, Concerto switches to abstract interpre-
tation, in this example a signedness analysis. A key assumption of Concerto is that framework

Proc. ACM Program. Lang., Vol. 3, No. POPL, Article 43. Publication date: January 2019.

Framework code runs on the real configuration; application code stays
abstract.
10[POPL’19] J. Toman, D. Grossman. “Concerto: A Framework for Combined Concrete and Abstract Interpretation.”
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Hybrid Analysis – Dynamic Shortcuts
Run concretely while nothing unknown is touched; otherwise seal and go
back to abstract values. g is native: no model, but it runs.11

// JavaScript: analyzed
function f(x) {

/* 0 */
if (x >= 0) return x;
/* 1 */ x = g(-1, x);
/* 2 */ return -x;

}

// C: native, can only run
int g(int a, int b) {

if (a < 0) return b;
/* complex computation

on a, b */
}

abstract only

⊤0

11[ESEC/FSE’21] J. Park, J. Park, D. Youn, S. Ryu. “Accelerating JavaScript Static Analysis via Dynamic Shortcuts.”
AAA705 @ Korea University Lecture 5 – DSE September 21, 2026 33 / 36

https://doi.org/10.1145/3468264.3468556


Hybrid Analysis – Dynamic Shortcuts
Run concretely while nothing unknown is touched; otherwise seal and go
back to abstract values. g is native: no model, but it runs.11

// JavaScript: analyzed
function f(x) {

/* 0 */
if (x >= 0) return x;
/* 1 */ x = g(-1, x);
/* 2 */ return -x;

}

// C: native, can only run
int g(int a, int b) {

if (a < 0) return b;
/* complex computation

on a, b */
}

abstract only

⊤0

−1

⊤2

⊤

x ≥ 0: return 0+x < 0

x = g(−1, x)
g unknown: ⊤

return −x
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Hybrid Analysis – Dynamic Shortcuts
Run concretely while nothing unknown is touched; otherwise seal and go
back to abstract values. g is native: no model, but it runs.11

// JavaScript: analyzed
function f(x) {

/* 0 */
if (x >= 0) return x;
/* 1 */ x = g(-1, x);
/* 2 */ return -x;

}

// C: native, can only run
int g(int a, int b) {

if (a < 0) return b;
/* complex computation

on a, b */
}

abstract only

⊤0

−1

⊤2

⊤

x ≥ 0: return 0+x < 0

x = g(−1, x)
g unknown: ⊤

return −x

with a dynamic shortcut

⊤0

−1

−2

+

x ≥ 0: return 0+x < 0

seal x 7→ ω, run g(−1, ω)
a = −1 < 0: returns ω untouched

−x needs the value:
stop, fall back, −(−) = +

−1 picks the branch in g; x passes through untouched. −x needs x : the
run stops, abstract analysis continues. +, not ⊤.
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Homework #2 – Dynamic Symbolic Execution
• Implement a simple DSE for a small subset of JavaScript, using Z3

to solve path conditions.

• Please see this document on GitHub:

https://github.com/ku-plrg-classroom/js-dse

• The due date is 23:59 on September 28 (Mon.), and please submit
it to LMS.
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Next Lecture
• Regression Testing

Jihyeok Park
jihyeok_park@korea.ac.kr

https://plrg.korea.ac.kr
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