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Goal of This Course

To learn essential concepts of programming languages

• Why? After this course, you will be able to:
• learn new programming languages quickly.
• evaluate and pick the best language for a given task.
• design your own specialized languages for specific tasks.

• How? You will learn how to:
• design programming languages in a mathematical way.
• implement their interpreters using Scala.
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Applications of PL Foundations
A deeper understanding of programming languages can help you in:

• Static/Dynamic Analysis
• Vulnerability Detection
• Automated Testing
• Program Synthesis
• Explainable AI
• etc.

In the rest of this lecture, I will introduce some of the applications
developed in our programming languages research group (PLRG):

https://plrg.korea.ac.kr
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Application 1 – Mechanized Specification
ECMA-262 is the official specification of JavaScript written in English.1
ESMeta is a mechanized version of ECMA-262 developed by our lab.2

/ 30RPLS 2025 6

Solution - Mechanized Language Specification

Reference number 
ECMA-123:2009 

© Ecma International 2009 

ECMA-262 
�4th Edition / June 20�3 

ECMAScript® ���3 
Language Specification 

ECMA-262 
(JavaScript Spec.)

JavaScript 
Implementations

Conformance

MANUALMANUALAutomatic

Minify

Up
da

te

Up
da

te

Engines

Transpilers

Others

Mechanized 
Specification

CompilersMinifiers Obfuscators

Abstract Interpreters, Symbolic 
Executors, Dataflow Analyzers, etc.

1https://tc39.es/ecma262/2025/multipage/
2https://github.com/es-meta/esmeta
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Application 2 – Double Debugger
We can visualize the execution of JavaScript programs based on the
mechanized specification to help understand/debug complex features.3

[FSE’25 Demo] M. Choe*, K.Song*, H. Kim, and J. Park, “JSSpecVis: A JavaScript Language
Specification Visualization Tool”

3https://es-meta.github.io/playground/
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Application 3 – Type Analysis
We can detect specification errors using type analysis based on the
mechanized specification. It is officially used in language design process.4

/ 30RPLS 2025

<latexit sha1_base64="CpgcZA9NrA3nNTWbnfMCi1QIkqQ=">AAACFXicbVC7TsMwFHXKq5RXgZElokJiqhKECmMFC2OR6ENqo8pxnNbUjiP7plKI+g9sCP6FDbEy8ytMuG0G2nKkKx2dc6+v7/FjzjQ4zrdVWFvf2Nwqbpd2dvf2D8qHRy0tE0Vok0guVcfHmnIW0SYw4LQTK4qFz2nbH91O/faYKs1k9ABpTD2BBxELGcFgpFZvHEjQ/XLFqToz2KvEzUkF5Wj0yz+9QJJE0AgIx1p3XScGL8MKGOF0UuolmsaYjPCAdg2NsKDay2a/ndhnRgnsUCpTEdgz9e9EhoXWqfBNp8Aw1MveVPzX0yCwSlWwtB/Cay9jUZwAjch8fZhwG6Q9DcQOmKIEeGoIJoqZC2wyxAoTMLEtvA9s9DQpmbDc5WhWSeui6taqtfvLSv0mj62ITtApOkcuukJ1dIcaqIkIekTP6BW9WS/Wu/Vhfc5bC1Y+c4wWYH39Aj4koGM=</latexit> . . .

14

JSTAR - Specification Type Analysis

x : String | Boolean | Number | Object | ...

n : Number Number | Exception

Math.round(true)  = ??? 
Math.round(false) = ???

Type Error: 
`<`, `>`, and `>=` 

are numeric operators

https://github.com/tc39/ecma262/tree/575149cfd77aebcf3a129e165bd89e14caafc31c

Fixed Math.round(true)  = 0 
Math.round(false) = 1

Filter Exception

[ASE’21] J. Park, S. An, W. Shin, Y. Sim, and S. Ryu, “JSTAR: JavaScript Specification Type
Analyzer using Refinement”

4https://github.com/tc39/ecma262/actions/workflows/esmeta-typecheck.yml
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Application 4 – Program Synthesis
We can synthesize JS programs with assertions from the mechanized
specification to test real-world JS interpreters (e.g., V8 for Chrome).

/ 5531

N+1-version Differential Testing

Synthesize Test QuickJS

test

test

test

test

Reference number 
ECMA-123:2009 

© Ecma International 2009 

ECMA-262 
11th Edition / June 2020

ECMAScript® 2020 
Language Specification 

ECMA-262 
(JavaScript Spec.) JavaScript 

Engines

[PLDI’23] J. Park, D. Youn, K. Lee, and S. Ryu, “Feature-Sensitive Coverage for Conformance
Testing of Programming Language Implementations”
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Application 4 – Program Synthesis
For example, we found a bug in the SpiderMonkey JavaScript engine
(v107.0b4) used in Firefox.5

var x = (async function ([]) {})();
// Assertions
...
$assert.sameValue(Object.getPrototypeOf(x), Promise.prototype);
$assert.sameValue(Object.isExtensible(x), true);
$assert.notCallable(x);
$assert.notConstructable(x);
...

While it should be terminated normally, SpiderMonkey engine throws a
run-time TypeError when executing this program.

5https://bugzilla.mozilla.org/show_bug.cgi?id=1799288
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Application 5 – Vulnerability Detection
Detecting vulnerable JS libraries on the web is important for web security.

/14

Vulnerabilities in JavaScript Library

2
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Application 5 – Vulnerability Detection
However, it is challenging to detect JS libraries accurately because:

/14

• Bundlers modify and compress user code and libraries together using diverse transpilers 

• It makes difficult to detect libraries in transpiled code in web applications

Why does prior work treat source code as blackbox

4

Bundlers with TranspilersWeb App Bundled Web App

…

user code

libraries
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Application 5 – Vulnerability Detection
We can accurately detect vulnerable JS libraries on web using
property-order graphs extracted through static analysis techniques.

/14

Solution - Refine POGs using Path-Sensitive Truthy Analysis

10

Library 
Functions CFG Path-Sensitive 

Truthy Analysis POGRefined 
CFG

Track truthiness of variables along execution paths!  
(Path = Control flow from each branch)

Fingerprint 
(hash)

Graphs G ::= {l:i} (lentry, lexit, lexc)
Instructions i ::= if (e) l else l

| x = e; l | x = e.p; l | e.p = e; l
| x = e[e]; l | e[e] = e; l

Expressions e ::= c | x | !e | {} | e(e) | e == e | e === e
| e < e | e > e | e → e | ↑e | . . .

Constants c ::= b | n | z | s | undefined | null
Variables x ↓ X Properties p ↓ P
Labels l ↓ L Booleans b ↓ B = {#t,#f}
Numbers n ↓ N BigInts z ↓ Z
Strings s ↓ S

Fig. 3: Control-flow graphs of JavaScript functions.

III. CONSTRUCTION OF PROPERTY-ORDER GRAPHS

This section first introduces a basic construction algorithm
of POGs (§III-A). To resolve the inconsistency in the ba-
sic algorithm, we introduce a path-sensitive truthy analysis
(§III-B) and a three-step refinement of control flows in CFGs
for consistent construction of POGs (§III-C).

A. Basic Construction Algorithm

A basic construction algorithm of POGs has two steps: 1)
construct control-flow graphs (CFGs) of given functions, and
2) filter only property operations from CFGs.

1) CFG Construction: We use a standard algorithm to
construct CFGs defined in Figure 3 where A denotes a
sequence of A. All instructions in a CFG are labeled with L,
and three special labels lentry, lexit, and lexc represent the entry,
exit, and exceptional exit points of the function, respectively.
An instruction i is either:

• A conditional instruction with two labels for branches.
• A normal instruction with its next label.

Each JavaScript loop statement (i.e., while/for) is converted
into a conditional instruction whose true branch label points
to its loop body, and the false branch label points to the
instruction following the loop. Additionally, as explained in
§II-B, short-circuit expressions are used as branches. Thus, we
convert the following expressions into conditional instructions
with temporary variables to mimic their evaluation semantics:

%0=e1; if(%0) { %0=e2; } else { } // e1 && e2
%0=e1; if(%0) { } else { %0=e2; } // e1 || e2
%0=e1; if(%0) { %0=e2; } else { %0=e3; } // e1?e2:e3

A normal instruction is either: 1) an assignment instruction,
2) a property read/write operation, or 3) a computed prop-
erty read/write operation. A return or a throw statement is
converted into an assignment instruction to a special variable
%ret or %exc, respectively, and its next label is the exit label
or the enclosing catch block if it exists, or the exceptional
exit label otherwise. Since we construct CFGs to construct
POGs, we convert all property read/write operations into
normal instructions with temporary variables (e.g., %0, %1,
. . . ) to explicitly capture the execution order of property
operations. For example, x.p + y.q is converted into two
instructions %0 = x.p; %1 = y.q; and an expression %0 + %1

to represent that x.p is executed before executing y.q. The

Path-Sensitive Results ω̂ ↓ !̂ = (L ↔ ”̂) ↗ #̂

Abstract Paths ε̂ ↓ ”̂ = (L ↔ B) ↘ {≃}
Abstract States ϑ̂ ↓ #̂ = X ↗ V̂
Abstract Values v̂ ↓ V̂ = {≃, , , N, F ,⇐}

Fig. 4: Abstract domains for path-sensitive truthy analysis.

omitted inequality/comparison operations are converted into
equality/comparison operations with negation operators (e.g.,
x != y to !(x == y)). A constant is a boolean b → B, number
n → N, bigint z → Z, string s → S, undefined, or null.

2) Property Operation Filtering: To construct POGs from
CFGs, we filter only four kinds of property operations and
conditional instructions. We retain only the property names
for property read/write operations; x = e.p and e1.p = e2 are
converted into .p and .p = , respectively. For computed
property operations, we remain only whether they are read
or write operations: x = e1[e2] and e1[e2] = e3 into [ ] and
[ ] = , respectively. When the computed properties names

are constant strings, we treat them as property names: x =
e["name"] into .name. For conditional instructions, we keep
only their labels; if (e) l1 else l2 into if ( ) l1 else l2.
Figures 2a and 2c depicts CFGs of the original and bundled
code in Figure 1, and Figures 2b and 2d depicts POGs derived
from the CFGs.

B. Path-Sensitive Truthy Analysis

We introduce a path-sensitive truthy analysis based on
abstract interpretation [14, 15] to refine control-flows in CFGs
for constructing consistent POGs. It analyzes the truthiness of
each variable along each execution path partitioned by the
latest conditional instruction.

1) Abstract Domains: Figure 4 shows the abstract domains
for path-sensitive truthy analysis. A path-sensitive result ω̂ → !̂
is a mapping from pairs of labels and abstract paths to abstract
states. An abstract path ε̂ → ”̂ is either 1) a pair of a label and
a boolean value (l, b) that represents the true or false branch
of the latest conditional instruction labeled by l or 2) ↑ for no
conditional instruction along the execution path. An abstract
state ϑ̂ → #̂ is a mapping from variables to abstract values.

↓
F N

↑

An abstract value v̂ → V̂ denotes 1) its
truthiness ( or ) or 2) whether it is flipped by
negation operators (F or N ). Its partial order
(↔) and join (↗) operations are defined with the

lattice in the left Hasse diagram. All JavaScript values are
either truthy or falsy according to the ToBoolean algorithm
in the language semantics5; false, undefined, null, +0,
-0, NaN, 0n, and "" are falsy values, and all other primitive
values and objects are truthy values. The abstract values and

means that only truthy and falsy values are possible, respec-
tively. On the other hand, the abstract values F and N denote
whether the truthiness is flipped or not, respectively, through
a sequence of variable assignments without any conditional
branches or side effects.

5https://tc39.es/ecma262/2024/#sec-toboolean

Abstract domain

#f

#f

#f
#t

#t

#t

<latexit sha1_base64="GOFmagT+evxT58uC01oGmvW/O0k="></latexit>ω1

<latexit sha1_base64="Tc2lqF+mKlRejmc7/OPlYtkpEzQ="></latexit>ω2
<latexit sha1_base64="rNAK0v8W+3YCWqel/Cx85Vmj6Fo="></latexit>ω3

<latexit sha1_base64="8/6wtRjwGy+AWJBNfHasGoXW8sc="></latexit>ω4

path: 

(null, "", +0, -0, …)

Truthy value

Falsy value 

 

¬

Flipped value

Non-flipped value  

 

¬

We are recruiting motivated students who are interested in this topic!

[ASE’25] S. Kim*, S. Park*, and J. Park, “Debun: Detecting Bundled JavaScript Libraries on
Web using Property-Order Graphs”
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Final Exam
• Date: 18:30 – 21:00 (150 min.), December 17 (Wed.).
• Location: B102, IT & General Education Center (정운오IT교양관)
• Coverage: Lectures 14 – 26
• Format: closed book and closed notes

• Fill-in-the-blank questions about the PL concepts.
• Write the evaluation results of given expressions.
• Draw derivation trees of given expressions.
• Define the syntax or semantics of extended language features.
• Define typing rules for the given language features.
• etc.

• Note that there is no class on December 15 (Mon.).
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• I hope you enjoyed the class!

Jihyeok Park
jihyeok park@korea.ac.kr

https://plrg.korea.ac.kr
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